g

O .
In th|s®pter you will learn to:

» use applications to create and transmit messages

» establish a communications link and describe the
steps that take place in its establishment

* identify and describe specified protocols at
different stages of the communication

* identify client processing and server processing

. &seribe the advantages and disadvantages of
ent — server architecture

receive audio, video and text data

&c use a communication system to transmit and

O(Q‘

+ for given examples, identify the participants,
information/data, information technology, need
and purpose

and received

« for given examples, identify the advantag
disadvantages of the system

» compare and contrast traditional cepynunication
systems with current electronic r@ s
S

* represent a communication@]

diagrammatically

based en.cufrent t

* predict developmer;ts'@ Qmmunication systems

* simulate”activiti volved with communication

in areas su%
- e coms ¢
- E
— InteMet banking
» for a given scenario, choose and justify the most
appropriate transmission media

» diagrammatically represent the topology

* \ describe the location and role of hardware
components on the network

» compare the functions of different hardware
mponents

%ﬂdentify the main characteristics of network
operating software

* compare and contrast the Internet, intranets and
extranets

« distinguish between data in analog and digital
form

* justify the need to encode and decodedata

+ identify where in a commuanication system
conversion takes place

* describe the structrre‘ef a data packgt
%y of data

« describe methods/to check the ac@a
being transmitted

* detail th€ network mana e@ software in a given
network 6

*
e describe the role o etwork administrator and
conduct networ] %mnistration tasks

* demonstrat and logoff procedures, and

justify IQ e
* adopt edures to manage electronic mail

6(’

+ for given examples explain how data is transmitth
*

(
2
Q

Which will make you more alﬂng:

3()

o
o)
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<

describe and justify the need for ethical behaviour
when using the Internet

discuss the social and ethical issues that have arisen

from use of the Internet, including:

— the availability of material normally restricted

— electronic commerce

— domination of content and control of access to the
Internet

— the c%@\g nature of social interactions

identg ¢ isSues associated with the use of
c nication systems including:
écoriferencing systems
messaging systems
/e commerce
— EFTPOS
— electronic banking

*

design and implement a communication system to
meet an individual need

predict developments in communication systems

based on current trends %

function of information techn, to a specific

apply and explain an understandi:g%he nature and

practical situation

explain and justify the which information
systems relate to info ‘on processes in a specific
context

analyse and describe a system in terms of the
information processes involved

develop solutions for an identified need which
address all of the information processes

evaluate and discuss, the effect of information systems
on the individuyal (sGciety and the environment

demonstratevand explain ethical practice in the use of
informati stems, technologies and processes

propoge Md justify ways in which information
sy&& will meet emerging needs

g@fy the selection and use of appropriate resources
+and tools to effectively develop and manage projects

assess the ethical implications of selecting and using
specific resources and tools, recommends and
justifies the choices

analyse situations, identify a need and develop.
solutions

select and apply a methodical approach¢o-planphg,
designing or implementing a solution Q

implement effective management techgffq

use methods to thoroughly docume e
development of individual or tea jects

X
N
%
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In this chapt@)u will learn about:

Char acteristics of communication systems

* communication systems as being those systems which
enable users to send and receive data and information

+ the framework in which communication systems function,
demonstrated by the Fig 3.1 model

* the functions performed within the communication
systems in passing messages between source and
destinagidy, including:

e creation
ganisation of packets at the interface between source
nd transmitter

00 signal generation by the transmitter

— transmission

synchronising the exchange

addressing and routing

error detection and correction

security and management

\

the roles of protocols in communication

— handshaking and its importance in a comnating
link

— functions performed by protocols at di@t levels

* the client - server model

the role of the client and.the serv€)

thin clients and fatcliénts

examples of clients suchas@ browsers and mail

clients

examples ofisetvers @ﬁs print servers, mail servers

and web server 6

Examples of com&;&)n systems

* teleconferenci stems

ns

* messaging systems, including email, voice mail and voice
over Internet protocol (VOIP)

+ other systems dependent on communication technology
such as:
— e comimerce
—.EETPOS
—\ ¢electronic banking

Transmittin@and receiving in communication systems

* trapsiAiSsion media including:

{red transmission, including twisted pair, coaxial
cable and optic fibre

— wireless transmission, including microwave, satellite,

radio and infrared

characteristics of media in terms of speed, capacity, cost
and security

c)o
@6 .

§9.

Q

communication protocols, including:
application level protocols, including http, smtp

SSL

— communication control andaddressing level™rotocols,
including TCP and\[R

— transmission levélprotocols, includi@ rnet and
Token ring

 strategies for erfor detection and 6“ correction
* network topologies, 1nclud1ni@r bus, ring, hybrid and

wireless networks
0’0‘
\

Q?

al

gher information processesin communication systems

|SSU£)Qated to communication systems
é(f%curlty
4

the functions performed by hardware components in
communication systems including

hubs and switches

routers

modems

bridges and gateways

network interface cards (NIC)

mobile phones

— cable
— wirele cess'poiits
- B ethdevices

ch

gésimilarities and differences between the Internet,
ihtranets and extranets

eristi¢s of network operating software

collecting, such as

— the phone as the collection device with voice mail

— EFTPOS terminal as a collection device for
electronic banking

encoding and decoding analog and digita@
encryption and decryption
AN
- check sum ®'
— the phone as the\{igplay device with voice mail

processing, including
formation of data packets O
routing
error checking { OQ
- parity bit check
- cycle redundancy &
displaying, such as A
— EFTPOS terminal as a display device for electronic
banking

M anaging communication systems

network administration tasks, such as:
adding/removing users

assigning users foprinters

giving us€rs\file access rights

instattatioR of software and sharing with users
client ﬁation and protocol assignment

log logoff procedures
&k based applications

globalisation

changing nature of work
interpersonal relationships
e crime

legal

virtual communities

current and emerging trends in.cormuni
including
blogs
wikis
RSS feeds
podcasts

online radio, TV and V\%n demand
3G technologiew e communications

c@@

S
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COMMUNICATION SYSTEMS

Communication systems enable people and systems to share and exchange data and
infoxmation electronically. This communication occurgabetween transmitting and
réQetving hardware and software over a network — eack&ice on a network is called

*node. Consider the diagram in Fig 3.1. As eaclgntssage leaves its source it is
encoded into a form suitable for transmission@ng the communication medium,
which could be a wired or wireless connect'(@ uring its travels, the message may
follow a variety of different paths throug ny different networks and connection
devices. Different types of connection &ce use different strategies to determine

receiver, who decodes the mess as it arrives at its destination. The network could
be a local area network (DADNa wide area network (WAN), it could be the Internegs
an intranet, extranet.or-agy Cy¥bination of network types. Q

ﬁj Users/Participants
)
I

ﬁg{/}elz:cation (b'\étb' Source (O\SﬁStination

which path each message will followg sWitches decide based on the MAC address, ‘Q
whilst routers use the IP address, example. Eventually the message arrives at the

<
- - m
Communication 5 o
Control and &.| Message Message £
Addressing Level i :
A

i o . : : Switchi . i
TI r{anlsmlsson Medium an:}ivi{f)ultrilr%g edium Receiver

o )

¢ Fig3.1 .
O® Communication system framework from NSy Board@@dies IPT syllabus (modified).

c) .
@6

§9

For communication to be successful requirgs
known as protocols. Establishing and agreeq
and the specific detail of each-protocol

ponents to agree on a set of rules
on which set of protocols will be used
occur before any data can be transmitted

Level, and Transmission LeyedWefer Fig 3.1). As messages pass through theunterf;
between sendet and tra they are encoded, meaning they descend the spadR)Sf
protocolS.and are finall\\fansmitted — each message is progressivelji-€ncodeddsing
the protocol (or prgdsCols) operating at each level. Conversely, as m
received they padMhrough the interface between receiver and des
original mes decoded by each protocol in turn as it ascends
of the proto, tack.
In theri @I b ; thi A(b' i
%?/sy abus three levels of protocols are defined, thl@mework provides a
simplified view of the more detailed OSI (Open Systems Interconnection) model. The
OSkmodel defines seven layers, where each layer can be further*expanded into sub-

three levels, namelys Applica?i Level, Communication Control and Addressin?

Information Processes and\I'echnology — The HSC Course
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or received — this process is kitown agfghdshaking. Protocols are classified according ‘Q
to the level or layer in-which they ate. In the IPT course we classify protocols iato
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layers. s specified within the OSI model  OSI Model La @’b’ @1 Levels
are comd¥hed to form the levels of the IPT
model as shown in Fig 3.2. In IPT the OSI | 7. Application
Presentation and Application layers (layer 6 Application
and 7) are combined to form the IPT | 6. Presentation
Application Level. OSI layers 3, 4 and 5, the
network, transport and session layers are |- Session
combined to form the IPT Communication Communication
ol and Addressing Level. Finally, |* Tra}l};@rt and Control
tocols operating within the Physical and g
O&a‘[a link layers (layer 1 and 2) of the OSI ét oL
model are included in the IPT Transmission 5" 55 1o
level. Throughout this chapter we focus on \ Transmission

IPT version with reference to the OSI I' | 1. Physical
when appropriate.

in both directions, even wh e actual model with the three levels used in IPT.
message only travels in(ogeddirection. The

receiver transmits data ba e transmitter including data to acknowledge rec@,
request more data 0% t0 e@) or the data to be resent should it not be received ¢ ty
The details of such’ex{hanges are specific to the particular protocol being us€h

. Q
. . Fig 3.2
Note that in most cases communi¢ occurs mparison of the seven layers of the O §

In this chapier'w ;Q&sider: XN
+ Characterigi®~of communication systems, including an overvie\K\G&ach protocol

& -
©

level bag@on the OSI model, details of how messages pgd*from source to
desti@n, examples of protocols operating at each l@ﬁleasurements of
transmission speed and common error checking methods.

Examples of communication systems including teleconferencing, messaging
systems and financial systems.

Network communication concepts including client-server atrchitecture, network

physical and logical topologies and methods for encoding dnd decoding digital and
analog data.

Nyptwork hardware including transmission media, het{Qyrk hardware devices such

s hubs, switches and routers, and also servers %h‘ s file, print, email and web
servers.

Software to control networks including ne@%rk operating software, network
administration tasks and other network-b applications.

Finally we consider issuesselated tq@ommunication systems and current and

X

l.
2.
3.
4.

X ROUP TASK Discussion >
k/ For each example, identify the source, destination edium over which

\

emerging trends in communication. y Q
~
@ Considépithe follm@examples of communication: §
x

A convetsation with a @ child. OOQ%

Senduig a birthday to your grandmother.

Watching teleyigyn. . \OQ
Ordering a in a restaurant. (5.\'
\\\ AN

messages are sent. Describe suitable communication rules (protocols).

Information Processes and Technology — The HSC Course
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CHAR@Q%ERlSTlCS OF COMMUNICATION S@%MS

Before we examine the details of particular examples of communication systems it is
worthwhile understanding some communication concepts and terminology common
to most communication system. The knowledge gained in this section underpins much
of the work covered in the remainder of this chapter.

OVERVIEW OF PROTOCOL LEVELS

Sofiare is used to control and direct the operation of hasxdware,, The transmitter and
ceiver must agree on how the hardware will be us transfer messages. This is

of operating systems, protocols, devices and tr, {Sston media. In 1978 a set of

I\ Standards Organisation (ISO) to
as the Seven-Layer Model for Open
the OS Model. This seven-layer model

t
&Ot a simple matter, a large variety of applicatioﬁﬁfer data using a wide variety

standards was first developed by the Interna
address such issues. These standards are k
Systems Interconnection or more simpl
has been largely accepted and used b
transmission hardware and softwar

The hardware actually used(f
Level, which includes  the sical layer of the OSI Model. The physical la@
includes NICs, hubs ag)ﬁ various different types of physical and vpr&l
transmission media.TheSe’components actually move the data from the trangpl¥fer to
the receiver. Hew o this is determined by the higher software layers¢ach layer
performgitsifung with data from the layer above during transmittin@ the layer
below during& ving. \0

The seve rs of the OSI model are referred to as the OSI %@' Each packet of
data mu' scend the stack, be transmitted and then ascend th ck on the receiving
computer. A brief explanation of the general tasks performed at each of the OSI layers
and IPT levels follows. To avoid confusion between IPT levels and OSI layers we will
always refer to the IPT syllabus levels as “IPT... Level” and OSI layers as “OSI...
Layer”.

IPT Presentation Level

7. QSI Application Layer — The actual data to be transrhit{ed is created by a software
plication, this data is organised in a format unda&od by the application that

®‘ will receive the data. .

c) .
@6

§.Q

Q" 6. OSI Presentation Layer — The datais re@nised into a form suitable for

subsequent transmission. For exampl
representing it as a sequence of ASCII
The presentation layer is cefnmonly

C° mpressing an image and then
racters suited to the operating system.
of the application or is executed directly

and SSL.
IPT Commu#igation Contr@wd Addressing Level %

5 OSI Sesston Layer — is where communication with the netwotk is estaifligited,
commences and igWaintained. It determines when a communication gdgsion is
started with ‘«@mte computer and also when it ends. For e e, when
performing %’htemet banking transaction it is the session lay, at ensures

communi@n continues until the entire transaction is comp . Layer 5 also

inclu@ urity to ensure a user has the appropriate access @ .

4. OSI nsport Layer — The transport layer manages the cMfrect transmission of
each packet of data. This layer ensures that packets failing to reach their

Information Processes and\I'echnology — The HSC Course

work engineers when creating all types of §Q
ansmission resides within the IPT Transmissio

by the application and is often relasgyl*td the requirements of the operating system. ‘Q
Protocols operating.at this lev clude HTTP, DNS, FTP, SMTP, POP, IMAP
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desti@‘&n are retransmitted. For example, TCP (Tran g& onttdl Protocol)
operat® within layer 4. TCP is used on TCP/IP networks, SMCh asvthe Internet, to

ensure the correct delivery of each data packet actually occurs.

. OSI Network Layer — This is where packets are directed to their destination. IP

(Internet Protocol) operates here — its job is to address and forward packets to their
destination. There is no attempt to check each packet actually arrives. Routers also
operate at this layer by directing packets along the best path based on their IP

. Routers often have their software stored ingash memory and can be

dress
(§nﬁgured remotely from an attached computer. >

T Transmission Level
00 2. OSI Data Link Layer — This layer

. OSI Physical l%‘yer — This layer performs the actual physical tran@'
y

MAC Address

Media Access Controller
Address hardwired into each
device. A hardware address
that uniquely identifies each
node on a network.

defines how the transmission media is
actually shared. Device drivers tha
control the physical transmissj

hardware operate at this layer, Yy
determine the final size of trags¥itted
packets, the speed of- tr and
various other physical ch %erlstlcs of D)
the transfer. Switch the Ethernet protocol operate at this level, dj @%

messages based.o egélr destination MAC (Media Access Controller).a; @ress.

Other dataink cols include Token Ring, SONET and FDDI. Q

3

hence it is
composed of hardware. It converts the bits in each messg?}nto the signals
that ar; Q@'smltted down the transmission media. The tran h media could be
twisté,palr within a LAN, copper telephone cable in an A connection, coaxial
cable, optical fibre or even a wireless connection.

OVERVIEW OF HOW MESSAGES ARE PASSED BETWEEN SOURCE AND
DESTINATION

Imthis section we explain the general processes occurring from’when a message is
first created at the source until it arrives at its final destthation. Most of the points
m& here will be expanded and elaborated upon thrwout the remainder of this
cidpte

r. The intention of this overview is to expldin all the different processes

fid information technology we will study fit, toge

*to form a logical operational

Q" communication system. It may be worthwhil€

through this chapter to help explain a&here %
overall communication process.

Message creation

The message is compiled ‘at/ the so
using some type of(Software a;
message data fronpone of the %s ’s users or participants.

Some examples of messag

@@dmg this overview as you work
new area of study fits within the

@

ation include:

OOQ\\

age in

A usér'writing an em@ming an email client such as Outlook.

A web server ving requested HTML files from secondary
preparation forrismission to a web browser. Q
A DBMS r extracting records from a database for trans
applicati A 2o

Spea during a VOIP (Voice Over Internet Protocol) ph onversation.
Pressing the delete key to remove a file stored on a file server.

to a client

Information Processes and Technology — The HSC Course

In preparation for sending. This takes place ’
ation and perhaps involves the collection(of
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GROUP TASK Discussion <&
Brainstorm other examples where messages are created in preparation for

transmission. In each case identify the software used to create the message.

Organisation of packets at the interface between source and transmitter

In general, when a message is being prepared for transmission it descends the stack of
protocols from the Application Level down to where it is ready for physical
te ission by the hardware operating at the Trans@ion Level. Each protocol
ps the data packet (or frame or segment — differ mes are used depending on
he particular protocol) from the layer above wﬁ&é own header and trailer. The
ocol operating at that layer. The
protocol operating within the next lower la onsiders each entire packet from the
prior layer to be data and adds its own ¢ and trailer (refer Fig 3.3). Hence the
protocols within each layer are applie ‘%dependently of the protocols operating in
other layers. Some protocols includ address of the receiver within the header and
many include some form of error ction code within their header or trailer.

A\

Descending the stack @; Data Trailer Ascending the stack ®
in preparation for. C ) after a message is
transmission received
P@er Header Data Trailer ||| Trailer S
N XN
H‘g‘%} Header ||| Header Data Trailer ||| Trailer mr
\C ¥
& >
% A
‘Header‘ Header ||| Header ||| Header Data Trailer ||| Trailer ||| Trailer ‘ Trailer ‘
Fig3.3

Descending and ascending the stack occurs during transmitting and reseiving respectively.

Fig 3.3 implies each layer is creating a single data packet'from the packet passed from
t eceding layer. This need not be the case; usuall Itiple packets are created

612 ed on the requirements of the individual protetol heidg applied.

Let us work through a typical example.\ The are application, perhaps after
direction from a user, first initiates the procesgsestequired to prepare the message for
transmission. Essentially commands™that ude the message are issued to the
protocol operating at the Application Lﬁ For instance, to send an email message
the email client software {sspes SMTE\edmmands that include the recipient’s email
address and the content(of the emgaNtiessage. To request a web page a web browser
issues an HTTP cominand that a®Mudes the URL of the requested page. At thig<level
we still have a sivgle compl essage. Furthermore the Application Level proto

is part of. the'software cation; hence at this stage all processing-hag Qy
performed-by the same are that created the message. &J

Next the message is@sed on to the Communication Control and Addre@ Level.
Commonly two > more protocols are involved, for example Ts%}l the OSI
Transport La nd then IP within the OSI Network Layer. Prot\ operating at
this level te under the control of the operating system. T are not part of
individ oftware applications, rather they are installed managed by the
operating system. The Communication Control and Addressing Level ensures packets
reach their destination correctly. They include error checks, flow.control and also the

Information Processes and\I'echnology — The HSC Course
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source a@&stmatlon address. Imagine the data packet has be%?ssed to“TCP. If the
packet isNOnger than 536 bytes then TCP splits it into segme The’header within
each segment includes a checksum and also information used by IP. TCP creates a
connection between the source and destination that is used to control the flow and
correct delivery of all segments within the total message. As each TCP segment is
produced it is passed on to [P — TCP requires that IP be used. IP is the protocol that
routes data across the network to its destination. IP packets are known as datagrams.
During transmission routers determine where to send each datagram based on the
d ation [P address. The final Communication Co and\Addressing protocol

&, ses each packet to the Transmission Level proto &( tlrat.Operates in conjunction

©

(Qﬁlm GROUP TASK Research N

ith the physical transmission hardware.

At the receiving end the processes describe &fve are essentially reversed — each
protocol strips off its header and traller s any error checks, and passes the
data packet up to the next protocol. The 1ﬁcs of different protocols are described

%

TCP/IP is actually a\colfe n of many protocols operating above layer 2 of e%%
model. As TCP/IPCdogs\not include data link (layer 2) and physical (layer 1)gsgofocols
it is able to, Operat %oss almost any type of communication hardwar; &i{s is the
central reason w CP/IP is so suited to the transfer of data and 1nfor Yon over the
Internet.

The sulw CP/IP protocols does not precisely mirror the %\n ayers of the OSI
model mmonly layers 5, 6 and 7 are combined in TCP/W references and are
collectively called the application layer. Layer 4 remains as the transport layer and
layer 3 is renamed as the Internet layer.

Y GROUP TASK Discussion
m” Explain why Transmission Level protocols (layer.1 énd 2 of the OSI

model) do not form part of the TCP/IP protecols. How does this assist
O TCP/IP to operate across almost any netwow

Using the Internet, or otherwise; detéltine TCP/IP protocols operating
within the application, transport e@llnternet layers mentioned above.
(0.

Signal generation by the trapsmitter Q Q
The transmitter is the physical hagd§Pare that generates or encodes the data onto thie

medium creatinga\signal. | t cases transmitters and receivers are containe
within the samé hardware d@p — receivers decode the signal on the mediuni. T@
hardware is\ éontrolled cols operating at the Transmission Level/ The- X
task of the'transmitter is‘Ye’represent individual bits or patterns of bits'as a wavd= this

wave is the signal, s actually transmitted through the medium. For, i ce, on
copper wires bit represented by altering voltage, on optical fibres 180t waves are
altered, and ireless mediums radio waves, infrared waves rowaves are

altered. In &}’@ ses characteristics of some type of wave is altere the transmitter.
The m@ of the Transmission Level protocol dete precisely which
characteriStics are altered. Some rules determine how each pattérn of bits is encoded,
others determine the speed of transmission and others arg,‘used to control and

Information Processes and Technology — The HSC Course

in detail later in this chapter. Q
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l Consider the foll g
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synchro%’?\:?é exchange. Examples of devices that include a@ﬁsmitter (and also a
receiver)Wclude NICs, switches, routers, ADSL and cable mo s, anid even mobile
phones and Bluetooth devices.

Transmission

Transmission occurs as the signal travels or propagates through the medium. Each bit
or often pattern of bits moves from transmitter to receiver as a particular waveform.
The transmitter creates each waveform and maintains it on the medium for a small
peiyd of time. Consider a Transmission protocol tra@litting at SMsym/s. This
s the transmitter generates 5 million distinct symBO¥S (wWave forms representing
&ft patterns) every second. And it also means each@finct symbol is maintained on
the medium by the transmitter for a period of o ve_millionth of a second. If each

< symbol represents 8-bits (1-byte) of data th. QX megabyte of data could potentially

and 5 million symbols can be transferre one second. One fifth of a second is the
time required for the physical tran 81bn of one megabyte of binary data if the
transmission occurs as a contin stream of symbols and the transmitter and
receiver are physically closet er. In reality, data is split into packets, which ar
e@

be transferred in one fifth of a second — z%, tHon bytes requires 1 million symbols,

not sent continuously, error ur that need to be corrected and some mediums
over enormous distances~Q@&h as up to satellites or across oceans. Furthermor,
protocols wait for acknocvfedgement from the receiver before they send the new#data
packet. This in itsg:@ the potential to double transmission times — ﬂo\@ntrol is
used by protocolsXelp overcome this problem. (b\}

o

Synchronisin@e exchange

N
To accu decode the signal requires the receiver to samlw incoming signal
using pr&sely the same timing used by the transmitter ing encoding. This
synchronising process ensures each symbol or waveform is detected by the receiver. If
both transmitter and receiver use a common clock then transmission can take place in
the knowledge that sampling is almost perfectly synchronised with transmitting. This
is_the most obvious method of achieving synchronous communication, for example
the“system clock is used during synchronous communication between components on
the motherboard. Unfortunately, the use of a commonyclock is rarely a practical
p@ﬁbility when communication occurs outside. 88 single computer. As a
cdisequence, other techniques must be used in.ansagept to bring the receiver into
O&yneh with the transmitter. &

G Today synchronous transmission systefns” hav&almost completely replaced older
asynchronous links, which transferrediindiv bytes separately using start and stop
bits. Synchronous communication does @t transfer bytes individually; rather it

transfers larger data packets\usually d frames. Frames vary in size depending
upon the individual implementatio aseT Ethernet networks use a frame size of.
up to 1500 bytes and'frame sizeg xcess of 4000 bytes are common on high-speed
dedicated links,

There are_tWo' elements Qénonly used to assist the synchronising procesag
preamble_ean be incluﬁlgﬁ3 at the start of each frame whose pufpose is\ghitial
synchronisation of t ceive and transmit clocks. The second element is jpchded or
embedded within data and is used to ensure synchronisation n& aintained
throughout tran sion of each frame. Let us consider each of these edg@¥ents.

Firstly eac me commences with a preamble. The Ethernet smission Level
protoco an 8 bytes (64 bits) long preamble, which i ly a sequence of
altemat:% Is and Os that end with a terminating pattern (cothmonly 1 1) called a
frame delimiter. The receiver uses the preamble to adjust its clogkyto the correct phase
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as the mitting clock (see Fig 3.4). A frame 3N Signal direction
delimiter™Ms needed at the end of the preamble out e
because the receiver may lose some bits during clock phase ¥ phase V
adjustment so these delimiting bits act as a flag . ../ 3
indicating the start of the actual data. preamble
The preamble is followed by the data that needs to be ~ Receiver’s
received. The representation of the bits within the — clock 3
signal provides the second element used to maintain Fi‘g 34
S ronisation. Commonly bits are represented not f@prean‘bleis used to synchronise
high or low signals but using the transition{(\’ ephase of the receiver’s clock to
etween these states. An example of such a Q) match the transmitter’s clock.
system is Manchester Encoding used within Cx - lf?»ase 2 x Base Og
10baseT Ethernet networks. Using thlsé jgnal direction  frequency - frequency 6

system a low to high transition represen&?
1 and a high to low transition repres
0. As the clocks are initially syng

nsitions 01 1 1 0 1 0 0 1 0

then the location of the
representing the bits is knéwgsY he receiver Fig3.5 N *
detects each transition;(if are slightly Manchester encoding uses the transitio

out of synch thén tl@receiving clock between high and fow to represent

adjusts accordingly, @nce Manchester Encoding is an example of a sel@lockmg

code. As. canUbe 8 in Fig 3.5, two frequencies are needed to implgseht such a
system; & base ency and a frequency that is precisely double the frequency.
Data is tra ed at the same rate as the base frequency. For, mple 10baseT

Ethemet@\ ers data at 10 megabits per second and therefor%h& e frequency of 10
mega het¥is used.

Other Transmission Level protocols use similar synchronisation strategies. For
instance ADSL connections transmit superframes that contain many data frames. The
header of the superframe contains synchronisation data much like the preamble of an
Ethetnet frame. Each data frame begins at equal and precisely spaced intervals.

Addressing and routing
DuQyg transmission data packets may pass through manx¥ifferent and varied links —

g‘ icularly when the communication is over the {hte urthermore it is likely that

)

ackets forming part of a single file will travel qulte different paths from the
transmitter to the receiver. Each new comimuni n link will have its own protocol C
or set of protocols and hence each packetyQyst ascend the protocol stack until it 6(_,’
reaches the addressing or routing fyrotocol ﬁen descend the protocol stack as it is <
prepared for transmission down'‘the next@ .

Ethernet and other Transmission L r;rotocols use the receiver’s MAC address to
determine the path Jedding to the ver. For instance an Ethernet switch maintains)a
table of all the MAC addresses\oT attached devices. Frames can therefore be directe%
down the preeise’connectio leads to the receiver. Most routers use the\lP’ad
within [P.datagrams tog@y& with their own routing table to determin€the nex n
a datagrams travels. @e routing table is continually being updated to (gﬂect the
current state of ati&ed networks and surrounding routers. Routers eatherefore
divert datagrams\:%und faulty or poorly performing network connectw(@.

X ROUP TASK Research fo\'v
Determine the protocols operating on either your o@r your friend’s

home network. Explain how a message is sent using these protocols.

<\
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Error d@lon and correction

As messages descend the stack prior to transmission many protocols calculate
checksums or CRC (Cyclic Redundancy Check) values and include them within their
headers or footers. Once the message has been received it ascends the protocol stack,
where each protocol examines its own received headers and trailers. If error detection
is used by the protocol then the error check calculation is again performed to ensure
the result matches the received checksum or CRC value. Whenever an error is
detgsted virtually all protocols discard the entire packet,&gd the\sender will need to
r&¥nd the packet to correct the problem. In general, C‘gare used within hardware

perating within the Transmission Level, whilst G@I{sums are used within many
higher level protocols.

Clearly some strategy is needed so the sendex€asf\determine that an error was detected
by the receiver and within which data &bet the error occurred. Some protocols

acknowledge only correct packets. ThiNdftrategy is used by TCP and requires the

sender to maintain a list of transmitt
associated packet is removed f&
specified period of time aré xeSent. Within other protocols, such as Ethernet th
receiver specifically request kets to be resent each time an error is detected. T %
are specialised protocol('!Pt include self-correcting error detection codes —

case some errors’can orrected at the destination without the need to r. the
packet. Othepprot & such as IP, simply discard the message without § attempt
to notify(the sen \(b'\

@’OUP TASK Discussion (0'\
w/\ pecialist systems, such as space probes, don’t both%;ﬁ& error correction;

rather they send the whole message multiple times. Wy is this strategy
inappropriate for most communication systems? Discuss.

/

Security and management

Many protocols restrict messages based on user names and passwords, and others go a
step further by encrypting messages during transmission,~For example, POP (Post
Office Protocol) operates on most mail servers. Top retrigve email messages from a
P erver the user must first be authenticated — me a correct user name and

&l sword combination must be included. In this~éase ser name also identifies the

ail box from which email messages are rettieve L (or https) uses a public key
encryption and decryption system to sgture crlﬁoal data transfers such as financial
transactions. We explained encryption\and ption strategies in some detail within
Chapter 2 and we will describetheir implg@®ntation within the SSL protocol later in

this chapter when we examiné electror& Xinking. Q
GROUR-TASK Dis&@m §
Revigwikthe explanati§Pof encryption and decryption in Chapter 2. Is ‘
eneryption only é to secure messages during transmission? Discuss. \\
O\ O\
V M V -
PROTOCOLS CJ CJ
There are literally, @sands of different Protocol Q
protocols  that . Each protocol is \&) | A formalset Of ru
designed to sRedNY a particular set of rules procedures th t be
and accomfd®h particular tasks. For observed for, devices to
exampl ernet is the most widespread tranSfer ficiently and
Transmission Level protocol for the successf

transfer of data between nodes on local

Information Processes and\I'echnology — The HSC Course
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area net@&s, however Ethernet is not suitable for commur'@&on over wide area

networksM(WANs) carrying enormous amounts of data W{er long distances.

Commonly such networks use protocols such as ATM (Asynchronous Transfer Mode)

or SONET (Synchronous Optical Network) — ATM is used on most ADSL

connections and SONET for connections between network access points (NAPs) that

connect different cities and even continents. Ethernet, ATM and SONET all operate at
the Transmission Level (OSI layer 1 and 2).

BefQre two devices can communicate they must first agree,on the protocol or series of
cols they will utilise. This process is known a ndshaking’. Handshaking

&emmences when one device asks to communicat thr@nother; the devices then

©

exchange messages until they have agreed

upon the rules that will be wused. Handshaking o
Depending on the protocol being used The process of negotiating and

handshaking may occur just after tlQQJ establishing the rules of

devices are powered up or it may qg&u communication between two .Q
prior to each communication 10n or more devices.
occurring.

smtp and SSL — we exalg;@ TTP in this section, smtp later as we discuss enttlr
SSL during our disenss\a on electronic banking. Two Communication Con

Adressing protocols required, namely TCP and IP. We describe each
this section\dnd g« W€y are common to most of today’s networks we
discussion’th out the text. At the Transmission Level we nee ver Ethernet
and also th:; en ring protocol. We deal with Ethernet in this Se&%l and token ring

In IPT we study three commg{xamples of Application Level protocols, namelyl&&%

and

apter as we discuss the operation of ring topologi

later in ?/
HTTP, TCP, IP and usually Ethernet all contribute during the transfer of web pages —
these four protocols are described in this section.

Hypertext Transfer Protocol (HTTP)

HTTP operates within the IPT Application Level and within layery6 of the OSI model.
HYTP is the primary protocol used by web browsers to communicate and retrieve web
pages from web servers. A client-server connection is_ysed where the browser is the
clidg» and the web server is the server. There are three-gdnary HTTP commands (or

hods) used by browsers — GET, HEAD and POS&.

he HTTP GET method retrieves entire dectume the documents retrieved could
be HTML files, image files, video files orany tgér type of file. The browser requests
a document from a particular web-server é%ég a GET command together with the
URL (Universal Resource Locgator) of ocument. The web server responds by

indicates the nature of(the data in file — the browser reads this header data to
determine how it should display ata in the file that follows. For example if itis.an
HTML file then\the browsem%ill interpret and display the file based on.its HTM%
tags.

oy . . O
The HTTP HEAD metlﬁd retrieves just the header information for'the file. @15 1S
commonly used to @N{ if the file has been updated since the browser lag®trieved
the file. If the fileX®not been updated then there is no need to retrieve #&¥ntire file,

rather the exigt, ersion held in the browser’s cache can be displa

The HTTP !’%ST method is used to send data from the brows a web server.
Commo% e POST method is used to send all the data inp users within web-
based forms. For example many web sites require users to create an account. The
uscrshdetails are sent back to the web server using the HTTP POST method.

transmitting the documentto\the bro The header, which precedes the file data, §.Q
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) 1%
@’ Consider the following: Q/
x

Using a Telnet client it is possible to execute HTTP methods (or commands) directly.
The following steps outline how to accomplish this task using a machine running
current versions of Microsoft’s Windows operating system.

1. Start a DOS command prompt by entering cmd at the run command located on
e start menu.

&.’ From the command prompt start Telnet with a ection to the required domain
QO on port 80. Port 80 is the standard HTTP po mest web servers. For example

<O telnet www.microsoft.com 80 will initi@‘ ¢ormection to Microsoft.com. C

Q)éo 3. Turn on local echo so you can see whfdhou are typing. First type Ctrl+], then
type set localecho and press enter. s'enter again on a blank line.

§’Q 4. Type your HTTP GET or HE mmand, including the host name and then hit 'Q
enter twice. For example GE dex.htm HTTP/1.1 then press enter, now type
| Host: www.microsoft.co d press enter twice. For GET commands the serve
will respond by sendi@HTTP header followed by the document. For HE
commands the: sex ponds with just the HTTP header for the f@O&

example is shown& w in Fig 3.3.
K O

= Tedniet ﬂi{q‘:"vtﬂm-{“l_
hire HTTP#1 1
ol L Com . au

Loy Ok
18 Oct 2806 02:23:19 GHI
|.:||. wched1.3.6 : i I .21 mod ==]1/2.2.8

06 -20:19 GHI
CTlgn; |.|||'.'.'

‘,.V

| ¥ 4

¢ Fig 3.6 ¢
O® Screen dump of a Telnet session showing the HT TR Ijé&hod and theresults for thefile

@) index.htm on the www.pedc.dQyau domain. C
) A E O
@6 mﬂ GROUP TASK Practical Acij/ @6

Locate a simple.weh-page ysikg a web browser. Now use Telnet to retrieve

§’ the page using.an HTTPE T command and then retrieve just the header §

usingan®™TTP HE mmand.

\
GROUP TASKQidcussion QP
m Discuss po uses for the information contained withinthe!HTT, )
headers rgtyrned by web servers.
\0@ @00
Transmission rol Protocol (TCP) %

TCP opera e‘&vithin the Communication Control and Addressi ﬁéevel (Transport
layer 4 @; OSI model). TCP, together with IP, are the prot@responsible for the
transmisston of most data across the Internet. The primary resp¥nsibility of transport
layety protocols such as TCP is ensuring messages are actually’delivered correctly.
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Unlike %\ protocols that operate completely independenth@{g'eir neighbouring
protocolsWI'CP requires IP to be operating. TCP considers elemdfits ofithe IP header —
the reverse is not true, IP can operate without TCP, however for almost all

implementations both TCP and IP are operating. This is why both TCP and IP are
commonly referred to as TCP/IP.

In TCP terminology each packet is called a segment, where a segment includes a
string of bytes forming part of the data to be sent. TCP includes checks for errors
within each segment and also uses a system known as “sliding windows” to control
t ow of data and ensure every byte of data is ac ledged once it has been

&uccessfully received. TCP is often called a “connecg®uroriented” and “byte oriented”

protocol as it maintains information about ind@uual-bytes transferred within a
particular communication session.

Each TCP segment includes a header tha %des the sequence of bytes contained
within the segment and a checksum — w cuss the detail of checksums later in this

section. The checksum is produced * Yo the segment being sent. Upon arrival of ‘Q
each segment the checksum is rec ated to ensure it matches the checksum within

the header. If it matches~t the bytes received within the segment are

acknowledged.

By default TCP segmén (@%in a total of 576 bytes. This total includes 20 b@r
the TCP header and'2 lgés for the IP header, leaving 536 bytes for data. Theénder
in a TCP session cé}mes sending segments of data up to the limit (wigew size)
nowledgements from the receiver. Conceptually \subsequent
and received the window slides progressively a the length of
the total age data, hence the name “sliding window”Q s flow control
mechan@. llows the receiver to adjust the rate of data it recei

7
@‘éﬁ) Consider the following:

Fig\3.7 below is a simplified conceptual view of the TCP sliding\windows system at a
particular point in time during a TCP communication se§$ion. In this diagram the
“...qat sat on the mat...” text forms the complete messagg to be sent using multiple
sérients. Some data has been sent by the sender afid a wledged as correct by the

Slidj mdow — >

(Qeceiver, some data has been sent but not yet aclkho ped.
O
©

MR O
[y S @\) |
i | f h .
The cat sat on the nfh@)lch‘@ very confortabl e o|r the cat

Tran@ data O
g Fig3.7 | @)

TCP u?a system known as “ sliding windows” for flow control. Q

As the sender ives acknowledgements for transmitted segme \96 sliding
window mov he right. This movement enlarges the width of thg ¥erta that can be
sent” regio &nce the sender transmits more segments. Should s@nts fail to reach
the rec%}n, contain errors or become delayed by networ ngestion then the
window slides more slowly. When segments arrive quickly and without error the
windew slides more rapidly.
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D
IntranetarN*Extranet A

An intran¥t is a private network maintained by a company or goYernmeént organisation
and is based on the Internet protocol (IP). Many intranets include leased high-speed
lines to connect their local area networks (LANSs) into a private wide area network
(WAN). The leased lines are dedicated to traffic on a specific private intranet. Such
leased lines mean that the amount of data transferred is under the direct control of the
intranet owner. This control becomes significant when real time synchronous
applications are used. Some intranets connect LANs using the public Internet where
al&essages are encrypted during transmission to ensure%vacy 1S maintained.

Xtranets are an extension of an intranet to allow acdQ¥s-t0 customers and other users
outside the organisation. The interface between Ktranet and the intranet must be
secure — commonly firewalls, user names and words and also encryption is used.
Extranets allow companies to share their sg)ces with other companies. For instance
a large bank may provide online bankgy’services to other smaller banks via its
extranet. +

Both intranets and extranets can-atsy include virtual private networks (VPNs). VPNs §

to a company’s internal net . A VPN allows employees to securely communi
with their company’s dtepw&XNusing any Internet connection. VPNs include tu
Transmission protocel ich not only encrypt and secure messages but als rypt
all internal netwerk@¥dresses. Examples of tunnelling protocols includg Tosoft’s
Point ta”Peint elling Protocol (PPTP), Cisco’s Layer 2 Forwagdyg protocol
(L2F) and the\1 er 2 Tunnelling Protocol (L2TP) which is a stal\ that aims to
combine tlﬁ‘@s efits and functions within both PPTP and L2F./ A(b-

GROUP TASK Research v
mn Explain why organisations may choose to set up an intranet in preference

to simply using the public and less expensive infrastructure of the Internet.

use the infrastructure of the puls N Internet to provide secure and private connection

TELECONFERENCING

The term “teleconference” encompasses a
widd) variety of different real-time
c@ference systems. From a simple three-
‘ay call using standard telephones to
systems that share audio, video and othet ()O
types of data between tens or even \(,*
hundreds of participants. The. esSentia 6
feature of all teleconferencing\systems

delaconference
Iti-location, multi-person

nference where audio, video
N and/or other data is
communicated in real time to
all participants.

Commonly many participants are ent at one location whilst single participantsate
present at other logations. For
between an .Otganisation’s
participants.present at h

Historically the te eleconference” referred to multi-person” mult

conferences shari & audio over the PSTN - this audio only meaning, @3till used
by many. Toda conferences routinely include video and variou er types of
data in additi audio. Many references recommend using more riptive terms,
such as &%@’onference to describe systems that include video onference when

synchronous communication betwegRNiany people in many different locations. §‘Q

office and its branch offices. There\are m

ple teleconferencing is routinely used for meeting;
ce and other participants at each branch effice. ~Q
ggation

many d&gtypes are shared. In our discussion we shall use th re general meaning
of teleconferencing that includes the real-time sharing of a variety of different data

types.
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N >
We can@{%pe to describe all the possible types of te (grencing systems
availableMRather we examine two particular examples of telecOoftereneing that utilise

different information technology to achieve their purpose, namely:
1. Business meeting system, sharing audio over the PSTN.

2. Distance education system, sharing audio, video and other data using both the
PSTN and the Internet.

For each teleconferencing system we identify the environment and boundaries,
pux@se, data/information, participants and information t@\hnology. We then discuss
the> information processes, in particular the essentie(b“transmitting and receiving
rocesses used by the system. Finally we consider. édvantages and disadvantages

00 of teleconferencing within the context of the partgearsystem.

&‘ Branch
O Manager
O

GROUP TASK Research QY
” Using the Internet, or otherv&create a list of specific examples where

teleconferencing is used., &+

N

Environment/Boundarie

In this example we consﬁe’r a medium sized business that has a head office in Oney
and five branch\otfi country towns throughout NSW. At some stage g each
Tuesday a-teleco nce 1s scheduled between the general manager, th T division
managers~an of the branch mangers. The general manage & the division
managers hapeoffices within head office. Each of the division 3 gers takes turns
to chair anage the weekly meeting. Q/
Head
Office Head Office Voices
Managers Management
Instructions

Business
Meeting
Teleconference
System

‘/“ Chairman

pombined Voices

Branch Voice

Fig3q,*
Initial context diagramdora busi ing teleconference system.

An initial context diagram~desctibin h‘Q teleconferencing system is reproduced in
Fig 3.20 — the data flows and label is stage are incomplete. On this diagram just
one of the branch managers is skQWn, in reality there are five branch managess t
makes sense to ifelude the chaigman as a separate entity as the inputs into the systeg
from the chairnan are diffegpt*o their contributions as a member of the head og@

managers: O O

GRO} ASK Discussion N Q
m Hoy2Q%s the initial context diagram in Fig 3.20 assist to defj e

aries of the teleconferencing system?
& > »>

)

& &
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A
Purpos«g/{tb’ @(b
The need¥that the weekly management meetings aim to fulfil in¥lude:

« Efficiently disseminating information to all managers throughout the organisation.

- Improving the efficiency of decision-making processes by managers — particularly
with regard to including branch managers in the decision making process.

« Encouraging the sharing of ideas and strategies between members of the
management team.

. ,ébring of staff issues occurring at the local level with &lyiew td. more amicably and

onsistently resolving such issues across the entire isatien.
@siips between members of the

management team. Q

« Inclusion of all managers, even if this,Q) 6Qdﬁs rescheduling the meeting at late
notice.

Taking these needs and other more gl business needs into account, the purpose Q
of this business teleconferencingﬂ:§ is to: §
« Provide the ability for all nd ers to contribute equally at weekly management
meetings.
- Enable managers -at re&@ ocations to participate in all meetings without t@@%
to travel.
+ Output audig“of @%cient quality such that all voices can be under@%i at all
locatigns;' inc g when multiple people are speaking at the sam@r different
locations. \0 \0
+ Reduc &@ES through a reduction in the number of fac -Q%ce management
meeti&yrequired throughout the year. &/
- Be simple to setup, such that meetings can be rescheduled at late notice with
minimal effort.
« Include only reliable, commonly available, well-tested technologies that provide a
high quality of service without the need for onsite technical expertise during use.

P

t

GROUP TASK Discussion
” Discuss how each of the above purpose statm&ts assist in fulfilling one

or more of the above needs.

Data/Information

The following table summarises_tlie data@?dfmation used by the teleconference
system. The table includes the audio input§rand output from the system together with

data required to access and'manage thg ¢&Np and operation of the system. .Q
In this example system “the m;@genda and the minutes produced after tlie §

meeting are not inchuded. Suc and information is outside the boundaries>0f*th
system that wete defined on gnitial context diagram. %
O
Y O
Data/wformation O Data External Entity Source OR g-ﬂk
Q| ope Q
Head Office Vqje§d Audio Head Office Managers M,
Branch Voica®® Audio Branch Manager L
4 Head Office Managers | s\
. . : v
Combn} oices Audio /Branch Manager /}{b’
ManaMent Commands | Numeric | Chairman M v
Start Date/Time Numeric | Chairman v
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Host PIN® Numeric | Chairman s\ A
Guest PN Numeric | Branch Manager v
o . Chairman
v
Dial in Number Numeric /Branch Manager
Simulated Voice Audio Chairman v
Response /Branch Manager

The details from the above table form the basis for completing the data flows on the
ini t@l context diagram — the final version is reproduce@n Fig\3.21. Note that the
c@[rman has the respons1b111ty for setting up the te@nology including when the

onference will take place prior to each conference, non-audio inputs are numeric
as they are entered via a telephone keypad. Q C
Head &)Management Commands 6() *
Office Head Office Voices Host PIN, @
Managers Start Date/Time,
Dial in Number

d  Meeting
Teleconference

Q
Chairman §

Simulated Voice
Response

Branch
Manager

‘8-\' Fig3.21
Wal context diagramfor a business meeting teleconference sy%&)

Particip@ Q/A

The general manager and the four division managers at head office, one of which acts
as the chairman. The five branch managers located in different country towns

throughout the NSW.

Infoxmation Technology

.."Standard telephones used by each branch manager to

dial into the system, enter their Guest PIN and also-t0
,?ak and listen during the conference. O
1

olycom Sound Station 2W'™ Wireless Cont?e&soe
om

Sound Station 2W™ includes thrée® highMjuality
microphones to collect head officepartici s voices.
It also includes a high quality speakg r displaying

audio from branch managers. The ence phone is Fig 3.22 .Q
full-duplex to allow branch V:ﬁ be heard whilst Polycom Sound Station 2W §
e

head office partieipants are sp conference phone.

+ Teleconferencing server cagdolling a PABX (Private A
Automatic(Branch E e) that connects the PSTN circuits originatin Q1
head office with each\af the PSTN circuits originating from the branches (Sed Fig
3.23). This server A\haintained by a teleconferencing company who ch for its
service on a pe ute per connection basis for each conference. Q

« PSTN use (Qfansmlt and receive all data. The data is in a orm at each
branch, ad office and also as it enters the PABX at t t}eleconferencmg
Comp@
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AN
(o

Teleconferencing Company

—

@%BX Teleconferencing
(b' Server

Branch

Conference
Phone

Phone Fig 3.23
Network diagram including significant har 4ithin the business meeting system,
sharing audio the PSTN.

Information Processes Q

The following processes occur duri ypical teleconference:
« Step 1. Setup by chairman

Prior to the teleconfere the chairman rings the phone number of

teleconferencing serves E@%ﬁn Number). The chairman enters the Host PIN,a£Q
then prompted by/the er to configure the conference. The server uses 'Qated
voice prompts \and Chairman responds by entering numbers through Nt phone
keypad.¢The con ation includes the date and time of the conferenc @ether with
the creation uest PIN. The chairman provides the time and G@N to each of

o

. StepQ/Participants enter conference Q/

Just prior to the scheduled start time the chairman dials the teleconferencing server
and enters the Host PIN using the conference phone. They follow the voice prompts to
commence the conference. To join the conference each branch manager participant
dialsythe “Dial in Number” and enters the Guest PIN. The teléconferencing server
directs the PABX to connect the telephone line from each brarieh manager participant
to the head office line. Once all branch managers havedialled in the conference can
c ence. The company pays a per minute charge for connection used during a

the branch ger participants.

(({ conference. ‘&.
Q" Step 3. Conference takes place Q)

During the teleconference all participants’ Vo'(c;s are transmitted and received along
the same single circuit. As is the“case any standard phone call, each local
telephone only displays remote\voices (gyt‘other audio). Prior to display local audio
is filtered from the signal by the local gore.

Step 4. Conference'ends

The conference _ends automatic}lly when the conference phone hangs up. This occu;%
as soon as thg teleconfereq@ erver detects that the phone line that commence@
conferefee has been di€cgitnected. The teleconferencing server thém calcul@ he
charge for the confe@nce based on the total conference time and the anber of

participants. A\'\O AQO
QROUP TASK Activity N
m%{bfeate a step-by-step description of the steps requireQd/&@etup and run

one of the business teleconferences.
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Advant@é’ Disadvantages Q/A

Advantages include:

« Reduction in costs associated with travel and accommodation. Furthermore branch
managers are not absent from their offices as often and unproductive travel time can
be used more productively.

« No additional hardware or software required apart from the conference phone at
d office. There is no need for onsite technical help|s the technical side of the
nference has been outsourced to the teleconferenci&)mpany.

0® Simple to setup and schedule conferences as re@d. Face to face meetings must

be scheduled well in advance, whilst telec@yferences can occur when and as
required. This allows urgent decisions an(é@\les to be resolved and information to
be disseminated more efficiently. Q

better informed decisions and {§®proved communication of these decisions.
Furthermore issues occurring local level are better understood by head office,

« More regular communication betw, the complete management team results in §.Q

hence more appropriate solu.l;?ns result. %
Disadvantages includexy\~ Q OQ
+ Face to face.comm ication inqludes bgdy language and facial expressio<§~ such
communipation %® ally lost using a voice only system. \O

+ Branch-man are not physically present, whilst division I@&érs and the
general rrg? er are. This reduces the ability of branch manage‘r&_ develop close
al relationships with other members of managen@

inter—@

« It is difficult to maintain concentration during extended phone calls. From the
branch manager perspective each teleconference is essentially an extended phone
call.

GROUP TASK Discussion
The business described above has outsourced the\technical side of its

teleconferencing. Identify advantages and disag:a\ntages of outsourcing in

,0'0' this situation. >

OQ DISTANCE EDUCATION SYSTEM; i@I\NG AUDIO, VIDEO AND

OTHER DATA USING BOTH_ THE Péf AND THE INTERNET.
Environment/Boundaries Q

&cing (or web conferencing) system used by

udio over the PSTN using a system similar te

the previous busings$_meeting s . The system also transmits and receives:live

video and other digital data usig 1P over the Internet. Various University coufses us%

the system soythat student ‘% emote sites can both observe and contribute to&
T

In this example we consider 4 teleconft
ABC University. The system transny

presentations as they oc@ ont of local students. O
The presenter and<Qhe local students are present within a purpdde built
teleconferencing at ABC University. Each remote student co ts to the

conference vj andard telephone line for audio content and v eb browser
running on %crsonal computer with a broadband Internet conneé for video and

other da@ Q/Q
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ABC University are able to complete many degree& either full-time on-

campus students or as part-time off-campus students. The teleconferencing system
aims to provide the off-campus students equal access to live presentations without the
need for lecturers to duplicate or significantly modify their presentations.

The purpose of this teleconferencing system is to:
 Enable remote off-campus students to be equal participants in live presentations.
. Qmove the need for lecturers to prepare different ma@ial fox, on and off campus

¢ dents.

Allow individual remote students to connect to
hardware and broadband Internet connections. Cy

*
S@onferences using their existing

« Allow presenters to seamlessly operate ﬂ&ééhnology with minimal disruption to
the local student’s view of the presentaf@):

Data/Information

&

Data/Information | Data type 4{d@scription
Participant Audib * udio from the teleconferencing room and remote _ %
Audio 0 1 students is added to a shared PSTN circuit. e
Combined Audio Augdv " | Mixed qudig from all sites is present on the s@d )
o PSTN circuit. O\
,’\\O‘ Video from the teleconferencing room @gach
.. . - remote student is transmitted using 1¥@ad the
Participant K& Video Internet to a remote chat and vide ferencin
g
, §®' server. , %'
Video from the chat and videetrver is
transmitted using IP to participant’s web browsers.
Video Stream Video A separate stream is used for each connection and
is tailored to suit the actual speed of the individual
connection..
Includes data to enable the.shiafing of documents,
virtual whiteboard, deskteps and other types of
@}hcation Data | Various digital data. This incl\,ﬁ*he ability to
concurrently edit thawirtual whiteboard and single
documents. (\&
The systet incudes an instant messenger chat
feature. C ita can be broadcast to all
Chat Data Text participg@y or between specific individuals. All
chat dat®passes through the Chat and Video
CRiTencing Server.
> TP address of the conference management
Conference IP . -
Address Numeric * server used by all participants to connect tq the ,%
Q1 system. Q
Participant'1P N ge{‘i " | The IP address of each computer participatin@v
Address & the conference. QN
Dial in Number ’Q}%;meric Used to connect Voige via the PSTN to{t@r‘emote
\\\;0' ﬁle[()ih];)netccc)lnfetre‘:lc1ng'sfer:;ler‘. RN —
: sed by students to verify their i y as they
Student/li@ Numerie initiate telephone and web se;sjoh 3
Presente\(r/PIN Numeric Used' b‘y.the presenter to VeriMeir' identity as
they initiate telephone and web sessions.
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Partici@@ %?(b'%?@
« Lectur®fs who present material from the purpose built telecon¥rencing room.
« Full-time students who are present within the teleconferencing room.

- Part-time students who connect to the teleconference presentation from their own
home or office.

Information Technology

e Fosvea vy Weel ewores o w8 | 025 s
L] i T . e
P ey e e o e

bt oy Plreeet

L g e kB &bt \6&
Ig * *
< WebConferen m within Internet Explorer. %
‘Q Teleconferencing room: OO . OO .
+ Personal computerd@h web brgser, WebConference.com™ software and h\

speed Internet ction. N

« Three lar \qunitors — o@r displaying video of participants, anotl}g\%?o %
appli%ﬁ%ata. The #h# tonitor is used to display data to the @k er @@e
do not'rieed to turn @from their audience.

« DLP data projee{@%sed by the presenter to display any data source\© he local
students usin 'mote control. N

« Document Xéera for collecting images and video of paper do@@nts as well as
3D objeckQ” RY

. Videcéfmera with pan, tilt and focussing functions as well %¢the ability to follow
t@current speaker’s voice. O

O((\ﬁformation Processes and Technology — The HSC Course
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DVD @%eo player — the output can replace the normal V@%mera.

High qWality microphones throughout the room. The main ptesenter wears a lapel
microphone. The microphone system includes echo cancelling so that audio from
the speakers is not retransmitted.

High quality speaker system optimised for voice frequency output.

Remote Students:

il

- Standard telephone, however a headset is r&@nmended.
Teleconferencing Service Provider (in thié@ample WebConference.com

Personal computer with web browser connected to a broadband Internet connection.

bConference.com'™ software which is downloaded@d rom-dutomatically within
+the student’s browser — an example screenshot is @mduced above in Fig 3.25.

O

Web camera for collecting local video.

TM) .

Server Farm

Teleconferencing room

&

o8

°
o
—_—

Chat and
. video servers

p—

Conference
management
servers

>
Nk
Telephone

conferencing
servers

Remote Student

Remote Student

Remote Student Remote Student

Fig
Network diagram including,significant
system, sharing audio over t

N4
%are within the WebConference.com™
PSTN and IP data over the Internet.

.26) that include collections of the followihg
cations throughout the world.

Multiple server fafims (see Fi
servers in a variéty of differegt

Conferencing managem
confetence. This incl(d) directing connections to other servers ‘and othel@
farms before and @ting the conference to ensure a continuous high @ality of

service. \'\O \\'0
Chat and V@' server receives video and chat data from all cipants and

transmits data out as required. The server creates and transny itable streams
of vi ta to each participant’s web browser based on t ent speed of each
participdnt’s Internet connection.

rver used to control the setup and running of @
er
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+ Deskt d remote control server used to receive and tr (?'application data.

For eXMmple the presenter may share an open Word doCfment-On their local
machine such that remote students can edit the document synchronously.

+ Telephone conferencing server used to connect all PSTN lines from all participants
to form a single shared circuit.

Information Processes

Some general collecting and displaying information processes occurring include:
. ,gbllecting — audio using telephone and conference r mjcrophones, video using
.~cameras, text using keyboard, images using documgqt,¥amera.
0® Displaying — audio using speakers in conferéQ foom and speaker in remote
student’s phones, video and other data types Qe displayed on monitors and using
the DLP data projector. &

Let us consider how video is transmitteﬁd received in some detail. The data flow
diagram in Fig 3.27 describes this s for a single stream travelling from the
teleconferencing room to a singlg®¥emote student — clearly there are potentially

numerous other streams traveHing\th all directions between all participants. The points
that follow elaborate on the : Q
Tele- C) Video stream Decompress O
Create and \ IP datagram and display

frames on
monitor

\} Remote
Q)‘&e Student

conference Q
Room %@ressed Stream Yideo
appropriate to
speed of link

Determine

required equest
Participants video %
Vvideo codec Required

streams
Streams

Fig 3.27
DFD describing the transmission of a single video stream.

« Raw video is collected as a sequence of images called frames, by the video camera.
For many applications the video camera includes a microphone and hence sound
samples are also collected — within this example systemno audio is collected by the
w0 cameras. The raw frames from the conferedicg\om are collected at a far

Higher resolution than those collected from each reiqofe student’s web camera.

o The raw video frames are fed in real time'\thro a software-based codec. In this
@) example the MPEG-4 part 10 or H.264-codec &Used. A codec is used to compress
: and decompress data prior to and\after smission. The codec compresses the
video using an efficient block=based co@pression technique. We discussed block-

based coding in some detail oft page 39Nnd 60 of the related IPT Preliminary Text.

« The compressed video, data is tr itted via the Internet to the Chat and Video
server. This servendétermines yqith streams of video data each participant requices
and prepares, toCtransmit quE‘ihose streams to the participant’s web browset: Fo.%

example tgpically a requs dent will view video from the teleconférence
and perhaps streams f@gl wo or three other remote students.

« Each chat and vidgQ¥erver includes streaming video server software. Thj
is able to deter }é the optimum transmission speed for each participg
link. The jo Qe streaming server is to adjust the resolution a
each vid ream to maximise the quality of the video t
particj E‘iel;or example a slower link will receive smaller wer frames than a
faster Mik. Furthermore the quality of the video can be altdfed by the streaming
sexver in real time should the speed of a link change during the tonference.

ftware
Internet
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« The s@&{b(;f video is ultimately transmitted as a sequence (ge'ttagrams. Higher
resolutdns and frame rates require more IP datagrams pd secenid than lower
resolutions and frame rates.
+ As the stream of IP datagrams are received the same H.264 codec is used by the
receiver’s computer to decompress the video. Finally the decompressed frames are
displayed on the receiver’s monitor.

Advantages/Disadvantages
Fogxhis example we restrict our advantages/disadvanta@ to those concerned with

t&hical aspects of the system. Lo%
echnical advantages include: 6\
+ Remote students do not require any specialise@?dedicated information technology

apart from the free and automatically i%@l’ed WebConference.com' ™ software
operating within their browser. Q

Video streams are automatically a '&ed to suit the speed of each participant’s
Internet connection. This meang¥®wer speed connections receive a continuous

video experience, albeit at red resolution and frame rates.
+ The quality of audio is notalfected by poor or congested Internet connections. T
PSTN provides an audio, 1 of equal quality to all remote participants. Eve

student’s Interneticonkegtion is lost the audio is still active.
The system incﬁ\edundant servers and server farms so that failure 6{5 single

F3

server.or conneadn to a single server farm does not disrupt conferene
Technicatdi tages include: \0
« Some re students will experience poor quality video dl%% slower Internet
connelfipns. Most remote students are likely to receive vi f somewhat lower
quality compared to those students present within the teleconferencing room.
Most remote students connect from their home. Therefore their home telephone is
tied up for the duration of each conference.

GROUP TASK Discussion
Identify and describe more general advantages and disadvantages of the

S above system for each of the system’s participants.

o K

(@\‘ Consider the following: *@ ’

= J Q)

During a conference the same video, streag(griginating from the teleconferencing
room is being sent multiple times\as a se e stream to each remote student. This
system is an example of a_multipoint ast transfer. There are currently two types
of multipoint transfer that\cdn be u sver an IP network — Unicast and Multicast,
Unicast is a point-tospoeint syste, here each IP datagram travels to exactly one
recipient — this_is,‘the normal ™Wethod currently used to transfer virtually: al%

datagrams act0$s"the Intern ulticast is a one-to-many system where-a\singl
datagragr is\sent to man er'ents.

The multicast systempag€quires a multicast destination IP address” with; e IP
datagram. During i@ mission of a multicast [P datagram each router ines the
multicast destin address and may then decide to forward the d@gram along
more than oh@onnection. The multicast system has the potentia&) significantly
improve eed of transfer for streamed video (and also augdjq)Bver the Internet.
Althou any current routers include support for the requisy multicast protocols
there are many that do not and there are many other routers where multicasting is
turged off — multicast [P datagrams arriving at such routers aresimply discarded.
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"RGROUP TASK Research ?"
Using the Internet, or otherwise, identify and briefly describeé the

(\QVV {\OV
2 Chapter 3 §O ©
N A

protocols used by routers to route multicast IP datagrams.

GROUP TASK Discussion
Explain how multicasting can significantly speed up the transfer of
streamed audio and video.

Ny >

»

0®: § ; HSC style question: 06\

VN 6()‘

A company has won a contract to supplyééurity infrastructure and personnel for the
2008 Beijing Olympics. The con:?ﬁi offices in Sydney, London, New York and

now Beijing. Each week the s

management at all offices participate in a

teleconference over the Interne includes both audio and video.
Compare and contrast th?l of teleconferencing with traditional telephone anQ%
i0n

(2)

face-to-face comm 1n this situation. Q

(b) Identify and‘brief{\describe the information technology required by thi
y gy req y OSQ

(©)

Su
(a)

teleconferencia§dystem.

X
Describe ata is transmitted and received between offices ({@’ one of the
weekly pyConferences. >

gges@olution Q/A

Both teleconferencing and traditional methods allow people from different offices

in different parts of the world to communicate effectively. This teleconferencing

system includes video in addition to audio. Multiple participants can hear and see

the other participants of the conference. For this company\the participants are

located in different offices across the world. Therefore, the*system requires high

speed Internet links to transmit the video and audio data. The quality of the video
\Ynd audio is dependent on these public Internet lifks )

Face-to-face communication can only occursbet people in the same location.
This means face-to-face meetings wauld n o be scheduled at one of the
offices (Sydney, London, New YorK or ﬁbljing) and there would be large
expenses and work time lost in\gettin i)le from the other offices in for the
meeting. Furthermore it weuld be i@ncﬁcal for such face-to-face meetings to

occur on a regular basis: .
Traditional telephgne is a@mmunication between two people over the

PSTN — or thie¢e people, a three-way conference call is possibleX ‘Fhe
participants_gan only he e other person’s voice, there are no visuals)and
body. language playzdgg art in the conversation, hence business_and p
relationships are hagder to build. This teleconferencing systent assists \w/ this
regard as it incld®ds video and it supports synchronous communicati@etween

. *

many more p pants. W\

In this exadsple the audio is transmitted over the Internet. Mthe packet-
switcha@Qrature of IP transmissions the audio will be of l& quality than is
pos using a normal circuit-switched telephone line. the company does
not control the Internet, hence transmission speeds between participants will vary
which will affect the quality of both the audio and video.
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N
Th ificant advantage of teleconferencing for an inter@% eompany is that
none " of their workers need to leave their home country to participate in the
conference. The use of teleconferencing reduces expenses (no plane and
accommodation costs) and maintains productivity (no wasted hours on plane
trips). It also allows the company to have frequent meetings at short notice and at
relatively minimal cost.

(b) The hardware required by each participant includes a video and audio capture
%evice at each location. This is likely to be a simplg\webcam with microphone.
@ Each location must also have a screen in which to‘QSplay)the images from each

(©)

location as well as speakers to play the audio. L@fe the computer there needs to
be a sound and video card.

A high-speed network link to the Inte iS.needed so that the data (video and
audio) can be transmitted and receive nearly real time. Faster links resulting
in high resolution and smoother ‘@o together audio that is in sync with the
video. This means that each ce will require a fast broadband Internet
connection.

Software is required tha aptures the video and audio and streams across th%
Internet to the telecon 1ng server. In this case the video and audio wou
combined (mult1p1 X and sent together as a continuous stream o\1P

datagrams,

A teleconfer ‘&g server is needed with multiple high-speed In @ hnks
receives streams from each participant and sends 1nd1v1dual
video/ stream to each participant. Multicasting is unlik& be possible as
the mission is over the public Internet.

At a teleconference each participant’s analog data is captured as digital video
frames and digital sound samples. This data is then multiplexed and compressed
together using a codec such MPEG 4. The data is then streamed over the Internet
to the teleconferencing server as a sequence of IP datagrams.

The teleconferencing server receives the video/audia)streams from each
participant. It also determines the particular streamss&quested by each participant

Ond the current speed of their individual transmiggdyn links. The server then

& -
©

produces a suitable stream for each participant-that@vill maximise the quality of
his or her received video and audio. (The m sent is altered during the
conference in response to changing transmis speeds.

At each participant location thelreceiv Qita is decompressed and then broken
down into the audio and~yideo c@onents. Finally the audio samples are
converted to analog and\output t h the speakers. As this occurs the video
frames are displayed,in-Sequen the participant’s screen.

Comments

In an HSC or Trial exar@ion this question would likely be worth nihg mark@
three' mafks for eachp).

A mtlticast syste uld be described, however at the time of writing KQ were
few Internet ¢ ‘&cmns that support IP multicasting between dlffCI’@K@ untries.

case the tion states that the Internet is used for both video udio.

Ac nce phone could be used at each office as it is li@K at more than one
partidpant is present at some locations.

Presently ;@busmess teleconferencing systems use the PSTN f \Cldlo In this
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1. During a telephone call over the PSTN, 6. The purpose of a streaming video server is:
which of the following is TRUE? (A) to adjust the quality of the video stream
(A) Data can travel over a variety of sent to each participant based on their
different routes during a conversation. transmission speed.
(B) A single connection is maintained for (B) to transmit identical streams of video to
the duration of the call. all conference participants.
(C) The data is split into packets that travel (C) to ensure a continuous connection
independently of each other. betwega all participants is maintained.
(b'Q)) The same circuit may be shared with IP (D) to ct and.disconnect participants
5 and other voice data. iy enter’and leave the conference.

N
o
©

11.

12.

13.

14.

15.

Which of the following terms best describes 7.  Wj gard to the video received during a
a private WAN connecting a company’s conference, which of the following is
various offices? OT UE?
(A) Intranet 6 ¢A) All participants in a video conference
(B) Extranet QJ must receive video of identical quality.
(C) Internet ,Q (B) The quality can never exceed that of

(D) PSTN the collected video.
The PSTN is currently used for aud (C) The codec used by the sender can be
many teleconferences becausé: different to the codec used by the N
(A) voice quality is beftere * RSN,

comTaEsiaTiles Q (D) Video quality decreases as transmj
(B) currently multicasmis not widely rates increase.

implementéd ox@e Internet. 8. When IP multicast is used, which@ﬁthe
(C) circuitswite @networks provide following occurs? ¢ O

f security. (A) Each participant recei@le same
(D) i y is better on a connection- stream.
(B) Each participa&@wes their own

Wh icipants are widely dispersed, Sl 0L & . .
whichMf the following is an advantage of (€) A dedicatedfCaming server is
teleconferencing systems compared to face- definitely required.
to-face meetings? (D) Video cannot be sent from multiple
(A) Ability to develop personal locations.

relationships is enhanced. 9. Teleconferencing can best be described as:
(B) Specialised information technology is (A) synchronoysyand simplex.

required. (B) asynchronous and full duplex.
(C) Significant savings in terms of money (C) asymchxonous and simplex.

and time. (D) synch@ous and full duplex.
(D) All of the above. 10. _Whichlig¢contains devices used to collect
Which of the following is TRUE for PSTN data«@ng teleconferences?
based audio conferences? hone, monitor, keyboard, mouse.

(A) Each participant has a different circuig. Speakers, monitors, headsets,
(B) Audio from each participant is () projectors.

transferred as a sequence of-packets. @ (C) Phone, video camera, document
(C) All participants share a.siigle circuit camera, keyboard, mouse.

(D) Each participant mustuse a dedic * (D) Video camera, document camera,

conference phone! speakers, scanners.
Define each of the\following termss N
(a) Internet Intranet (e) Teleconference %
(b) PSTN Extranet OQ
Compare and contrast I(lylcasting with IP multicasting with regard to their us€ in O

teleconferencing sys@s over an intranet and over the Internet.
Explain the diff ’@s between packet switched connectionless networks and circ@vitched

connection-ba etworks. (0.
Outline th esses performed by teleconferencing servers when: \0
(a) shari dio over the PSTN. (b) sharing video over the IntemQ(b'

Co and contrast teleconferencing systems with face-to-face meehigs.
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MESSAQING SYSTEMS &

In this section we first consider the basic operation of traditional phone and fax
systems operating over the PSTN. We then consider enhancements to the traditional
phone system to include voice mail and information services. We then consider VolP,
a system for making phone calls using the Internet. Finally we examine the
characteristics of email and how it is transmitted and received.

1. JRADITIONAL PHONE AND FAX O

Tfé\e);)hones oy

elephones and the PSTN network connecting h@nd organisations operate using
similar principles as the original system firstQghplemented over 100 years ago.
Essentially all telephones have a microphgg€saspeaker, some sort of bell and a
simple switch to connect the phone to th phone network. A 100-year-old phone
will still operate on most of today’ ne lines. The only
significant difference being the sig sed to dial numbers —
older phones use pulse dialling whf®®as current phones use tone
dialling. When pulse diatlin e phone switch is rapidly
disconnected and conneete % same number of times as the
number being dialled *ﬁques included tapping the hook
the required number § imes or rotating a dial. Tone dialling
transmits differento@ encies to represent each number. o8

In manyxGlder ; s the copper wires connecting the phone to  Ro ial telephone

the PSTN neg, have been in place for many more years than mmon use from
originally i§¥nded, it is what happens once the wires reach thg <\ 1940-1990.

local teghone exchange that has changed. In the past, actu&fnechanical switches
were used to connect the copper wire from your home phone directly with the copper
wires connected to the phone being called. Circuit switching creates a direct
connection or circuit between the two phones. In the days of manual switchboards,
operators would manually connect the wires running from your home with the wires
running to the person’s phone you wished to call. AlthoughCtanual switching has
now been completely replaced by electronic switching; the PSTN circuit switched
n@rk operates using this very same connection-ba@?principle, that is, a direct

ection is setup and maintained whilst each conve;sq on takes place.

he time listening, less than half
the time speaking and the remaining (fime¢ in Colative silence. This is not such a
concern between a phone and its legal ‘exc ¢, however over longer distances the
inefficiencies are significant. Teday, ap om the connection between telephones
and their local exchange, the remain
networks make much meore-efficie
signals it becomes peSsible to co ss the bits and also to combine (multiplex),many
conversations on, @)single physhcal connection. This means many conversatious shan%
the same lifie simultane%@r. Various different modulation schemegy dre
dependifig_on the range(ofyfrequencies used and the physical attributes of thq cgble.
For example time di(sjon multiplexing (TDM), used on tier 1 (T1) lines(amples
each voice 8000 t} per second and each of these samples is coded QD 7-bits. A
total of 24 Voicg@ nnels are combined onto a single copper circuit\.&& medium to

large organi s do away with analog lines altogether, rather the € one or more

T1 lines g& rectly enters their premises. A\

It is the d¥gital nature of most of the PSTN that has allowed moW phone companies to
provide their customers with additional features, such as call waiting, caller id, three-

Information Processes and\I'echnology — The HSC Course
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way cal% {g’dlversmn and voice mail. The processing requ@&(glmplement these
features ®€curs at the telephone exchange — the customer send¥commands to access
and control the feature using tones generated by their phone’s keypad. Furthermore
much of the PSTN’s digital infrastructure is used to transmit [P data across the
Internet.

GROUP TASK Discussion
mn Explain the difference between analog and digital voice signals. Why do

you think analog signals are still used between@ost phones and their local
telephone exchange? Discuss.

. _{\0
N
00 Facsimile (Fax) O\ C
Alexander Bain first patented the basic pringiQlghof the facsimile, or fax machine, in 60’
1843. Incredibly this is some 33 years befi ¢telephone was invented. It was some QO
twenty years later that the first o @tlonal fax machines and transmissions Q

Tax pre-dates telephones, however in fact it
makes sense. At this time the te ph system using Morse code was in operation.
Morse code was transmitted b ening and closing a circuit, which is similar to t

h
binary ones and zeros used ay’s fax machines. Q%
It wasn’t until the :late s that fax machines became commercially Viablq‘&se
machines adhered toée CCITT Group 1 standard, which used analog sigsals and
0 send each page. The message was sent as a s @ f tones,

took some 6 mln\@
one for‘white gl@. other for black, these tones were

commenced. Initially it seems odd

then convert an image using heat sensitive paper.
By the Jag§“1970s the fax machine had become a
standar clusion in most offices. A new Group 2
standard was introduced; these Group 2 machines
generated digital signals and used light sensors to read
images on plain paper originals. Soon after machines
were, developed that used inkjet and laser printer
téchnologies to print directly onto plain paper. The
Group 3 standard was introduced in 1983; it contained Fig3.29
varus different resolutions together with methods &f Fax machines are standard

. .. items in almost all offices.

pressing the digital data.

&oday computers are routinely used to produce;’s and receive faxes; in fact most
("~ dial-up modems have built in fax capabitities. TKef€ are even Internet sites that allow C

c) .
@6

a single fax to be broadcast to many thousapde6f fax machines simultaneously. It is 6()’
common today for a single device.fo integ\ scanning, faxing and printing. <

GROUP TASK, Discussidgs Q
MR” Brainstormy3pecific ex es where fax has been used. For each example,

discuss.reasons whg as been used in preference to phone, email ot

. 1
other messaglng ems. AO\
\) N
2. VOICE MAIL ANﬁPHONE INFORMATION SERVICES CJ
Voice mail, in its @?plest form, is much like a digital version of a@dltlonal
answering machi lls that are not answered after a predefined num f rings are

diverted to t @ ce mail system. The voice mail system answers t | and plays a
pre-recorde@titgoing message (OGM). The OGM welcomes the &ler and provides
instructt n how to leave a message — for residential phon e OGM may be as
simple as “‘Hi, you’ve reached Sam, please leave a message after the tone and I'll get
backto you ASAP.” The voice mail system then digitally recosds‘the users voice and

Information Processes and Technology — The HSC Course
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stores it@% the customers voice mailbox. At some later t'@\% eustomer rings

the voiccMhail system, verifies their identity using a numeric p¥sword and listens to
the voice messages held in their voice mailbox. During message retrieval the customer
uses their phone keypad to enter commands that control the voice mail system. No
doubt we are all familiar with such systems.

processes in the simple voice mail system desgliped abgve. Include just

GROUP TASK Activity
mn Create a DFD to describe the data flows, external entities and basic
'b'o two processes — “Leave Message” and “egt\r@e Messages”.

>

Q>
00 The familiar voice mail system described above ¢ Qormally a service provided by the

customer’s local telephone service provider 5 glstra, Optus, Orange, etc. The servers
used to process messages are located an néd by the telephone company. More
sophisticated voice mail systems are use Yy business and government organisations.
These organisations maintain their ogNsystems. Such systems include a multitude of
features designed to meet the nee@\®f the individual organisation and its customers.
They do a lot more than mai ing voice mail for many users. Commonly suc
systems integrate with oth&@essaging systems such as email and fax, and t@
provide automated, dnferMon services and call forwarding ﬁmctiona@lﬁ

customers. For oGr\p es we more accurately describe such systems gs'¥Phone
Information Servicea :©
The majority one information systems include a hierarchig, dio menu

whereby cu ers navigate down through the hierarchy of us to locate
informa‘i’&bbe directed to specific personnel. The available a s at each level of

the hieraghy are read out as an OGM, the customer respon
keypad or using voice commands to progress to the next level.

sing their phone’s

Some of the features present within Phone Information Services include:

+ Voice mail management for many users. Customers enter the extension number of
the' required person and if not answered the system records.the message to the
person’s mailbox.

. port for multiple incoming and outgoing lines ©f dyferent types. Today large
rzanisations will have many digital T1 lines &dnne directly to the PSTN and

&‘ also VolIP (voice over IP) lines connected to-the Il@ﬁet via broadband connection.

©

« Fax on demand where customers nayigate a@nu system to locate and request
particular documents to be faxed back. <

« Call attendant functions where:the men tem filters callers through to the correct
department based on the Caller’s sglowtions. Some systems can forward calls to
other external lines.

« Text to speech (ETS) capabilifg at allow text to be read to users over the phone.
For example, TS can be u;? to read emails and other text documents ‘Of mopﬁ
simply it i§’etten used t numbers and currency amounts back toéustom
verifyztheir data entryo O

. Call logging to ases. For example records commonly include thedler id,
time and length QWall. This data is analysed to provide management if\' ation to
the organis @' 0@'

+ Provisio &nformation to customers. The OGMs include inf f&tion rather than
just d@ of how to navigate the menu system. For exampl@ Australia numbers
with the prefix 1900 provide such information on a user pays Dasis.

Information Processes and\I'echnology — The HSC Course
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AN
. Autowrdering systems that allow customers to orde@@)ay for products

withouWthe need for a human operator. Often includes coMCcting”and verifying
credit card payments.

- Automated surveys where answers to questions are stored within a linked database.

Some commercial surveys use the 1900 system or the SMS system where the user
is charged on their telephone bill for their contribution. The telephone company
forwards the funds to the survey provider.

. I{}fgration of voice mail with other messaging syste@ Forexample voice mail
its

sages are converted to email messages and appeafdd thé@ecipients email inbox.
*The email can include the voice message as an au@éttachment or the audio can be

D) converted to text using voice recognition. (@)
0 g g 9 (

c) .
@6

§.Q

GROUP TASK Discussion  a&
m Brainstorm a list of phone in tion services members of your class

GROUP TASK RésRdrch ‘
Currently VolIP js$¥¢coming a popular alternative to standard PSTN lines~

X

have used. Identify and bri@ escribe features within these services. §Q
D)

It is likely-that e time you read this it will be a routine method for.Qy
making\phoge)calls. Research VVoIP and describe its essential differe

compar traditional telephone lines. O
o S
(% Q0

) (b\gnsider the following:

ISO/IEC 13714 is the international standard for interactive voice response (IVR)
systems. Recommendations within this standard include how each key on a standard
telephone keypad should be used when designing menus for IVR systems. These
recommendations include:

« Gt key — used to delimit data input or to stop recording and move to the next step. It

can also be used as a decimal point. The preferred namefor # is “hash”.
*\}ey — used to stop the current action and return t‘@)aller back to the previous

®@t'ep. Often this means the last OGM will repla& en entering data the * key

should clear the current entry. The preferred nangs¥or * s “star”.

« 0 key — if possible the 0 key should.be use(k;tr&ﬁ'ansfer the call to an operator or to OS
provide help on the current featyre.or acti(@ he preferred name for 0 is “zero”. 6
+ 9 key —used to hang-up the-call wher is a suitable option. &

 Alpha to numerig, €onversion merica and the rest of the world use slightly

+ Yes/No responses — the 1.Key sho ¢ used for Yes and the 2 key used for No. §‘Q

different mappings. To ens&e VR systems work on both systems the followin%
mappings should be used'Q Q

1 -QZ QO 4 - GHI 7 - PQRS QO

2 - ABC (\ 5-JKL 8§ -TUV Q

3 - DEF - O 6 — MNO 9-WXYZ \O
Note that 1 andé’map to Q and that 1 and 9 map to Z. >

« OGMs sh efer to numbers on the telephone keypad not lette 0
. OGM@uld be phrased with the function first followed l@he key to press. For

exampl¥¢ “To pay an invoice press 2”.

+ -Menu OGMs should be in ascending numerical order with ne,gaps in numbering.

Information Processes and Technology — The HSC Course
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> >
« Com used functions should be listed first. For examp ssing\ V' causes the

most cdhmonly used function to activate.

« In general menus should be limited to 4 commands (excluding help, operator
transfer, back and hang-up commands).

GROUP TASK Discussion
In your experience, have these recommendations been implemented

within phone information services you have used? Discuss reasons for the
@'0 existence of the ISO/IEC 13714 standard. 0’9

*

O&toryboardlng and simulating an example IPT P@ﬁ%\ Information Service

In this example we shall develop a phone rﬁbrmatlon system to provide basic
information about the IPT HSC course and of its component topics. In addition
the system will be able to record nt’s questions into a voice mailbox

corresponding to the topic. \ .Q
Consider the essentially hierarcly storyboard reproduced in Fig 3.30. Each
rectangle on this storyboard ¢ ponds to an OGM (outgoing message) — some

OGM as the audio.vefsi a screen on a normal storyboard — both scree
OGMs display datayTh es between each OGM rectangle include the key
navigate from\Q@] QOGM. Notice that a line exists from each topic ¢ tadDe voice

OGMs are menus, others §i provide information and some do both. Thin@
dto

mailboxes: It the system a separate mailbox will be maintained faf\Fch topic.
Each maubo nked to the email address of an expert on thafs@pic. When a
question is | y a student caller it is immediately emailed to the sponding topic
expert. mail includes the phone number (CallerID) of th ent caller together
with an aMio file attachment and the topic name.
Welcome
3
1
/ Z\A
Core Options Exam

Project Database Comm MS

RN ”//

re question in mailbox
OO: rresponding to topic name

Fig 3.30
Soryboard showi H@ nks between OGM s for the example IPT Phone Information ice.
> O

When we ¢ %\}a storyboard for a user interface we also creat \Qéigns for each
1nd1v1du&/s en. When designing OGMs we need simply desiga{ke text that will be
spoken ynthesised) for each OGM. The table in Fig 3.31ptails the text of each
OGM together with actions performed in response to user key presses.

Information Processes and\I'echnology — The HSC Course
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Text

OGM Ny
A4

Welcome

Welcome to the IPT HSC command centre. We provide
general information and answers to specific questions on
all topics.

For core topics please press 1.

For option topics please press 2.

For HSC examination details press 3.

1- go to Core OGM

2- go to Options OGM
3- go to Exam OGM

*- repeat Welcome OGM
9- end call.

2

There are 3 core topics each worth 20 percent.
For project work press 1.

For Information systems and databases press 2.
For Communication Systems press 3.

>

1- go to Project OGM
2- go to Database OGM
33go to Comm OGM
#- go to Welcome OGM

A g

N* ,(Q‘ 9- end call.
00 There are 4 options of which 2 must be ¢ eted! 1- go to TPS OGM
N For Transaction Processing Systems 2- go 1o DSS OGM
O . 182 Ol 3- g0 to AMS OGM
Options For Decision Support Systems press
. 4- go to MMS OGM
Q} For Automated Manufacturing s press 3. N
Q For Multimedia systems presse - g0 to Welcome OGM
. A&" 9- end call.
The IPT HSC Examin is a 3 hour exam that
; contains 3 sections.«(S 1 is worth 20 marks and is
composed of 20 mylipl¢ choice questions based on the 3 Q
core topics.-Secti is worth 40 marks and is composed |
. . - go to Welcome O
Exam of 4 free rew uestions based on the 3 core topics. 9- end call
Section.3 i rth 40 marks and contains one 20 mark ' O
questio each option topic. You must complete 2 Q
ques,@a To return to the previous menu press the star ,’\\9
keyy a2
p ject work involves planning, designing and -  message - n
. > . . . . Pr, mail box
Project Q implementing an information system that has a specific
. . &) 2o to Core OGM
purpose. To leave a question about project work press 1.
- end call.
Information systems and databases emphasises the | 1- leave message in
Database organising, storing and retrieving processes within | Database mail box
database systems and hypermedia. To leave a question | *- go to Core OGM
about information systems and databases press 1. 9: end call.
Communication systems. support. people by gnabhng the 17 leave message in
exchange of data and information electronically. This .
. . - ) Comm mail box
Comm topic emphasises the transmitting and receiwing

processes. To leave a question about communio@on
systems press 1.

*- go to Core OGM
9- end call.

. . *
Transaction processing systems meet recor@mg and

1- leave message in TPS

O TPS event tracking needs of organisations leave a | mail box
,() question about transaction pregessin sgﬁems press 1. | *- go to Core OGM
6() To go back to the previous taenu pr e star key. 9- end call.
Q} Decision support systems use R anal}/tlcal tpqls, I- leave message in DSS
(? databases and automdted prosgskes to assist decision .
o . KA iy mail box
DSS making. To leaye a quest about decision support |
. - go to Core OGM
systems préss 1. To go o the previous menu press
9- end call.
| the star'\key. R
Automated manufaduring systems gather data through .
. 1- leave essage
Sensors, proceh{% ata and send signals to actuators AMS mail 6o
AMS that perfo echanical task. To leave a question | |, O
. - gote’Core O
about auto d manufacturing systems press 1. To go 9- end &all
back to revious menu press the star key. ) ,\Q
N\ L 1-  leav '\h&éssage in
M dia systems combine different types of data. To
g . . MMS 0X
MMS a question about multimedia systems press 1. To
. ore OGM
\( back to the previous menu press the star key. all

<

Fig 3.31

B
<

Details of each OGM in the example IPT HSC Phone Information system.

Information Pro

cesses and Technology — The HSC Course


http:// www.pedc.com.au
http://www.pedc.com.au
http://www.pedc.com.au

= =
& &
\2 12
Pages 281 to 300
Not included in this Evaluation Copy
o o
GO(Q 00((\
60‘ 60‘
< 2
: o o
ok ok
OO OO
N\ XN
& 0
< <
> >
00(0 OO((\
60‘ 60‘
2 2
: o o
C}OQA C}OQA
OO OO
XN XN
& &
< <
6\6\) (0@0
© ©


http://www.pedc.com.au

(\OV ' {\OV
é\}o Communiceg @y?tems 301

o >

: N\

Sugges@blutlon Q/

(a) Impossible to perform cash deposits and withdrawals, also impossible to perform
cheque deposits. Any services that cannot easily be described using a rigid
procedure are difficult to perform using electronic banking. For example a farmer
may default on a loan however they may well be expecting a large cheque at any
moment. Such problems are easily explained to a local bank manager who
understands the needs and operational realities of small business within his local

\Yrea. Such understanding is near impossible to replical)electronically.

«  Local residents now travel to other towns @@rform their banking. Therefore

&&Likely reasons for further job losses include.
90

§9

fewer customers are in town to spend g&ey within local businesses.

- Banking is performed electronicall nce no need for customers to go to
town so local businesses suffer j Sses.

«  Local people no longer carry, > so on-the-spot purchases are reduced. ‘Q
This results in lower turn and consequential job losses.
« A spiralling effect o¢c hereby one business closing causes more people

to travel to larger c&@]%:, which further reduces the clientele for other Q%
Q

businesses, and@@n
+  Without acce@ a local bank manager, small business owners are e@ able
to explain tf¥ needs in regard to financial problems. As a consggyence it is
difficul hem to access funds to continue operation. ,b\}
(c) PossiWation and training strategies that could be used in :

. % sion of onsite visits at minimal or no cost when pel&first apply for
ernet or telephone banking services.

«  Free classes on the use of the Internet. Perhaps through the local school or
TAFE college.

+  Creation of a mentoring scheme, whereby current local users are encouraged
to provide assistance to elderly or indigenous users.

« Instructional information brochures sent to all eldefly-or indigenous
O customers.

Q>*  Provide free access to electronic banking throug~Council libraries and

&‘ community centres. Provide trainers to assi@e‘ople on a one-to-one basis.
()O «  Free assistance via a 1800 numbert: ()O
6()’ Comments )
< Each part of this question wetld likelx@ Wworth 3 marks.

§.Q

performed over the\Internet ell as those that are difficult to perform
successfully without face-to- contact.

In parts (b), and (c) it i@cessary to identify multiple reasons/strategies. It
reasonable'to expect &1}@ ree solid reasons/strategies would need. to\be-idepf(

for fullmarks. 6)

In part (a) it is necessary-to' identg anking services that cannot physically be §‘Q

4. TRADING O\'@%THE INTERNET \OQ
Buying and selli{@ goods over the Internet is booming. Individuals an Dnall business
are able to s worldwide markets with little initial setup costs ers are able to

compar@ ucts and prices easily from the comfort of thgisdWwn home. Online
auctions,Much as eBay, provide a means for selling and puMhasing. Furthermore
processing payments for goods is simplified using sites such as RayPal.

Information Processes and\I'echnology — The HSC Course
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Trading V‘Ar{b{he Internet has resulted in the creation of Vi@{g’usinesses. These
business&¥do not require shop fronts and are able to set up operations across the globe
without the need to invest in expensive office space. Such businesses are an example
of a virtual organisation — other types of virtual organisation exist to complete specific
projects, collaborate on new standards or simply to share common interests. For

example a database application can be
developed using a team of developers who
each live in different countries.

of the most significant problems

@cing businesses that sell over the

Internet is establishing customer trust and

loyalty. Most people feel they are more R

likely to receive quality service and 6

product support when they purchase froge’
Q)

trading over the Internet. In gea®®al the only contact is via the website and email

Virtual Organisation
An Qrganisation or business
w? members are
,% graphically separated. They
NWark together using electronic

communication to achieve
common goals.

a traditional store. Traditional shg s have a permanence about them and
furthermore customers are negotigif® deals face-to-face. This is not the case when

messages. Internet only buspge§ses must provide exceptional customer service

support if they are to pve these issues.

Another significafiteoge®rn for Internet buyers is security of purchasing tra agl}lons.
In particular_securi(gyef account details such as credit card numbers.a§z

account

numbers_- Eom s, such as PayPal, resolve this concern by@ ing as a
i

“middlenian”adWeen buyer and seller. The buyer submits their
the middle who makes the payment to the seller on behalf of
never re@es the customer’s credit card or account details. T:

al details to
uyer. The seller
unds are withdrawn

from the buyer’s account and deposited into the seller’s account by the “middleman”.

é} Consider PayPal:
=

¥

Cdarrently PayPal is the world’s most popular online payment service. PayPal
maintains accounts for each of its customers — both buyets and sellers. When making
a hase funds must first be deposited into your Pa@account. These funds are

PayPal financial transactions are encrypted usin

re then able to transfer the

théh transferred into the sellers PayPal account, (Setlgr
&Jnds from their PayPal account into any bank unt throughout the world. All
S

SL protocol.

PayPal is currently owned by eBay-and hen@qp}éying for eBay items using PayPal is
the preferred method. PayPal provides @service to all types of online stores and

services. Some sellers dirvect_customexs,

the PayPal site as one payment option

whilst others integrate the PayPal m within their site such that all payments are

effectively made using PayPal. sellers the use of PayPal removes the need \for

them to setup theit’own securigayment systems and to have them certified according%
i

to the legal réguiirements o

country. Furthermore PayPal can accept payme

almost dny,Currency frm@ ople almost anywhere in the world.

Behind the scenes al maintains communication links to banking s s and
clearing houses thQdrghout the world. These various systems charge foQ®o process
transactions. does not charge buyers for a basic account, hoy, they charge

by ban

earned otMhe money within PayPal accounts.

sellers a pe age on their sales in much the same way that mewpR®nts are charged
kﬁg credit card sales. PayPal also makes much of th@oney from interest
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GROUP TASK Discussion

credit card and direct deposit transaction systems.

Identify reasons why buyers and sellers prefer to perform online financial
transactions using services such as PayPal rather than more traditional

GROUP TASK Discussion

with which banks must comply do not apply,
implications for PayPal customers. .
L

PayPal is not a bank and therefore the laws and government safeguards
cuss\possible

Consider eBay:

Currently eBay is the most pjg@nline auction and Internet trading system.

According to eBay their custony

S L B s |
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eBzx line auction search screen.

re buying and selling with confidence.
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@Urrently there are millions of people worldwide w
their income from eBay sales. Compare and contra:
traditional stores.

GROUP ﬁ? iscussion Q)
Identify an cribe features within the eBay system that éncoura CJ
honest ng between buyers and sellers. . 0&
X\ XN\
Vo N na'
G@EYUP TASK Discussion

274

the majority of
ay stores with
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Examples of electronic commerce systems 6. Virtual businesses:
include: (A) can trade internationally.
(A) Fax, telephone, teleconferencing. (B) require shop fronts.
(B) EFTPOS, DBMS, Web servers. (C) must rent or buy office space.
(C) ATMs, EFTPOS, Internet banking. (D) require significant capital to setup.
(D) Banks, Building Societies, Credit

7.  Cash is only dispensed from an ATM after:

Qs (A) the customer’s PIN is verified as
isplay devices within ATMs include: corregh
(b.$ screen, speaker, cash dispenser, receipt (B) suf&t finds are available in the
printer. tonder ‘s ‘account.
(B) keypad, touch screen. ( undsare transferred into the financial
(C) screen, receipt printer, keypad, () inStitution operating the ATM’s
magnetic stripe reader. ) “account.
(D) magnetic stripe reader, barcode (D) All of the above.
scanner, touch screen. ) . . .
8. At the time this text was written the country
3. Which of the following is TRUE of EFRSS who used EFTPOS the most was:
transactions? (A) Australia.
(A) The customer’s PIN is used, t\Sentify (B) USA
the customer’s accoufit. %’ (C) New Zealand. %
(B) Funds are not immedi edited to (D) Sweden. Q
the merchant’s acc
(C) Funds are DV or to customers 9. Which of the following is TRUE wh@)lsing
entering thelr Sl ¢ LS Q
(D) Funds leaV omer’s accounts &) gllllg 12%;223?:?;5 V%Qt (i
gs;lclll*l @vemng following the (B) The URL comme o&h https and
{Q, public key encry@®on is used.
4. The osks gnificant problem for businesses (C) The URL c@nces with https and
selh%er the Internet is: private key ption is used.
(A) establishing customer trust and loyalty. (D) The URL commences with http and
(B) verifying customer payments. private key encryption is used.
(C) complying with complex taxation laws .
that apply in different countries. 10. An organisation where members are
(D) maintaining stock in different ggographlcqlly separatgd b.u ¢ Work together
geographical locations, vza)electromc cofimwnication is known as
a(n):
Examples of “server side” systems include: (A) onlingbusiness.
Q\) http, https. (B) e-a@erce site.
(b'(B) Java and VB applets. (C) - w{rtdl organisation.
(C) CGlI, ISAPL. (Dé rnet community.
(D) SSL, TLS.

Identify and briefly describe the operation of c&&)on and display devices within:

(a) ATMs

(b) EFTPOS terminals Q

Explain the processes that occur whe ing a withdrawal from an ATM.

Explain the processes that occur making an EFTPOS purchase.

Research and\describe TWOQa ples where illegal electronic access has been gained\to bank®
accounts O
Online“auctions 51tes gs eBay have an enormous following.

(a) Explain how g es build trust between buyers and sellers. Q

(b) Identify dlffe\' ayment options available on auction sites and assess the seq@ of each

option.
\0
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N
NET COMMUNICATION CONCEPTS Q(b'

In this section we introduce concepts required to understand the design and operation
of networks. We shall examine client-server architecture and distinguish between thin
and fat clients. We then consider network topologies that describe how network
devices are physically and logically connected. Finally we describe different encoding
and decoding methods used to represent data as signals suitable for transmission.

CLIENT-SERVER ARCHITECTURE Client-Server Architecture
%\ﬁe name client-server suggests, there \%ﬁ Serydrs provide specific
two different types of computer riCessing services for clients.
O@resent on the network, namely servers C\ lients request a service, and
()~ and clients. The server provides particular wait for a response while the C
6()’ processing resources and services to each 6()’ server processes the request. 60’
client machine. For example, web servers@, <
retrieve and transmit web pages, and dalgbase servers retrieve and transmit records. Q

Qe ver before it continues processing. Between the.re
Q) eing received the server is performing the reques rocesses.

The client machines, which are ¢ nly personal computers, also perform their
own local processing. For exagiple, web browsers, email clients and database
applications. Each server provisles rocessing services to multiple clients.

Client-server processing i56Q of distributed
processing where diffe@ computers are used
to perform the, ‘speci{le information processes
necessary . t0 acl{::@e the systems purpose.
Client-sefver ssing occurs sequentially,
this means t or each particular client-server
fdt one CPU is ever processing data
ar time. Many operations may well
be occurring simultaneously however each
particular operation is processed sequentially.

When a particular operation is being performed Each server provides servicesto

either the client is processing or the server is multiple clients.

processing, but not both at the same time.

Congider Fig 3.50, the client machine performs processing and then when it requires

t sources of the server it sends a request, the clien@s for a response from the
being sent and the response

Notice that the client machines do not neeg Client

understand the detail of the servers\process¢yand
the server does not need to undetstand t ail of
the processes occurring on the' ¢lient her the
two machines merely agtee on the
requests and responses! Hence

m— Processing

gle server can

————— Waiting
provide processifig resourcgs\to a variety of Fig 3.50 %
different cliénts running ifferent software. Client-Server protesting j OQ
For example, a singlec;ﬂ/eb server is able to performed sequentiallyb
provide resources tgQNent computers of various Q
types running a v& of different web browsers. Similarly a single da@se server
can provide dat D variety of different client applications. As lon e request is
legitimate, t rver will perform the required processes and gen and transmit a

response@ Q/A
Our discifssion so far implies that servers are quite separateYcomputers dedicated
solely to server tasks; for large systems with many clients this is often the case,
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howevep/itN$ not a requirement. Consider a small office or@&- homeé’local area
network YAN). One machine is likely to be connected to the ItM€rnet\and hence is an
Internet server for all other computers on the LAN. Another computer on the LAN is
connected to and controls the operation of a shared printer; hence it is a print server.

Both these computers are servers, yet they are also clients to each other and even to
themselves. In effect a computer can be a server for some tasks and a client for others.

In general client applications provide the user interface, hence they manage all

integactions with end-users. This includes collecting apd displaying information

prg}sses. In many cases the user is unaware of the seryp*s rele*~ indeed many users

ybe unaware of the servers very existence. From gfstset.’s ‘perspective interactions

Q" between client and server are transparent. For ex@@yple when performing an Internet

&) banking transaction a web browser is the clientapplication that requests data from the

@i’acts as a client to the banks DBMS

ers involved and almost certainly are
processes occurring.

server. Users need not be aware of th
unaware of the specifics of the client-

On larger local area networks (L ——

common for all network [tdsk¥®to be Authentication L
performed by one or mofe ers using \§ The process of determining if \\
client-server architectut ese servers someone, or something, is
commonly run a networédperating system they claim to be.

(NOS) such as VC}‘S@ of Linux, Novell —&
Netware-or\Win Server. These network servers control authentic@g of users
to ensure-sequ¥. Authentication processes aim to determine i J@@é, and other
devices, are they claim to be. Commonly users must log int network server

before ysare able to perform any processing. In most cas?/ ogon password is
used, hoWever digital certificates and biometric data such” as fingerprints are
becoming popular methods of authenticating users. NOSs also provide file server,
print server and numerous other services to users. We examine NOSs and their
capabilities in more detail later in this chapter.

m GROUP TASK Discussion

Simple passwords are often compromised. Identify techniques and
(0'0 strategies for maximising the security of pass(\g'@ds.

our above discussion, the client machine has appl@i‘ons installed that are executed
()O by the CPU within the machine. Such clients nown as “fat clients” or “thick

(<X clients”. Another strategy that is gaining'in pogylarity is the use of thin clients. A thin

client is similar in many ways to_theold t als that once connected to centralised
mainframe computers. These t€xminals performed basic processing tasks, such as
receiving data, displaying.iv on the $¥éen and also transmitting input back to the
mainframe. Thin client$,¢an be i ented in a number of ways. They can be. vety
basic low specifieation perso omputers, often without any secondary stotage
These thin clights tely on se@s to perform all the real processing. Other\thin @
implementations are sgft€fe based. For instance, the RDP (Rembpfté [C}n
Protocol)»Can be used_td=€onnect and execute any application running on a ote
server. Essentially.@simply sends the screen display from the remotg @uter to
the thin client. T@ser at the thin client can therefore log into and ope e remote
computer as J{\ﬂ} were actually there. This technique is popular IT staff as it
allows theny@manage servers from remote locations, such as fig@pthome. It is also
routineléd to allow employees to access their work netw@?m home or other
locations Via the Internet. RDP and other thin client protocols also provide a simple
technique for making applications available over the Internet.
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NETW® TOPOLOGIES Q/

The topology of a network describes the way in which the devices (nodes) are
connected. A node is any device that is connected to the network, including
computers, printers, hubs, switches and routers. All nodes must be able to
communicate using the suite of protocols defined for the particular network. In
general all nodes are able to both receive and transmit using the defined network

protocols. Nodes are connected to each :
g\ N | Physjcal Topology

othdy via transmission media, either wired ,
4 \%ﬁ) THPhysical layout of devices

cddle or wireless. X

. . = LQdvatetwork and how the

he topology of a network describes these Q\ cables and wires connect these
connections in terms of their physical ) tevices.

layout and also in terms of how data is

Logical Topology Q
How data is transmitted and ¢
received between devices on a

network regardless of their
physical connections. 6%
O

physical connections between deyieq
determine the physical topolog
logical topology describes h
communicate with each qthégXather than
how they are physically: co@%t d.

There are three basic torglbgies — bus, star and ring. In addition two other to
hybrid and mesl?\ommon on larger networks. Each of these top i

describe-the, physadN™or the logical topology of a network. Often the lo
is different t physical topology. For example a physical sta
nodes on tgsggl connected by individual cables back to a centra e — often a hub
or switcg{ 1s same network can have a different logical to@/ y, either a logical
bus or peMaps a logical ring topology.

Physical Topologies
- Physical Bus Topology

Adl\nodes are connected to a single backbone — also known,as.a trunk or bus. The

backbone is a single cable that carries data packets to all-fiede€s. Each node attaches

andJistens for data present on the backbone via a T-cefinigctor or vampire connector.

e two ends of the backbone cable are net joi it is necessary to install

&erminators at each end. The function of the tenminagQss+1s to prevent reflection of the

Q" data signal back down the cable. On electrieal n€yvorks, as opposed to fibre optic
networks, terminators are resistors that\eom ege'ly stop the flow of electricity by g

converting it into heat. 6 6(-’

T-Connector D S QQ . I§§ Backbone .QQ
Q - C Terminator \v §

s \\
g R
= = IR

= -
O Fig 351 . 0(\

Physiéhus topologies use a single backbone to which all nodes conneg?}

=N

N

[

In the past ical bus topologies were used for most LANs — 1 icular Thicknet
and Thy Ethernet LANs that use coaxial cable as t ‘ntklnsmission media.
AlthoughMhese networks require less cable than current star wir¥d topologies they are
unable to accommodate the large number of nodes present on many of today’s LANS.
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Furthen@ a single break in the backbone disables the ¢ _network. Today
physical Wlis topologies are used for some high-speed backbow€s (often using fibre
optic cable) and other long distance connections within commercial and government
WAN:Ss. These high-speed applications have few attached nodes, in many cases just
one at each end of the backbone to link two buildings. Where quality of service is
critical it is common to install a secondary backbone to provide a redundant
connection. If the primary backbone fails for any reasons then the network
automatically switches to the secondary backbone.

ysical Star Topology rb.g
Il nodes connect to a central node via their own d@éted cable. Today the physical
00 star topology is used on almost all LANSs, includg ireless LANs. In most cases the

likely to have been a hub, multistation acc nit (MAU) or even a central computer.
We consider the operation of hubs and Ches later in this chapter. MAUs are used

P Star topology can be used with token ring’s ‘Q
s a WAP (Wireless Access Point) is used as

| star topologies the central node is the device tha;

60‘ central node is a switch that includes multi?@@rts. In the past the central node was

in token ring networks so that a phyg
logical ring topology. For wireles
the central node. In terms of ph
connects all outlying nodes

from each other node: C)O

that they can transmit and receive packets to

Fig 3.52
\Da physical star topology all nodes connect to a central node their own dedicated cable.

hysical star topologies have a number of advan § over physical bus and ring

()O topologies. This is particularly true for LANSs Wkﬁ{@nodes are physically close — such
as within the same room or building. Eisstl node has its own cable and hence

can be connected and disconnected ‘witho géctmg any other nodes. Secondly new
nodes can easily be added without ﬁrs&?sabling the network. Finally identifying

faults is simplified as single nodes cagythply be disconnected from the central node ‘Q
in turn until the problem is resolve
There are howevensome disad ges of physical stars. Significantly more cabling i

required, however this cab generally less expensive as it must only: supp@
transmission Speeds suffrcfn® for a single node. Today UTP (Unprotetted

Pair) is the most co transmission media. Also if a fault occurs”in t tral
node then all connec@g nodes are also disabled. Q)
EAN x\
P TASK Practical Activity
mm nsider one of your school’s computer rooms. Est i& length of
\cable required to connect all computers (and other @Ss using a physical
bus topology and then using a physical star topology?
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. Physi@&lg Topology Q(b'
In a physical ring each node connects to exactly two other n(ge/s. As a consequence
the cable forms a complete ring. In general data packets circulate the ring in just one
direction. This means each node receives data from one node and transmits to the
other. If the cable is broken at any point then the entire network is disabled. Therefore
removing a node or adding a new node requires the network to be stopped.
Furthermore in most implementations each data packet is received and then
retrapsmitted by each node, hence all nodes must be powered at all times if the
n&)rk is to operate. For these reasons physical ring t@wflogies-are seldom used for

*

ata packets cj
in one direct{o.

X
$ Fig 3.53
In physi c%y g topol ogies data packets pass through each node as they ci te thering.

FDDI (@ve Distributed Data Interface) and SONET (Synchr(%us Optical Network)
networks are usually configured as physical rings and always operate as logical rings.
FDDI can be used for LANs however it is more commonly used for longer distance
high-speed connections. As the names suggest FDDI and SONET use optical fibre as
the transmission media. FDDI is commonly used to conneet an organisation’s
buildings whilst SONET is used for much greater distances. Beoth protocols use two
physical rings with data circulating in different directiofis ‘on each ring. Distances
bet@en FDDI nodes should not exceed 30km while dista@es in excess of 100km are
cf@mon for SONET. For long distance applications ¥ second ring is maintained

olely as a backup should a fault occur in~fhe ary ring. In such cases it is
preferable to physically route the cablingyof ea ng separately. The aim being to
improve fault tolerance should a cable-be brolgn at any single location. If the cables
for both rings are within close proximity within the same trench) then chances
are that both cables will be bteken to T. When FDDI is used within a building

of data transfer.

then both rings can be used_for data mission, which effectively doubles the speed §‘Q

- Physical Hybtié\-Topology %
Hybrid or (trée topologie % a combination of connected bus, stary‘and
topologies.. Commonly @?ysical bus topology forms the backborie; with ultiple
physical star topolo i(&branching off this backbone (see Fig 3.54). The bastone is
installed through ¢ad building (or room) with a star topology used to ch out to
the final workstyf@is — the topology resembles the trunk and branche@@a tree.

All hybrid tepdlogies have a single transmission path between an @o nodes. This is
one rea ¢ name ‘tree’ is used; consider the leaves on a tr ’eﬁere is one and only
one path ¥fom one leaf to another — the same is true for nodes ™ a physical hybrid or
tree network.
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Hybrid @(géies are the primary topology of most organis@{g networks. They
allow forNXpansion — new branches can be added by simply comiecting central nodes

and branching out to the new workstations. It is common practice to install cabling
that supports two or more times the anticipated transmission speed so that future
expansion can easily and economically be accomplished. The extra cost of better
quality higher-speed cabling being relatively insignificant compared to the installation
costs. Consider the tree topology in Fig 3.54. It makes sense to install cabling that
supports much higher data transfer speeds for the main backbone, whilst the cabling
i[}éh of the stars and rings is less critical. >

& ' L]
o =

>

Fig 3.54
hysical tree topologies connect multiple bus, star and/or ring &ml ogies such that
a single path exists between each node.

GROUP TASK Practical Activity
Consider your school’s physical network. Construct a tliagram to describe
the physical topology.

GROUP TASK Discussion >
Discuss problems that could occur. if the,@e‘more than one physical path
between two nodes on a network,xy’ .Q

X

- Physical Mesh Topology <

Mesh topologies includ¢ more .Q
than one physical patli\between
pairs of nodes. Thiscis-the prima
topology of the, Internet, whergyP
datagrams_(6an travel dgNsent
paths frefn the transmit@p to the |
receiver. Mesh topg&@ks require \_/
routers to direct & packet over ; A

a particular patROVithout routers Fig 3.55 0@'
data packetsgdrloop endlessly or Mesh topologiesincl uded%@n one path
they cax@\ eproduced such that between indivi des.

two or nMre copies arrive at the

finahdestination.
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(4
Comm %e nodes on a mesh network are all routers, and @ reutér connects to
further routers or a LAN. Mesh networks provide excellent fault tolerance, as packets
are automatically routed around faults. A full mesh topology exists when all nodes are
connected to all other nodes. Full mesh topologies are used in high-speed long
distance connections where there are relatively few nodes and network performance
and quality of service is absolutely critical. When a full mesh is used messages can be
rerouted along any other path and hence fault tolerance is maximised.

Logigal Topologies O

@@3’ logical topology of a network describes how datg ‘?r'ansmitted and received on a
n

etwork, regardless of the physical connections. me) references the term “signal

topology” is used in preference to the term “lo i€ topology”. In many ways this is a
more descriptive term as the logical topol escribes how signals are transferred 60
between nodes on a network. < <

It is important to note that both electi gand light signals travel along transmission ‘Q
media at close to the speed of IE@S is so fast that when a signal is placed on a §
wire or fibre it is almost immedis§ly present at all points along the media. The speed

of transmission is determin the rate at which the sender alters the signal —4&

comparison the time tak&n)@ the signal to actually travel down the wire is relatiQy
insignificant.

On an individuat @he logical topology is in the majority of cases d ined at
the Transniissio vel — the data link layer of the OSI model. The link layer
(layer 2) conlﬁ? and defines how data is organised and directed a the network.
This inclu%hb‘t e format and size of frames as well as the s of transmission.
Commo@ e unique MAC address of each node is used to &fpct messages to their
destination. In essence the data link layer controls the hardware present at the physical
layer (layer 1 of the OSI model).

Multiple LANs are commonly connected to form a WAN at the network layer. In an
IP network routers direct messages in the form of IP datagrams.te, the next hop based
of'their IP address. Each hop in a datagram’s journey may use-different data link and
physical layer protocols. The logical paths that datagrams\follow describe the logical
t(}@ogy of WANs — commonly a logical mesh topole e restrict our discussion

ogical topologies operating within individual LA%&‘

ching) logical topologies at the
datal link level. For each logical topolegy we. i¥éntify common physical topologies
upon which the logical signalling opgrates e consider the media access controls
used to deal with multiple nodesWishin ansmit at the same time.

- Logical Bus Topology ¢ Q
A logical bus topolpgy sim means that all transmissions are broad¢ast

simultaneously inZal directio all attached nodes. In effect all nodes shaxe th
same transmission media&%@ they are all on the same network segment,\Adl n @
on the sdmie network se t receive all frames — they simply ignafe frames@se
destination MAC addgegs does not match their own. This presents problems n two
or more nodes att o send at the same time. When this occurs the ft are said

to collide — in eff&t they are corrupted such that they cannot be receivedeorrectly. A
method of mé@ access control (MAC) is needed to either preven 1sions or deal

with col{é)ﬁ@after they occur. Q

Prior to 266ut 2004 logical bus topologies were by far the most¥pépular — at the time a
logieal bus was the topology used by all the Ethernet standardssFurthermore switch
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technok@which permits more efficient logical star topolc%;& wags..gxpensive or

simply n®f available. Currently switches are inexpensive anVare tequired for the
current full-duplex Gigabit and faster Ethernet standards.

Ethernet when operating over a logical bus topology uses CSMA/CD as its method of
media access control (MAC). CSMA/CD is commonly associated with Ethernet,
however in reality it is a MAC technique that is used by a variety of other albeit less
popular low-level protocols. CSMA/CD is an acronym for “Carrier Sense Multiple
Accgss with Collision Detection - quite a mouthful, }g)vever the general idea is
rgpdvely simple to understand. >

e “Multiple Access” part of CSMA/CD simply. s t0 the ability of nodes to
transmit at any time on the shared transmissipfOniedia, as long as they are not
currently receiving a frame. Remember tha % odes receive all frames at virtually
the same time on a logical bus. If no fra being received then the transmission
media is not being used, therefore nodes@§free to send. In Fig 3.56 the transmission
media is free after Node A completeg§ransmission of a frame. This is the “Carrier
Sense” part of CSMA/CD — in i?ﬁodes must wait until only the carrier signal is
present before sending. Say a-niedgMs not receiving and therefore it transmits a frame.
Now it is possible that one ore other nodes have also transmitted a frame at

same time — they too~Ww t receiving. If, or when, this occurs a collisio&?
place on the shared traks/ission media and all frames are garbled. In Fig 6 a
d

collision occur$wh th Nodes B and C transmit at the same time. A es are
able to detect-theg®0llisions and in response a jamming signal is traps — this is
the “Collisio ection” part of CSMA/CD. In response all sen @)des wait a
random an@ of time and then retransmit their frames. In Fig 130 ode C waits a
shorter % an Node B, hence Node C transmits it’s frame p@/ Node B.

Transmission Node C random

media free Collision wait time Node B random
S — wait time

Signal
% VA

— ) | — e
Node A T i B Jamming Node C Node B
0 transmits (;) CelS) th signal transmits 0 transmits
(b, frame an 0 framé (b, frame
transmit
6‘ O\
. N
O Time é
@) rigsss . O

CSMA/CD strategy where node B and node C are&tlﬁg to transmit after node A has finished.

GROUP TASK DisclssiqiQ
mn It is possible for'short

et frames to collide after they have been
successfullyrsent. Thi ore likely where there are large physical

distanges between ending nodes. Why is this so? Discuss.
O Ye)

Clearly € physical bus tgg@?g(y supports a logical bus topology. Exaniples inc@‘lfe
earlier Ethernet Stm& that use coaxial cable, such as 10Base2 (also @0 n as
Thinnet) and the eal)er 10Base5 standard (also known as Thicknet). Thé»*are also
Ethernet standardysing optical fibre that utilise physical and logical opologies.
We will exan&@ many of the commonly used Ethernet standards 1 n this chapter
when we cogéider transmission media and cabling standards in Qy etail.

Most curtefit Ethernet networks are wired with UTP (Unprotect®d Twisted Pair) cable
into\a physical star topology. When connected via a hub a logical bus topology is
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being u, @\{gubs simply repeat all received signals out t%\ conngeted nodes;
e a

therefo | nodes share a common transmission medium exist on the same
network segment. We examine the operation of hubs in more detail later in this
chapter. In terms of logical topologies, conceptually we can think of a hub containing
a mini backbone shared by all nodes. 10BaseT and 100BaseT are common Ethernet
standards that are wired into a physical star, but use a logical bus topology when the
central node is a hub.

Cu&nt wireless LANs (WLANSs) based on the IEEE 802.11 standard use a logical
opology. The 802.11 standard specifies two “phygxdl” types of WLAN, those

Q\);th a central node in the form of a wireless ac pomt (WAP) and “ad-hoc”

LANs where nodes connect directly to each othg®)Yhose with a central WAP utilise
a physical star topology. Essentially a WAP a p@ﬁes and repeats signals much like a
wired hub — all nodes hear all messages &‘n the WAP. Ad-hoc WLANs use a
physical mesh-like topology that ch dynamically as nodes connect and

a physical “mesl@%” topology? Research and discuss. ‘\

On all current (2007) 8@“ WLANSs all nodes transmit and receive using a@ngle
wireless channel = a logical bus topology is being used. The chara tics of
wireless - tranismisgy make CSMA/CD an inappropriate media_ ag control
strategy. Wirel$b‘nodes are effectively half-duplex as they are u @e to reliably
listen to a s;j whilst they are transmitting — the wireless signa ﬁg drowned by
their tr@msion. As a consequence detecting collisions %ﬁg transmission is
difficult. W0 overcome this issue 802.11 WLANs use CSMA/CAvas their media access
control strategy rather than CSMA/CD. CSMA/CA is an acronym for “Carrier Sense
Multiple Access with Collision Avoidance”. As the name implies, CSMA/CA
attempts to prevent data collisions occurring rather than dealing with collisions once
they'\have occurred. The CSMA/CA strategy is not new; it Was integral to the
operation of AppleTalk networks used by early Apple Macintosh computers.

So ow does CSMA/CA avoid collisions? Like CSMA/CD each node must first wait
e transmission media to be free. Unlike collision tion nodes must then wait

(Q&*random amount of time before commencing tra@slon. In Fig 3.57 Node C has

generated a shorter wait time than Node B_so 10 1on occurs. This simple strategy
avoids most of the collisions that occur\on 1§4A/CD networks. Using CSMA/CD
numerous nodes are likely to be waiting for géar transmission media and as soon as
the line is clear they all commence trangvsion together resulting in collisions such
as the one detailed in Fig~3:56"abov,

ing CSMA/CA waiting nodes will rarely .Q
commence transmitting@imultancousgyy” §

Transmission NeigL random

media free \% Noifaﬁ :ﬁﬁgom Q%
o O
ILML Q JU I——«
O

Signal
v

— —— QO
Node A ’\,\ Node C Node B Q
transmlts°®' transmits transmits 0@'

fra frame frame f)\.\

v

Q/ e Fig 3.57 Q/

CSMA/CA strategy where node B and node C are waiting to transmit after, node A has finished.
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Further @smn avoidance strategies are optionally employ%;&l 802y WLAN:S.
One systdh, known as RTS/CTS, allows nodes to reserve the WansmiSsion media in
advance. The system can be turned completely off or on, or more commonly the
system is used for frames exceeding a preset byte length. Using the RTS/CTS system
a node waiting to transmit first sends an RTS (Request To Send) frame. This RTS
frame contains a duration ID field that specifies the time the sending node will require
the transmission media. In response a CTS (Clear To Send) frame that also contains a
duration field is returned. Nodes only send data frames after they have received a CTS
fi . Other nodes also receive the CTS frame so that t oAlefcommence sending

& 1l sufficient time has elapsed. (Q’

Examine the configuration scree f.2WAP (wireless access points are
also included within devices co nly known as “wireless routers”).
Identify and describe the p\&r@se of any RTS/CTS settings.

mﬂ GROUP TASK Practical Activity 2.

No collision detection or avoidanck®¥heme is 100% perfect — some collisions will not

attempts. All OSI layer.2'p ols specify some limit to the number of retries

can occur for individyal Eventually some frames are simply dropped

with such failuresis to the higher OSI layer protocols where deﬁmt&g tive
acknowledgementp§n5m1s510n is required. D)

There exists me \access control (MAC) strategies used over shat ansmission
media that the possibility of collisions completely. TD time division
multiplexi s used on some fixed and mobile phone network st polling is used
for som&@ata networks. The 802.11 WLAN standard includ e option to include
polling functionality. Essentially polling gives total control of media access to one
node. This node then asks each node in turn if it wishes to transmit.

GROUP TASK Research
Using the Internet, or otherwise, research the essential features and

Oy differences between TDMA and polling MAC strategies.

>

*

-@t’%gical Ring Topology

hen a logical ring topology is used each node ives frames from one and only
one node and transmits frames to one andonly okgnode. As a consequence all frames
circulate a logical ring. Each node reg¢eives ‘ansmits each frame so that all frames
circulate around the entire ring, The destin@ydn or recipient node takes a copy prior to
transmitting the frame. Coltisions are sy impossible on logical ring topologies.

IBM’s original “token ting” prot was once the most common LAN protocol &
Ethernet has largely veplaced “teRen ring”. However, the general operation of’token
ring networksy is” also im ented within long-distance high-speed\ nigtwo

including EDDI and SO]& otocols @)
In most logical ring 1 entations a single frame (known as a toket) circ aggs the
ring continuously.. n a node wishes to send it must wait for the to@lt then
attaches its data e token and sends it on its way. The frame cont g the data
continues aros{@ e ring being received and transmitted in turn b node until it
reaches the pient. The recipient takes a copy of the data and sends the frame
on to t ¢xt node. Eventually the data frame returns to t@riginal sender. The
sender then removes the data frame and sends out the token. The token continues to
circulate until the next node wishes to send.

be detected whilst other framg 1ll continue to collide on subsequent transmlssmg §
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Early I oken Ring networks were wired into a physical¢mg tépology (see Fig

3.58). Later implementations used a physical star topology where the central node was
a Multistation Access Unit (MAU) as shown in Fig 3.59. Conceptually a MAU can be
thought of as containing a miniature ring. MAUs are able to automatically sense when
a node is either not attached or is not powered and close the ring accordingly.

Fig 358 Q* Fig 3.59 O‘Q\\
IBM Token Ring with pg?gl and IBM Token Ring with physical stao
logical «ing topol G0y. topology and logical ring topol oy«
TR s
GR TASK Research A0
ﬂ é the Internet, or otherwise, research the data transfe& eds
A

ieved using IBM’s Token Ring networks.
g g (/4’0'

P

FDDI and SONET are both used for long distance communicaagn. In these cases the
nodes are routers rather than computers. These routers include connections to other
networks not just to adjacent nodes in the ring. In most examples a physical ring
topology is used in conjunction with logical ring topologies. Common FDDI and
SONET networks are operated by large business, governmernt)or telecommunication
companies using fibre optic cable. Currently data transfer rates of 40Gbps are

acl@ved using SONET. A\}

specifications. Use the Intergt to sgarch the speed of SONET based
networks based on diffefent ST Is and OC specifications.

%)

SONET rings provide many,of*the Internet and PSTN links between major
cities. As a consequence\such netw must ensure quality of service at all costs. A
single physical ring\is' unsuita or such networks as a single break in a>cable
disables the entiré/network. solve this problem FDDI and SONET use ‘multi
connected rifigs. Most FD lementation use dual rings — the second,@Xistin
redundant backup shoul(tjﬁe first fail. Many SONET networks utilise\hany mdge)than
two rings. These mul@ng networks are known as “self-healing rings” wable to
divert data packetg\¥bund problem areas in a virtual instant. For our ssion we

will consider a al dual-ring FDDI or SONET ring configuration. >

When dual s are used the tokens on each ring rotate in diffegé¢ directions. Say,
clockwi the primary ring and anti-clockwise on the seco (or standby) ring.
Note that under normal conditions the secondary ring is not being used. Imagine a
fault)occurs in the primary ring — the secondary ring can then-be¢ome the active ring

Information Processes and\I'echnology — The HSC Course
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N >
whilst t *ﬁ{g{ is corrected. Now imagine both rings are cutﬁ\haps by“a backhoe
physicall¥Cutting through the cable. This situation is illustratedwh Fig-3.60 where the
cable connecting Node B and Node C has been cut. The new transmission path is
shown using dotted arrows. Notice that data still travels in the original direction on
both the primary and secondary rings.

Node

0 A

* Cable
O® ‘[\ cut here

0 «
@6

Node 0Q N(éd §.Q

OQ QQ\\

Secondary ring

Primary rin,
(anti-clockwise) 1y Ting

(clockwise)

Fig 3.60
Dual ring topology where 8&( e has been cut causing a new logical ring to be automtical&: ted.

More rings\€an b’@gdded to further improve the fault tolerance or 8QH-healing”

ability ofleritic g networks. Note that many complex implementai@hs that more
closely rese a physical mesh topology are used; yet all main& a logical ring

topology/ Y
© 2

GROUP TASK Discussion
mm Identify possible points of failure for each of the physical topologies

shown in Figures 3.58, 3.59 and 3.60. Suggest how the possibility of such
failures could be avoided.

.+ Logical Star Topology

In @\ogical star topology each node has its own corihe¢§on to a switch that is the
cfdtral node. In many references logical star topolegic@re known as logical switch

&)‘pologies. Currently all logical star topologies,also @é physical star topology.

Q) On a logical star every node exists ongits ow twork segment with the switch. C
Switches are OSI data link layer 2 devices. In&urrent configurations this connection is 6(_,’
full duplex, as it includes two distinct tra@‘lssion channels — one for sending and %4)

one for receiving. Most Ethernet netw use a twisted pair of copper wires (UTP)

for each of these channels\Collisiong{Ne impossible on logical stars. Frames on each :
wection — either a frame is travelling from nodeto

channel always travelin a single
switch or it is onthe' other ch%il travelling from switch to node. Situations wherg

two or more frames exist on §yihgle channel can never occur. Q

When alnode sends a {rajrc the switch detects the destination MAC addr@'? nd

transmits the frame to the node with that MAC address. Switches a\d le to

process multiple ¢s simultaneously that are addressed to differe%@des. We

consider the op n of switches in more detail later in this chapter.‘ @.
@ROUP TASK Discussion >

m&Compare and contrast examples of physical star tog@éies that use logical
bus, logical ring and logical star topologies.

W \
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Luke’s Limos is a used car business comprised of three car yards located in adjoining
suburbs of Sydney. Currently each car yard has its own Ethernet network that includes

a central switch, laser printer and a cable broadband connection to the Internet.

of the four salesmen at each car yard has a comp@) in‘their office where they

&cord information in regard to their contacts customers. Currently each
Q" salesman is free to record this information in a wg y feel best meets their needs.

All computers at each car yard are able to ac&?n ¢tailed information in regard to the
0

vehicles for sale at their particular site. Thy
database located on the sales manager’s uter at each car yard.

tmation is stored in a simple flat file

All cars currently for sale at all ¢ ‘yards are advertised on a website that is
maintained by a web design conx . When a car is being prepared for sale an email
is sent to the web designer. ([{i€email includes the basic details, sale price and a

attached photo of the Vehiclaéﬁen a car is sold the web designer is again emaile

R

that the vehicle can bé r@e from the website.

(a) (i) Drawa d'@fam to represent the physical network topology at op{¥f the

caryasdQ AN
1)V E how data collisions are detected (or avoided) wi\h@ ach car
s network. 2o

N
(b) Tl@wner is considering opening a further two car yards%i'thin the next year

and wishes to explore ways of improving the information flow throughout the
business. The owner intends to implement a team approach to selling cars. This

requires that all salesmen are able to view the details of all vehicles and all
customer contacts within the business.

Discuss suitable modifications and/or additions to the eurrent information
system to assist the owner achieve this objective.

S@ested Solution fb\}

Oo&a) (i - O(Q

&

b — \— Internet
Q& atainls
ﬁlble modem

X QO
(11) es set up a dedicated circuit between sender @b‘receiver. This
essence every

Q/ ans it is impossible for collisions to occ&rQ

combination of every pair of nodes is in its own net#grk segment.
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(b) P(?( ¢ modification/additions that could include: g/

« Use of a single relational database to hold full details o
directly by Luke’s Limos salesmen.

all cars and edited

The relational database of all car details is held or at least accessed from a
web server. Web pages describing each car are produced dynamically using
data from the new relational database.

The web designer sets up and maintains the webpage generation process for
0’0 the general public. The web pages being generq@from the database when

&0 requested by a browser. .
) + Customer contacts could also be include&@l kiin-the database accessed by the
web server. ).

A replicated database could be us@r ¢ustomer contacts. New contacts
being entered at each car yard a@ eh distributed to other yards

automatically during the rep{{§8tion process. ‘Q
A distributed database e e used for customer contacts where local

contacts are physicalljﬁ red at each individual car yard. However the data %
from all car yards | available to all other car yards.

+ The customer c@act database should include a system where all sale@n
who havé-hadNealings with a customer are informed of any new coi{fséets
withdhat gisfomer. Perhaps a simple automated email could be gad¢to all
salesmy®who have had previous contact with a customer wh er a new
cusp%%r contact occurs. (0'\

CommeQ;,A Q/A
« In (a) (1) a star physical topology should be drawn that includes all the devices
mentioned in the question.

In (a) (i1) mention could be made of a star/switched logical topology hence no
possibility of collisions occurring.

+* Although incorrect, it is likely that some portion of thelmarks in (a) (i1) would be
located if CSMA/CD or CSMA/CA was described eogrectly.

. fb’In part (b) there are many other possible modificd io{& and additions that could be
(Q discussed. It is important that each modificafio ition is related directly back to
O the requirements of the new system thatare ed in the question.

«  Note that part (b) combines aspects of th abase and communication topics.
« Part (b) is an extended response que? that would likely be worth 4 to 6 marks
b

in a real examination. Therefore a er of points should be made and explored Q
in some depth. The(Suggested er includes many points, however each point

could well be expleted in gr detail.
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1. Which of the following is TRUE of client-
server systems?
(A) Clients must understand the detail of
server processes.
(B) Servers process client requests.
(C) Clients provide services to servers.

(D) Servers are always dedicated machines.

2. Gn employee uses their laptop at home to
connect to a server at their work using a thin
client RDP Internet connection. Which of
the following is TRUE?

(A) Applications run on the client.

(B) Applications run on the server.

(C) The laptop has no hard disk.

7.

60

(D) No data is transmitted to the server. Q Q"
L ]

3.  The physical topology of a network:

(A) determines how data is transfe
between devices.

(B) can change when differ otocols
are installed.

(C) describes and dete iQs how nodes
communicate wph each other.

(D) describes-ho ices are physically

¢onnecte ch other.

4. A break in&«@ e cable is more significant

when usig(@y"
(A) ical bus or star topology.
(B) sical ring or star topology.

(C) physical ring or bus topology.
(D) physical mesh topology.

5. Multiple paths between nodes is a feature of:
(A) physical mesh topologies.
(B) physical bus topologies.
(C) physical star topologies.
(D) physical tree topologies.

6¢ n an Ethernet LAN each node is connected
via UTP to a central hub. Which topology is
being used?

(A) Physical star, logical bus.
(B) Physical star, logical star.
(C) Physical bus, logical bus.
(D) Physical bus, logical star,

11. Define each of the follewing terms a;
(a) Client-server arghitecture

12. Construct atable-of advantag d disadvantages of:
(a) Physicalybus, star and rj pologies. (b) Logical bus, star and ring topologig§¢
13. Explamwrhow data collis@ are prevented, avoided or detected on each of the fellowing nga)orks:
(a) Ethernet over @ical bus topology.
(b) IEEE 802. é‘eless LAN.
(c) IBM Tok Ing network.
14. Distingui \h een thin clients and fat clients using examples.
15.

techn

Q

rovide an example:
Physical topology

9.

10.

Q

Maxj g fault tolerance of critical networks is a major priority. De@k at least THREE
es that improve a network’s fault tolerance.

60

%

In regard to topologies and the OSI model,

which of the following is generally TRUE?

(A) Logical topologies for WANSs are
determined at the data link layer and
for LANs at the network layer.

(B) Logical topologies for LANs are
determined at the data link layer and
for WANs at the network layer.

(C) PhypiM topdlogies for LANs are

eripified at the data link layer and
r. WANS at the network layer.
Physical topologies for WANs are

« \“determined at the data link layer and

for LANS at the network layer.

All nodes receive all transmissions at
virtually the same time when using which

logical topology?
(A) Ring )
(B) Star %
(C) Switched Q
(D) Bus OO
What is a data collision?
(A) Corruption when a nodeg S
receiving whilst it is/St} \ansmitting.
(B) A procedure used t@r’e
transmissions artj their destination
on logical b ogies.
(C) Corruption essages due to multiple
nodes transmitting simultaneously on
the same communication channel.
(D) A fault in the logical topology such that

multiple nodes are able to transmit at
the same time.

Critical ring netwiorks are said to be “self
healing”, what does this mean?

(A) Cables\are able to repair themselves
wh oken.
(B) node contains redundant

O mponents that take over should the

() primary component fail.

(C) Data traffic can be automatically
diverted around faults.

(D) Two or more physical rings are
installed.

(c) Logical topology: \1

3

O
N
N
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A
ENCO H\@'AND DECODING ANALOG AND DIGITA@\ NALS

For comMunication to take place both transmitting and pacy
receiving must occur successfully. Transmitting involves
the sender encoding the message and transmitting it over
the medium. Receiving involves the receiver understanding
the organisation of the encoded message — based on the
protocols agreed upon during handshaking with the
trangmitter. The receiver can then decode the messag

on the rules of the agreed protocols. In essence
&ncoding and decoding are organising inforrMafion
Q" processes. Encoding organises the data into a fon&:ble
N for transmission along the communicatign ¥hedium. A
60 Decoding changes the organisation of the&geived data Fig 3.61 60
< into a form suitable for subsequent infor?n processes. Transmitting encodes data

i

'Q Prior to transmission data is eng nto a signal and receiving decodes data. ‘Q
according to the rules of the trag§@ission protocols being used and suited to the
* transmission media along whi€ message will travel. When messages reach their

destination the receiver reve this process by decoding the signal and transformj
it back into data. Q)

Q

Data that originat¢s. ot 'sgt{)red on a computer is always in binary digital fo .g‘fgital
data is all data“th represented (or could be represented) using w, distinct
numberg’>"in th ¢ of computers a binary representation is used.«C uous data
that usually oggirates from the real world is analog. Both analog a ital data can
be encoded transmitted on electromagnetic waves. Note that &eality all waves
are con@us hence they are analog. For our purpose, it ow we choose to
interpret the data carried on these analog waves that we shall use to distinguish
between digital signals and analog signals. A digital signal is being used when digital
data is encoded onto an analog wave. An analog signal is being used when analog
data, is encoded onto an analog wave.

Transmitting

Encoded
Data

Receiving

Te)encode analog data into a digital signal requires that the data)fitst be converted into
digital using an analog to digital converter (ADC). Similarly to encode digital data
intQ\an analog signal the data must be converted to anéog data using a digital to
a{&ag converter (DAC). fb’
(§Q GROUP TASK Discussion ) Q(Q
9 mm Discuss and develop definitigns \ Mglectiles in aif (
60 for the terms “digital data® and e§) 'B 6()
< “analog data”. o@ High j Low <

Q \ pressure pressure — Q
§ Analog Data to Analog-Signal A % / A Amplitude
‘ When the data is analeg the waw®drm varies /
continuously in _parallel witb%}e changes in %
o R

the originalQ-analog da@ r example Wavelength Q)
microphenes collect ana@g sound waves and CJ
encode them as infinitely variable Fig 3.62 Q
electromagnetic (see Fig 3.62). The Microphones convert axdd sound
voltage trans f& from the microphone waves into analog si carried on
varies contiry&ly in parallel with the sound anal og Wves.

waves ing the microphone. An analog Y

signal is pfoduced as the entire analog wave represents the o%fnal analog data. All

poirnts on the analog wave have significance — this is not true of digital signals.
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gateway%&%s for all local nodes wishing to access the Inte@&
addresses from the Internet, instead IP datagrams™re ali“sent using the

the loca

o
o)
Communicati @am 341

W
(ﬁe gateway hides

gateway’s WAN or Internet IP address. The gateway keeps track of the local IP
addresses so that IP traffic from the Internet can be directed to the correct local node.

If a LAN includes a gateway that
provides a connection to the Internet
then the gateway’s LAN IP address
mus{ be known to all nodes — in most

ting systems this IP address is

&peciﬁed as the default gateway — in Fig
Q" 3.87 10.0.0.138 is the local IP address of

the ADSL router that links to the
Internet.

Like many technology related terms the& ‘R

meaning of the word “gateway” is
differently in different contexts§SIn

general usage the word ‘“‘gat ” s
used to refer to devices th@gnnect a
LAN directly to the Intgz)@. However,
routers commonly»include’ one or more
gateways. As-a,e0n ence the general
public often “Use, X~ words router and
gateway ifiter k&eably.

« Wireless ess Point

Inbernet Prat ool {TOPIP) Progerties il .1 |
Gsrans |
fiou can gei IP o = 1 pous retwak. TUppods

T Capalaiy, Dthwivess. wrs ridd (o ok, poul et ol Sdnrea akal ke

HWE"F‘EM% \)

™ bk an Pa&
= e i
" O m. 0.0

*

IE.0.0 .0
ey m.n.onoE

& g e bollowsang DS 1o vl addieisgs

Pretened DHS tereen EEEEE
Btvarads [0 parem |
N
At

X

q(’mi ’e&‘a |

Fig 3.87 A
The default gateway settin esthe node
acting as the gateway, e Internet.

Wirelesg{cess points (WAPs) or simply access

points (APs) are the central nodes on wireless
LANSs. Access points broadcast to all wireless
nodes within the coverage area. On 802.11
WLANS the access point does not direct packets
toCspecific nodes or control the order in which
nodes can transmit, rather they simply repeat all
p ts received. Conceptually an access point
orms much like a hub on a wired LAN.

the form of WEP (Wired Equivale
and WPA (WiFi Protected Access).
whilst WPA generates-hew enc
and has been infilttated so cu

No encryption"system c
home and-business WL
ability to access W

they then ha eé
and proxy sgDy»Ts.

"%

significant issue with WLANSs is security*-

any user within the coverage range' cgn)

potentially access the network. Tel¢ount

this possibility access points include sec&r in
vacy)

tly WPA is the recommended system.

k if it is not turned on. This is a major.issue f; @%

. Furthermore the simplicity of creating alWLAN the
from outside make security a signifcant issue. H
only to connect cless access point to an existing Ethernet connecty
?éhplete access without the need to work around ¢

Fig 3.88
Linksys WAP54G wireless access point.
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The term modem is a shortened form of the terms modulation and demodulation,
these are the primary processes performed by all modems. Today most modems are
used to connect a computer to a local Internet Service Provider (ISP); the ISP
supplying a high-speed ADSL or cable connection to the Internet. Dial-up modems
were once the primary device for connecting users to the Internet. Currently dial-up
modems are more often used to send faxes from computers over the PSTN — virtually
all dial-up modems are able to both send and receive fax smissions.
gyl S
odulation

) "The'process of encoding digital

information onto an analog

wave by changing its

amplitude, frequency or phase.

V@'discussed modulation in some detail

modulate digital signals by altering the \&
phase, amplitude and/or frequency of 6()‘
electromagnetic =~ waves.  That  is,

modulation is the process of enco 1@

digital data onto an analog wav. n
Demodulation is the reverse
modulation  process. Dx

decodes analog signals, b nto their modulated analog wave back Q
original digital form (C oth sender into its original digital sig O
and receiver musfcagr the method of The opposite of modul@@

modulation used-if munication is to be . 'g
successfll. (§ 703

Modems ar \glmonly connected to a computer via a USB p@r an Ethernet
network cg&:ction. These interfaces are considered digitgl Nftks; they do use
electrom¥ghetic waves however the data is represented using erent voltages. The
electronic circuits within the computer can use these voltage changes directly. In
contrast modulated analog waves, such as those transmitted down telephone lines or
coaxial cables, are not suitable for direct use by the circuits within the computer.
Henee the primary role of modems is to provide an interface between the modulated
arialog waves used for long distance transfer and the digital ddta suitable for use by
computers.

. 'ﬁ)SL modems fb\}

The process of decoding a \\

transfer broadband signals. Although theseicop ires were originally designed to
support voice frequencies from 2000 3?(@’12, they are physically capable of

&:symmetrical digital subscriber lines (ADSK) m{ing copper telephone lines to

supporting a much wider range of frequengie It is the various switching and filtering
hardware devices within the Stanidard {e
frequencies above about 3400Hz. T
to be installed where €ach copper /¢

one network that prevent the transfer of

ADSL signal,_sttength deterj%a es as distances increase, the signal .caunot b.§
maintained afyall for dist Qs greater than about 5400 metres. Voice/ hines
greater than“5400 metre@@possible using amplifiers. Unfortunatelyithese amfplyffers
boost only the lowerg&equencies required for voice, hence ADSL 1s not@®urrently
available in many‘@ote rural areas. Even when distances are short a Ger copper
runs directly in O&e exchange problems can occur as a consequence é‘hterference.
In general p@Slines within a building and out to the street are \Qielded against
interferepec) this interference is rarely significant enough that Qg&ection cannot be
establis&( however it often reduces the speed of such connec&r{s.
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®
So ho \Noes ADSL transfer data ) Q
Voice @ chanfiels

between ™i ADSL modem and the local  (0.4kHz) (247 chann¥s, cachkHz wide)

telephone exchange? Using a modulation

N

standard known as Discrete MultiTone f .
(DMT). DMT operates using frequencies ||"|"l|"|"|"|"|"""""""""""""
from about 8kHz to around 1.5MHz. Fig 3.89
This bandwidth is split into some 247 ADSL splits higher frequenciesinto
indiyidual 4kHz wide channels as shown 247 channels, each 4kHz wide.
1 3.89. Each channel is modulated using QAM. T’°s.task is to specify the

nnels that are used for actual data transfer. If interléqr ¢@\is present on a particular

4kHz channel then DMT will shut down that cha afid assign a new channel. This

"~ channel switching occurs in real time and is cofgpletely transparent to the user. In a C
é()‘ sense ADSL is like having 247 dial-up m@ogmé all working together, each modem 6()’
%) using QAM and DMT ensuring they all & together efficiently. The ADSL modem

9 and the DSL hardware at the teleph exchange communicate to agree on the Q
§ channels currently being used. §

At the local telephone exchang the copper wires from the neighbourhood are
connected to a splitter (se€ FRN3.90). This splitter directs the 0-4kHz frequencif:@‘

the normal telephone-fict and the higher ADSL frequencies to a DSL A
Multiplexor (DSLAMY. (D) DSLAM
(see Fig 3.90) peri@ all the DMT
negotiations witl‘f\' dividual ADSL
modems<and disrS data to and from e il W anlRSSEREGES BRI |
ISPs, where,@ads onto the Internet.

The ter iplexor simply refers to

the DSDAM’s task of combining
multiple signals from customers onto
a single line and extracting individual
customer signals from this single line.

Im 'miost ADSL systems the lower b N
bandwidth ADSL channels are used Fig3.90

for @pstream data (from modem to A splitter((lgft) and DSLAM (right).
e&nge) and higher frequency channels are used for nstream data (exchange to

(Qnodem). Some channels are able to transfer data @Q\both directions. ADSL is one
Q" example of a DSL technology, the A stands forG@ metrical, meaning transmitting
,(’ and receiving occur at different speeds.

O 2\ Q0 O
@6 W GROUP TASK Reséarch @ @é

Research, using-the Interneé,'@e upstream and downstream speeds that

§‘ are achieved usiAg curre SL connections. §
| y . )Y
'@‘\‘ Consider the follsyyin
S g Y &
@,
O

=

When fifst’installing anQeDSL connection it is necessary to
install one or more lgd-pass (LP) filters. Sometimes a single
filter is installed ¢ the phone line enters the premises. In
this case a ied technician is required to install a
dedicated line from the LP filter to the location of the
ADSL @m In other cases, the user installs a separate LP
filter, lik€ the one shown in Fig 3.91, between each
telephone and wall socket.

Fig 3.91
Inline LP filter.
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GROUP TASK Discussion \ %
m What is the function of an LP filter? Describe how the two LP filter

installation methods described above achieve the same outcome?

Cable modems
Approx 1.6MHz 6MHz wide
wide upstream ( downstream

ch@el channel
& [

Cable modems connect to the Internet via

cogNal cables; usually the same cable that J

tfQsmits cable TV stations. Fig 3.92
escribes how the bandwidth within the

cable is split into channels. A single 6MHz 4@& }
bandwidth channel is used for downstream ( C; ¢ Gu? 88-860MHz
data — 6MHz is the width of a single cabl 6 Fig 3.92

TV station. This 6MHz wide channe Cable modems share a bandwidth of 6MHz

assigned within the range 88 t
megahertz. A narrower bandwidt

downstream and a lower bandwidth upstream.

nnel is used for upstream; commonly 1.6MHz

wide however various other

3.2MHz. The upstream chﬁgis assigned within the range 5 to 42 megahertz.
particular frequencies u@r r both channels are determined by the cable ]6@1 t
provider and cannpt'be a¥ered by individual users.

The bandwidfhwse a cable system is significantly larger than that use@)?ADSL.
Therefote; One w@&d assume the rate of data transfer would be much la'&r. In reality
cable connech@s achieve speeds similar to ADSL connections; W@'ls this? Cable
connectiq shared amongst multiple users. A single 6MH nstream channel
is likel e shared by hundreds of users. In a sense all the modems sharing a
particular channel form a local area network. Every cable modem within the network
receives all messages; they just ignore messages addressed to other modems.
Consequently when only a few users are downloading then higher speeds are possible
than, when many users are downloading. Clearly the same situation occurs when
uploading. This is why cable Internet companies include §tateéments within their
conditions stating that speeds quoted are not guaranteed.

& %y 0
f(&"?‘\! Consider the following 703

\q‘* 4.) @.

Cable modems connect using coaxial cable Whil(%)SL systems use standard copper
telephone wires. Coaxial cable is shielded t(b&:c’lude outside interference and also to

ensure the integrity of the signal. .{\®
GROUP TASK Discusgidyr v

mn ADSL uses, DMT and y small bandwidth channels, whilst cable uses
QAM,and two relati large bandwidth channels. Discuss reasons far
these difference@erms of the transmission media used by each'system

Currently_both ADSL @\éable Internet providers reduce speeds ‘when an@g\rged

download limit has h&@n exceeded. For cable connections only the upstreap{speed is
reduced whilst up and downstream speeds are reduced for xRedt ADSL

connections. \\‘\:0' R Q‘\;O'
\{&QOUP TASK Discussion Jo%
k/ How can ADSL and cable Internet providers alter 1@5’? And why don’t
s? Di

cable Internet providers reduce downstream speed SCUSS.

\

4

widths are supported ranging from 200kHz tg §
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A
. rouggdC &
Routers specialise in directing messages over the most efficient path to their
destination. Today the large majority of routers operate at the network layer of the
OSI model using the IP protocol. Therefore routing decisions are based on each
datagram’s destination [P address. Routers usually include the functionality of a
gateway. They are able to communicate with L T
networks that use different protocols and even g \ = - \ =
cm@.letely different methods and media for “%\ ﬁ%\ / %
ctfimunication. Many routers also include a g | =
ériety of different security features. They are =
able to block messages based on the sender’s IP
address, block access to specific web site%ﬂ )=

even restrict communication to certain

level protocols. Q gg\

Home or small business routers con a single —%/.

<
g

Q@

LAN to the Internet. For thes stems the = Fig 3.93 §
decision is relatively simplé ither the IP Routers forward messages over the %

datagram is addressed te 1 node or it is
not. Local datagram$. a€ peft alone whilst all Q
others are sent, ot QAhe Internet. The routing table maintained by these gQufers is
relatively spialh and@tely changes. Home and small business routers argdQdmmonly
integratéd devic@t at commonly include a router, an Ethernet switpR¥and also a
wireless acc oint — these integrated devices are what the gb' al public call
routers.

N\ )

Routersgﬁ on the larger Internet connect to many other ro&s. For these routers
deciding on the best path for each IP datagram is considerably more complex. Such
routers communicate with other adjoining routers to continually update their internal
routing table. The routing table is examined to determine the most efficient route for
each\[P datagram. However, should any connections within the muost efficient path fail
then routers automatically direct the message over an alternate path. On larger wide
area networks, and in particular the Internet, thousands of routers work together to
p essages to their final destination.

most efficient path and can alter thisQ
path as needed.

&
S

o
*
k@‘ Consider the following O®
>

<)

Earlier in this chapter we discussed ‘the oper&ﬁ of the Internet Protocol (IP). During
our discussion we learnt that each 1P ad@d is composed of a network ID and a host
ID. Routers use the netwofk JD ‘as thqqaMs for directing IP datagrams. Network IDs
effectively splits the Infernet into rarchy of sub-networks or subnets. You ma§
have heard the term‘subnet mas seen this setting on your own computer. Subnet
masks when combined with &addresses enabled the network ID (and alse ‘the h
ID) within doMP address O\e determined. Routers perform this process-on
destinatton- IP address i(jvery datagram to determine the datagrams next h@ he
Network IDs and su masks are stored in the router’s internal routing ta

A routing table i entially a table that includes records for each N, tk ID the
router knows t. Each record includes a field for the network’ dresses, the
networks s t mask, the gateway IP address and a metric fiel@Ihe network IP
address?%subnet mask are compared with the destinatiowéaddress within the
current dafagram. If the destination IP address is determined to B¢ part of that network
then the datagram is sent on the interface with the corresponding ‘gateway IP address.
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ave multiple IP addresses, one for each gateway.

All rout@l @1
an inter connecting to another router. The metric field is usdd to rafik records that
correspond to the same network ID — higher ranked records being used first.

QC)V X -
3\}(5\\0 S
N 2

gateway provides

it

GROUP TASK Practical Activity
On a Windows machine open a command prompt (type cmd at the run
command on the start menu) and type the command ROUTE PRINT.
This causes the current routing table to be displayed. Identify each of the
fields mentioned above. O

(723

A4

GROUP TASK Practical Activity ~Q%

On a Windows machine open a comrﬁgcf?d prompt (type cmd at the run
command on the start menu) an &.the command TRACERT followed
by a web address, e.g. TRACE .microsoft.com. This causes a table
showing each hop in a data @13 journey to be displayed. Determine and
describe the significancu&h’e fields and records displayed.

SERVERS

general operation of\ch
we briefly consider s@ne of the more common services performed by se
that this_ section ’\Qlcluded under the general heading of “Networlkg

servers ate-ofter/@istinct computers designed with hardware suited tggservices they
provide, ho \é are. On large
network dg@c'ated servers are common whilst on smaller netv%s]y& server may well

s‘

what makes them servers is actually the installe

perform Wdny tasks including the execution of end-user applicaféns.

Most servers run a network operating system (NOS) to manage user access to the
services the server provides. We discuss features of network operating systems in the
next section. Most network operating systems include file server and print server
fusletionality as these are the core services that require user authentication and user

access rights.

T are numerous different services that servers (pr:
ifdHides file servers, print servers, database seryers,” ¥l servers, web servers and
toxy servers. In this section we restrict our discuss@r

()O these services. ()O

c) .
@6

§.Q

File Servers

A file server manages storage aiid retrie,

response to client requests: ko) hardwageXerms dedicated file servers do not require
extremely fast processors, the&@

00

secondary storage and.a sufficie ast connection to the network.

ide. Examples of servers

to a brief overview of each of

of files and also application software in

requirement being large amounts of fagt

The ability of a gysten to

Commonly file ‘servers iw multiple Eault Tolerance S
hard disks \ connected er into an % OQ
& e

array —CRAID  (Rediadant  Array of continue operating despite
Independent  Disks QWUsers are  often failure of one or more =¥ Its
unaware that m e disks are being components. )

used. RAID L@' different combinations Q°

of striping irroring to both improve data access speeds and ® to improve the
fault to

¢ of the system. Striping stores single files acro?umber of physical
disks and¥mirroring stores the same data on more than one
systéms it is possible to replace faulty drives without halting, the system — this is

sk. On larger RAID

Information Processes and Technology — The HSC Course
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Servers provide specifi€ r@ng services to other nodes (clients). We discusse@%
&yserver architectures earlier in this chapter. In this €e} ton
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known {ps'wapping. To further improve fault tolerance m, Tler servers include

various OMer redundant components including extra power supMies, cooling fans and
in some cases the complete server is replicated.

File servers must be able to process multiple file access requests from many users.
Consequently the network connection to a file server often operates at a higher speed
than for other workstation nodes. For each client request the file server, in
combination with the NOS, checks the user’s access rights or permissions before
retrigving the file. The file server in combination with the NOS ensures the file is
rtﬁved and transmitted according to the user’s assigm&cess rights.

*

oé\ GROUP TASK Discussion O
9 MR" No doubt your school has one or o?e’file servers. Determine the (
60 hardware specifications of these &ehines. Do these machines include any 6(’

redundant components? Dis

R R, Q
§ Print Servers § §
| A print server controls access\®Wone or more printers for many clients. The prin

server receives all print reg % and places them into an ordered print queue. As @
printer completes jobis t job in the print queue is progressively sentAdY
printer. Most prinfseryers’allow the order or priority of jobs to be changed they
also allow jobs\to, elled. When sharing smaller printers connected ,d@aetly to a
workstation: the t server is a software service included within,g;é operating
system. Il lar& etworks a dedicated printer server is used.

W
Dedicate&kk t servers include more advanced functional@@amples of such

function includes:

« Ability to prioritise users based on their username. Jobs from higher priority users
are placed higher in the print queue.

« Broadcast printing where a single job is printed on many printers.

« (Fault tolerance or fall over protection where jobs that fail.to print on one printer are
automatically directed to some other printer.

. balancing where print jobs are spread evenly acro@any printers.
(Q‘ Reservation systems where a user can resegve@ p@? with specific capabilities.

G~ - Ability to reprint documents withoutthe neeQy¥or the client to resubmit the job. C
6()’ This is particularly useful in commercial ifonments when a printer jams or has 6()’
some technical problem. <

Q « Adding banner pages to(print jobs. %ers are like cover pages — they commonly .Q
ime the job was started. Banners are useful fet

include the username(file name
high volume systems where rmining where one job ends and another ’starts
would otherwisé’be difficu

« Support~for different @ﬁg systems and printing protocols. Fhe printg{@%’

converts client jobs & different operating systems so they will prifit co&t y on

a single printer. , .
glep ‘\§O ‘\§0
@'JP TASK Discussion \)0'
mn 5& doubt your school has many printers in differen&lg;@bns throughout
Q:, the school and most users only have access to speci inters. Discuss
how printers in your school are shared.
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Databa Sk%ers
& &

Database servers run database management system (DBMS) ware. We discussed
the role DBMSs in some detail in chapter 2. Briefly a database server executes SQL
statements on behalf of client applications. This can involve retrieving records,
performing record updates, deletions and additions. The DBMS provides the
connection to the database and ensures the rules defined for the database are
maintained. For example ensuring relationships are maintained and performing data

Vali\$1tion prior to records being stored. 0
I\fﬁi Servers ’b"

e discussed the detailed operation of email earimd inlthis chapter. Email uses two
different application/presentation layer protocoﬁ) MTP and either POP or IMAP.
These protocols run on SMTP, POP and I servers. It is not unusual for all three
protocols to run on a single server machi@

ft

Email client applications, such as Mi Outlook, must be able to communicate

using these protocols. SMTP (Wil Transfer Protocol) is used to send email

messages from an email SMTR$Yent application to an SMTP server. Emails are

received by an email client @ication from a POP (Post Office Protocol) server
s

IMAP (Internet Message@ Protocol) server. Q
Web Servers O

We discussed the tion of web servers when discussing the HTTP.p ol earlier
in this chapter. entially a web server provides services to web sers — they
retrieve web s and transmit them back to the requesting client TOWSeT.

Web se must also include services that allow web pages@ke uploaded, edited
and delet¥d. Such services require users to first be authenticat¥d by the web server.
Many web servers, particularly those operated by ISPs, host many different web sites.
These servers require high speed links to the Internet together with fast access to the
files they host.

Praxy Servers

A proxy server sits between clients and real servers. Theproxy server tries to perform

t quest itself without bothering the real seryer yssence the proxy server

orms requests on behalf of a server. This relieve ssure on the real server and

Iso reduces the amount of data that needs(to nsmitted and received. Proxy

servers speed up access times when thegsame r&ues‘[ is made by many clients. The
proxy server keeps a record of recent requestbﬁ:d responses within its large cache.

Perhaps the most common type ofjprox er are those that operate between client
browsers and web servers.(The’proxy r receives all web requests from all clients.
If the files are found im“the proxy er’s cache then there is no need to retrieve it
from the original refete web se¥r. Proxy servers that operate between clients\and
the Internet are, alS0 gateways they provide connectivity between the LAN\And t
Internet. Thése' proxy se are also used to censor and filter web \cOntent
examplemany proxy skgyers can be set to block access to particular web&cﬂs or

restrict access twular websites. Most proxy servers can also ﬁlteb@coming

pages to remove p¥dgraphy and other undesirable content. r&

WP TASK Discussion \\)u'
m%k Is likely that Internet access at your school is via a Q@’server — either

v within the school or operated by the school system.%;termine if this is
the case and describe the processes this server performs.
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N ETV@K SOFTWARE &

Network software includes the Network Operating System (NOS) and also network
based applications such as those running on the various servers within the network.
Most operating systems include network capabilities, however a NOS has many more
advanced network management and security features. Network operating systems
allow networks to be centrally controlled by network administrators. The ability to
centrally control networks improves the security and efficiency of access to the
nwrk’s various resources. Furthermore it greatly sin}%’&es thetasks performed by

ork administrators.

*

O&n this section we restrict our discussion to an mg? w of network operating systems

)

and some of the common tasks performed by r@ tk administrators.

NETWORK OPERATING SYSTEM (

Network operating systems operate at e.Qetwork and above layers of the OSI model.
The NOS is installed on one or m@R® servers where it provides various services to
secure and support the network’ ources and users — one vital NOS service being

the authentication of usersx@ased on their user names and passwords. Onc%

authenticated the NOS ptro he user with access to the network’s resources

on their pre-assigned\pr{vij€ges and profiles. Network resources include a Va@y of
hardware and seftwarsuch as servers, workstations, printers, applications, @ectories
and files, A\profil ’@nmonly includes details of the desktop configuratipgdtanguage,
colours,\fonts, J@dilable applications, start menu items and [o@Qn of user
documenti@)eges define the services, directories and files a u&orkstation)
can accg ether with details of how these resources can %& — including file

access ts or permissions. Other servers on the netwof trust the NOS to
authenticate users, hence a single login is required.

The NOS allows network administrators to create policies. A policy is used to assign
particular resources to groups of users and/or groups of workstations (or clients) with
cetiunon needs. For example in Windows Server 2003 group policies are created that
inClude profile and privilege details common to groups of users or workstations. Users
in a.sales department all use similar applications and-sef{ings hence the same group
can be assigned to all users in the sales depart . Similarly a group policy
workstations in one area may all connect to\a part
Internet via a particular gateway. Policics 18@
performed by network administrators} g

GROUP TASKResearc
mn Using the Internet, or ot
operatingsystems in
to share resources&s

N

(@an be created for groups of client machine&v workstations), for example
r

printer and may connect to the
simplify the administrative tasks

Q.
\%4

jise, find examples of different network
on use. Research the techniques and tools used
g each of theses NOSs.

laN
N R
NETWORK ADMINILTRATION TASKS O

Network administl;a@are the personnel responsible for the ongoing mai@ance of
network hardwa;?nd software. This includes installation and co&uration of
switches, ro nd other active hardware devices. However on @. -to-day basis
Wistrators spend much of their time providing s rt to new and
s. This includes configuring new workstations (gcits) and controlling
and moniforing access to network resources as needs change.
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Maintai@(gLAN is a complex and specialised task perﬂ@éq by professional
g

network

ministrators. In IPT we can only hope to grasp a goderal ‘eVerview of the

processes performed by a network administrator. The detail of how each task is
accomplished will be different depending on the NOS used. Therefore we restrict our
discussion to an overview of some of the more common network administration tasks.

Adding/Removing Users

Each new user has an individual account created that includes their username and
pasgyord together with details of any assigned policies@d privileges. Obviously a
u@r s account is removed or made inactive when a userQTemaved.

he policies and privileges assigned to a user m mherited

)

groups. For example a new salesma

from other existing

group policies. Commonly a new user will requi cess to similar network resources

quires the same access as existing

as other groups of existing users, hence tWUSer is added to one or more existing

salespersons. Therefore they are adde che “Sales Group”; as
new user has access to the same set
When adding a new user they ar
changed when they first log-on

e network.

If the network is configur h that users can logon at a number of worksta

a consequence the

twork resources as the existing salespersons.
monly given a standard password that must be

»

then their individual\prqfilg-is configured to be stored on a server. During logogtthe
user is first authentic and then their individual profile is copied from thgesgrver to

the local waorKkstat] hen they logoff any profile changes, such
are writtef.bac e server.

AN

as dew settings,

©

&‘@Z{OUP TASK Research Jo%
k Microsoft Windows Server NOSs use domains, dor@}controllers and
g of

active directories. Research and discuss the meanin
briefly explain the purpose of each.

AN
\V

these terms and

Assigning printers

Printers can be assigned to specific workstations or to specificusers. As printers are

physical devices that are installed in specific locations it\@ften makes sense to assign

prilyrs to workstations rather than users. This meahs Qyers will have access to a
ihter that is physically close to the workstation wheie @Ry are currently logged on.

Q) 'Assigning file access rights Q)
G File access rights are also known as permissi s({)n many systems file access rights
O g P ) y 8y g
6 are a type of privilege. File access rights d ine the processes

a user can perform

on a file or directory at the file(level. O@st systems the access rights applied to a
¥

directory also apply to any(Tiles or sub
Commonly groups of users that pe similar tasks require simil

tories contained within that directory.

ar file access rights,

which can form pdthof an assrggtd group policy. The majority of users willalso
require full acegss to a pagdeylar directory or folder where their own\\files

documents.are'stored. Q)

O
Typically-file access 1} QJ are stored by network operating systems within g{cess
control list (ACL). ACL specifies the user who owns (created) the @ ctory or
file, groups who permissions to access the file and also the access s assigned
to these usersndQtus consider typical permissions (access rights) th&@t be specified
for directoi@®> (or folders) and also for individual files. The %@113 below relate

speciﬁc@ o systems that use the NT file system (NTFS), wl@

versions of Microsoft Windows. Other operating systems will have a similar set of

permissions.

ncludes all current
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Dire@ (or folder) Permissions _| _| Q/_T ;1 ]

Full control — Users with full
control can change the permissions [T NEGEG_—_—_— L]

for the folder, take ownership of the gy Secuie | soueshae|
folder and delete any sub-folders

and files within the folder. Full — [gin oo EET
control also includes all of the T Y —— _ Bemcre |
\)permissions below. O
fb' Modify — Users can delete the fb'
0& folder and also perform processes _ '6\ \
@) permitted by write and read and Q™ G sl e C
execute permissions. ‘3;"':’“" E E 60’
Read and Execute — Users ca Fieat L Enecule B 0O <
navigate through the folder to re & S E E Q
other folders and files. In Wil = |
read permission and lrs lder
contents permission. T ol o o pamet i ,~%
List folder contents & € names e
of sub-folders an es within the ok | Cawe | gg\
folder. X Fig3od QO
Read.\ Us&an see the name of Setting NTFSfolder per niQiens.
sub- fol@ nd files and view who
owns older. Furthermore users can view all the permissias assigned to the
fo@ut cannot alter these permissions. Users can alsg 8w attributes of the
fol®r such as read-only, hidden, archive and system attribYtes.
Write — Users can create new files and sub-folders within the folder. They can
change attributes of the folder. Users with write access can view, but not modify
folder ownership and permissions.
«‘(File Permissions
Full control — Users with full control can change~the permissions for the file,
> take ownership of the file. Full control alse in: s all of the permissions
(Q‘ below .
@) «  Modify — Alter and delete the file and, also &&m processes permitted by write
) and read and execute permissions: h ()g
Read and Execute — Users can run §§utable files and also read permission @6

processes. g Q
Read — Open and\display 1le. Furthermore users can view all the *
permissions assigned to the but cannot alter these permissions. Users edn

also view attsibutes of th;W

Write ~Overwrite the ?

ith a new version. They can change attributes of @
file,"Users with

ccess can view, but not modify file ownersl@

ermissions.
P AN AN
GR TASK Research \\V
mm rrent operating systems include some form of “file "
termine the file system used by your school or hom puter S
Q;&operatlng system. Research available access rlghts a w they are

inherited within this operating system.
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Installag software and sharing with users ?/Q(b'
Network “operating systems are able to automate the installation of software to
multiple users. This saves considerable time for network administrators, as they do
not need to manually start the installation on numerous client workstations. On large

networks where numerous software applications are being used by a wide variety of
users in different combinations the automation of software installations is essential.

Software applications can be installed on individual client workstations where they
argYvailable for use by any user that logs onto the wQskstatign. In this case the
S@Ware installs next time the computer starts. This 'sfai appropriate strategy when

e software application is widely used — such as &ord processor or email client.

00 More specialised applications can be installed fi rti¢ular users or groups of users.

6()‘ In this case the software installs when the us&@xt logs on. 6(,’
<

network. Some are avaj to all users whilst some are available to just
some users. Explain an upgrade of each of these applications could

best be deployed@&ysers. ~\

Q GROUP TASK Discussiongy N Q@
§. Think about softwar&p&t ns available for use on your school §

Q
Client installation and @Bgol assignment Qo\
Every network w&é@e a different specific set of steps for installing, clients.
Some require’ cli applications to be installed manually, others mate this
process. So works require a particular version of the opgr system be
installed ov, e network — in these cases it is common for the ork settings to
also be @gured remotely and automatically. Commonly th ork administrator
or a techifician performs these installation steps. Typical steps required to install a

new client onto a network include:

1. Ensure the new machine has a compatible NIC (network interface card) installed
that supports the data link and physical layer protocols used by the LAN. In most
eases new NICs are able to automatically sense the corregt-speed and protocols
being used.

2. Nnsure the operating system on the client is compatibl@with the NOS. Most LANs
ow use TCP/IP therefore it will be necessary-tQ @‘tain IP addresses and other
parameters needed to configure the connection

3. Physically connect the NIC to the network(y?mg a patch cable. Today this is

6()’ usually a UTP path cable that conngeets t existing network point on the wall. If 6()’

the point has not been used then the ne k

Q administrator may need (fo\instal &Jatch

§ cable at the other.end to c ete the
connection fromy patch panel t itch.

4. The network, administrataf\needs to create X A
the machine within the& and assignany . - P OQ
u

profiles = which ma(i} de software to be ... o o=
installed. If a neyeNIser will use the client i
. . Lanae G & &
then they too s@equlre a user account. e QO e
5. After booti the client machine it is Fig 3?@’
necessa enter a legitimate username and VU "dows Server logon screen.

pass . A domain or server is also specified. This is to determine the
locativh of the server used to authenticate the user name and\assword.

Information Processes and Technology — The HSC Course


http:// www.pedc.com.au
http://www.pedc.com.au
http://www.pedc.com.au

§.Q

Oxre )
o~ \

*

O)
% Communicati tems 353
o “&
N >
> <

HSC style question:

*

Jack is the network administrator for a company that employs some 50 staff. Each
staff member has their own computer connected to the company’s LAN. Each staff
meer has Internet and email access via the company’s }Qyb andymail servers.

o
K

" w

(c)

What is a server, and in particular, what ar@h@functions of web and mail
servers? Q)

One of Jack’s tasks is to assign file acce&ights to users. What does this task
involve? Discuss.

A number of staff are experienci %oor performance when using the LAN.

this hub the data collision li virtually always on.

Jack discovers that all these usgf®dre directly connected to a single hub and on §Q

Identify the network topoleg8y used for this part of the LAN and discuss possibl

reasons the data colli%@ ght is virtually always on. OQ
Suggested Solution
(a) A servenisru a machine on a network that is dedicated to p ing a
specific-taskx W Owever what makes these machines servers is the are they
exeelite &ce any machine can be a server. Servers respon. @équests from
multi lents. They specialise in performing specific tasks @aservices.
A server responds to requests for web pages fro *ents (usually web

>
QOQb)

(©)

browsers). The web server retrieves the requested page and transmits it back to
the client (usually over the Internet using HTTP and TCP/IP).

Mail servers store email for each account and are used to set-up these accounts.
Mail servers store incoming mail into each user’s mail box. The post office
protocol (POP) is used by email clients to retrieve mail' ¢rom mail servers. The
Simple Mail Transport Protocol (SMTP) is used to-send mail to mail servers and

D) between mail servers. The SMTP mail server éheQs the email address of all

outgoing mail and directs it to the appropriate.r e@ing mail server on the net.

To assign file access rights requires that ea@r be assigned a user name and
password. The user name can bg group€d according to access required by
different groups of users. Users “or %§5§s of users are then given rights to
particular directories. These\rights @\ d allow them to merely read files or to

create, modify and/op-delete files

in the directories they can access. Q
As the users are ¢onnected ub a physical star topology and a logical bus §

topology is being used. As§? consequence all nodes connected to the hub\ate
sharing theysame commpgs\cation channel. %
R

Becaus€ collisionsafOd curring it appears that CSMA/CD is bemg us
meahs that two sgﬂore nodes can transmit at the same time ‘resulti the
collisions indgyted by the collision light. Reasons for so man llisions
include expg¥ive network traffic, which could be caused by a intensive

applicatgq?%particularly one transferring video, image or W many nodes.

Perha: e hub itself is faulty or one node’s NIC has a t such that it is
co@lually trying to send.
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Which device converts data from a computer 6. Which network device has at least two IP

into a form suitable for transmission across a addresses?

LAN? (A) Switch

(A) NIC (B) NIC

(B) Repeater (C) Router

(C) Switch (D) WAP

o) Rertsr 7. A server that operates between clients and

2. 0\/ hich device extends the range of real serv called ‘a:

transmission media? (A) mailderver.
&’ (A) Modem (B) @iy Server.
D) (B) Repeater web'server.

(C) Bridge file server.

D) Gat
(D) Gateway A server running SMTP, POP and IMAP is

3. Routers direct messages based on which of < probably a:
the following? ,Q (A) mail server.
(A) Gateway Addresses (B) web server.
(B) Collision Domains (C) file server.
(C) MAC Addresses (D) proxy server.

3
D) IP Add * q i i %
D) [ESSES Q% 9.  File access rights in many NOSs are kn(@
g) er:

4. Redundant componefits as:
(A) cause duplicate*da (A) permissions. O
(B) reducevfaultto ce. (B) policies. Q
(C) imprave fa& erance. (C) profiles. ;\'\O
(D) \afigrease d@a access speeds. (D) privileges. (b'

5. A central‘@' that repeats messages to all 10. Policies are used by n % administrators:
attac es is called a: (A) to simplify g Q
(A) ater. (B) to assign th e rights to many users.
(B) switch. (C) to assign the same services to many
(C) router. clients.
(D) hub. (D) All of the above.

1 \Qutline the processes performed by each of the following devices.

(a) NIC (d) Bridge (g) WAP
(b) Repeater (e) Switch (h) Modem
0:) Hub (f) Gateway 0 (i) Router

&p Outline the services provided by each of the following\ ®{b'

(a) File server (c) Database setyver
(b) Print server (d) Mail sexyer ()

13. A device marketed as an “ADSL Modeni™also i s four Ethernet ports and a wireless
antenna. Identify and briefly describe the devi tegrated within this “ADSL Modem”.

(e) Web server
(f) Proxy server

14. Outline the steps performed-by 3 nctwork @nistrator to complete the following tasks.
(a) Add anew user. *
(b) Install a new cliefit machine.

\
15. A home networkineludes three with Ethernet NICS, a laptop with an 802.11 wireless A\

interface, an\Etheérnet switch. P and an ADSL modem.
(a) Constract a diagram ¢ in how these components would best be connected,
(b) Idéntify and describ§thp processes occurring, and the software and hardwag€ used as (e)

laptop browses theyeb. Q
S P
0’0‘ (4
>
N\
%
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W
ISSU LATED TO COMMUNICATION SY ﬁ(ﬁs

Throughout much of this chapter we have concentrated on the technical detail of how
data is transferred; in this section we are concerned with the sharing of information
and knowledge. After all this is the central purpose of all communication systems.

When communication is face-to-face one’s physical appearance, cultural background,
gender and physical location are all on display. These factors greatly influence the
communication that takes place. When communicating electronically such factors
remdin largely unknown. In cyberspace relationshipsadan b¢) built on common

il.%'rests and needs. Information and knowledge is s a@'d between people who may
ever physically meet. People who would not (or dwnot) normally communicate
face-to-face can freely express and share theirddeas-dand knowledge online. These

people are free to converse without prejudic%ﬁ}rwever all is not perfect, this freedom
can easily be abused by the unscrupulous. QO

Electronic communication systems, an. f&)articular the Internet, allow information to
be shared quickly and relatively mously. The identity of the author can be
hidden or obscured which maks difficult for readers to verify the source and
quality of the information. Ug\erupulous persons are able to masquerade as trust

others in order to fraudul@ obtain personal information such as credit caréQ’

banking details. O Q

Most people pres@ their email messages to be private; in reali etwork
e

administrators’ an

users. Such

rs with suitable access rights are able to View;\' monitor

er relationships are often legitimate, however as g\Wfe case with all

emails. Those i;%ntrol of networks are able to restrict and monitor activities of

such relgt ips power can be abused.

The Internet has removed national and international boundaties. We are free to
communicate and trade internationally. Individual governments have little control
over international trade and furthermore enforcing international laws is expensive and
often ineffective in cyberspace. For example sending spam (mass electronic junk
mail) is illegal within Australia, however Australian law has>he' control over spam
sent from off shore locations.

To@
Qs
O(&

INTERNET FRAUD O

ver all possible issues arising when using communi@iion systems is clearly not
ible. Rather in this section we describe genetral arfQ¥ for further discussion and

- . . 4 * . .
en outline some current and emerging trends\ifi'co nication.

Fraud is a criminal offence in virtually a é)untrles, however Internet fraud when
detected rarely results in a coftviction. d involves some kind of deception that

includes false statements that intentiq
Unfortunately fraudulefits activity
e-crime. Examples,of Internet fr

ly*aims to cause another person to suffer loss.
g the Internet is the most common form-gf
include:

Some spanivmessages tr@ convince users to purchase goods at discount pric@
Users then enter theg ing or credit card details, which are laterused N
fraudalent withdr@ or purchases. In most cases prices that are*“too %) o be
true” probably e\@ . \0

Identity thef@y$’a form of fraud where someone assumes the idegétfé%‘of someone

nly the criminal obtains various personal details the person so
can convince organisations that they are that peysqf¥ This enables the
crin¥pal to take out loans, purchase goods and withdraw m%ey from the person’s
bank accounts. Identity fraud even when discovered can have long term
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GROUP TASK Research Q7
6()‘ m Using the Internet, or otherwise, arch particular examples of Internet
<

GROUP TASK Digddssion
Many Internet fragsd scams involve banks and other financial institutions. \\

\‘ *
POWER AND CQEPTROL O

users whos

Those who cg access to information are placed in a position
censore@ the activities of users can also be monitore

Oxre o
OQ

*

con@\(g{ces as the person must restore their reputatio@\l many different
orgaMSations.

Phishing is a form of spam where the email contains a message that purports to be
from a trusted source. One common phishing scam uses mass emails purporting
to be from a particular organisation and asking recipients to update their details
by clicking on a hyperlink. The hyperlink takes them to a site masquerading as
the real organisation’s login screen. The fraudulent screen collects the user name
nd password and then forwards the user to the real sie. Often users are unaware
\iley are a victim of a scam as the criminals do not @the log in details for some

fraud. For each example deter,
convicted. &

it the perpetrators where actually

Despite this f i rare for such organisations to publicly disclose theOQ
extent'of's raudulent activities. Discuss.
O\

@ wer over the
e restricted and
ften users do not

ess they control. Not only can access to informati

understand the extent to which their online activities can be monitored. Some issues to
consider include:

&0
&

Parents install Internet filtering software to restrict their children’s access to
pornography and other inappropriate online information. Essentially parents are
acting as censors for their children.

Employers are able to monitor or even remotely~watch and listen into their
Omployee’s online sessions and telephone calls, FrolRYhe employer’s perspective
hey are legitimately monitoring the quality of seg&' provided. Many employees

feel such systems imply a lack of trust and infri lfpon their right to privacy.

Email messages, unless securely encrypted,Coan be freely read by anyone with
administrator rights to a mail setver t ch which the messages pass. Many

businesses claim they have aight to @W messages sent and received on behalf

of their company. Howeveb there axeXlany cases where this has occurred without
the knowledge of the.employees,

Backup copies ef miessages web sites can and are stored for extended perioeds
of time. Deleting a messag@\from an email client or a file from a web servefis n
sufficient)Server archigg®have been used during investigations and‘have 1

prosecutions.

Organisations, i ing most schools, restrict and censor Internet accesQalowing
only “approve¥Qweb sites and applications. In theory legitimate reg exist and
in most 1 es new sites and applications can be added to pproved list
upon app@dation. In practice many users find such controls g&essive and react
wit pts to circumvent such restrictions. Q/

&
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GROUP TASK Discussion <
Consider restrictions placed on Internet access at your school, work or

home. Do these restrictions give power to those who administer and
control Internet access? Discuss.

REMOVAL OF PHYSICAL BOUNDARIES

berspace one’s physical location is of little or no gelevance. Individuals and
ogEdlisations can trade across the globe. This globalisay assmany advantages. For

G':rstance virtual communities can be created withr(ggegard to geographical location.

owever, there are also legal implications in te f\criminal activity and also in

terms of taxation law. Information can be &-?ned from international sources as g
easily as from local sources. 6 60
« It 1s difficult to determine the real Q re and location of online businesses. A QQ
single person can setup a websi appears to represent a large corporation. .
Such businesses can be setup ly and they can be dissolved just as quickly.
The legal safeguards avyail in Australia are not present in many other

countries. In general Auspan law does not apply to international transactlons

«  Virtual organisation £ ®ommunities are created as needs arise. Some ar@
on common \Areas ot{nterest to collaborate on a particular pI‘OJGC'[
relationships: P, 1pants in such organisations are largely honest a enuine,
howe€ver in cases ethical behaviour cannot practically be enfo

«  Most pe peak just one language. As a consequence we se communicate
with who speak a different language. This greatly ts our ability to
undeémnd and empathise with other cultures despite th{ femoval of physical
boundaries.

GROUP TASK Discussion
ﬂ Identify particular examples of communication systems you have used that
N traverse international boundaries. Discuss issues yowexperienced during
such communications.

I&RPERSONAL ISSUES ‘b\-)

®lectromc communication systems have chafiged way many form relationships.
Ideas delivered electronically can ofteqa~dpp less forceful and caring when C
compared to face-to-face communigation. tng face-to-face communication we 6()’
continually receive and send non‘verbal ack to confirm understanding and to QO

build relationships. Chat, teleconferenci
are an attempt to address this issue,
can restrict one’s ability'to form

nd other real time communication systems Q
ever non-verbal clues are not present, which
ingful personal relationships.

+  Online dating Sites enable ople to present a particular well thought qut\vaew 0.%
themselyes; initial per @ ontact being made via email. On the sutface p
feel they have much 1n ommon — similar background, culture, job, €tc. Hi er
when face-to- face.@qeetlngs subsequently occur people often find there @mle or
no real attract N

« Ideas an ents from amateur individuals can appear as lggNfdiate as those
from pr%sionals and large trusted organisations. On the et uninformed
indi %&ml as experts. This

mmunication.

mdlﬁx s can make their views appear as forceful and in
is diff¥Cult and rarely occurs with more traditional forms of
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Tex messages delivered via email or chat can easi X misinterpreted. It

takesWme to receive feedback and even when received it lads thevbody language,
tone of voice and facial expressions present when communicating in person.

All are equal when communicating electronically. We need not even be aware that
we are communicating with someone with a disability. For example most people
have difficulty communicating face-to-face with someone who has a profound
hearing disability. On the Internet we may not be aware of such a disability.

GROUP TASK Discussion
Many of us regularly communicate electr
never met face-to-face. Compare and

"

N

'ggiy with people we have
astsuch relationships with

more traditional face-to-face relati%nﬁnps. C
st

(%)
WORK AND EMPLOYMENT ISSUES®

Electronic communication systems ¢ changed the way many people work and ‘Q
where they complete their wor or many jobs the ability to use electronic
communication systems is. ¢ d. Communication systems have provided th

means for many people to qu\(rom home or from virtually any other location. T

can vary their work hog}'Ql d they can be contacted anywhere. This is c@@

positive for empleyers ahe clients, however too often it has led to an expec@ that
employees are alwaQQ/ailable. Q)

Workteams \be setup where team members never or rarely §h$\ically meet.

Rather t ommunicate and collaborate electronically usi mail, forums,
tele%@ncing and other electronic communication systemsc\

Tradi™6nal employment is largely based on hours worked. en employees work
from home they may well work unusual hours interspersed with other home and
personal activities. This presents problems for employers who require reassurance
that work is completed. It also presents problems for employees who must balance
their intertwined work and personal lives.

Most research indicates that those who work from home actually work longer
ours and are more productive compared to those-Wwhp travel to a specific work
ace. Some of the efficiency is due to the(tra ime saved, however the

®‘ remainder is largely due to employees haying n@e‘control and responsibility for

c) .
@6

§.Q

the work they do. Q)

+  Many employees are provided withimobyl gg)nes and laptops that mean they are
contactable in various ways 24 hours a rom almost any location. Today many
expect to speak directly mwith )peop any time of the day or at least that a

response to messages will be ma tthin an hour or so. ‘Q
encing strong competition form online retailers:
goods in a physical store and then neggtiate %

¢) retailer. Online retailers have significantly 10@

Traditional retail stores are e
Potential customers often y1
better dealNwith an o

operating Costs. OO
GRO
Do
st the nature of work for these people compared t(\ e who travel

mm \ASK Discussion OQ
QDfast th
S’ba specific workplace. PR
A%

now people who work substantially from home? C re and
<
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N N
CURRE@{Q’ND EMERGING TRENDS IN COMMUNI%@%N

Blogs

Blog is short for web log, which is essentially a journal that is made public by placing
it on the web. Individuals regularly update their blog to express their personal views
and opinions or simply to detail their day-to-day activities. Most blogs are arranged in
date order with the most recent entry at the top. It is common for people to include a
blog on their personal website — for instance, many people maintain a personal
MyJpace.com webpage. MySpace.com includes softwady toals, that automate the
crCHition of blogs.

QVikis 06\‘

A wiki is a website where users are able to fj egf add new content and edit existing
content. Apparently the term “wiki” origin Qom the Hawaiian phrase “wiki wiki”,
which means “super fast”; the implica@‘neing that the amount of content grows
rapidly due to the large number of authyes® Probably the most well-known and largest
wiki is Wikipedia; an online e@edia created and edited by members of the
public. Because the informatigms§Mthin a wiki is produced by the general public it
should never be accepted ‘o e value; rather alternative sources should be used

verify the accuracy of th}.i ation. - Q

- ) NI
K Discussion ?
isations, including some schools, have blocked ac

ia, whilst others embrace and encourage its use. Di an

< 1M Wilkd
\/ ‘%&te both sides of this issue.
RSS FedgS <

RSS is an acronym for Really Simple Syndication. Syndication is a process that has
been used by journalists and other content creators for many years. When content,
such as a news story or TV show, is syndicated it is published in many different
places. For instance, a TV show such as Neighbours is produced in Australia but is
syndicated and shown in many other countries. RSS feeds impleément this syndication
process over the Internet. The author offers some contentthey have created as an RSS
fé@}Other people can then choose to take up the autw offer of syndication and

scribe to the feed. With RSS feeds the subsc% s usually anonymous — the

A4

e subscribed to their RSS feed.

Podcasts are distributed as RSS feeds;fiowe eglany type of online content can be
distributed using this technique, including blggy, wikis, news and even updates to web
sites. The feed can contain amy combi@(m of audio, video, image and text. In
addition, feeds need not cofitain the co te content; rather a partial feed can be used
that includes links to the comple@.

To subscribe to RSS”feeds reqlites newsreader software. The newsreader-Stores
details of each )RSS feed subscribe to. The newsreader then checks e
subscribed. féed at regub rvals and downloads any updates it_deteets ‘@d@
computef.~This means the/content is sitting on your computer waiting to be\sw@ad —
there is no need to dg@atoad anything at this time, in fact the computer ce}r@fﬂine.
\quantity of
address into
1 messages. No
bscribe to an RSS

RSS feeds have me popular largely as a consequence of the excess
junk mail pe eceive. Many people are reluctant to enter their
web forms @t of fear they may receive masses of unwanted
identify1 %formation, including email addresses, is require
feed.
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GROUP TASK Research @V
RSS feeds are in many ways an extension of newsgrotfps, which have been
around as long as the Internet. Research how newsgroups work.

Podcasts

Podcasting puts users in control of what they listen to, when they listen to it, how they
listen and where they listen. Essentially a podcast is an audio RSS feed that is
autqmatically downloaded to your computer and copied to your MP3 player.

cgator

©

The term “podcast” is a play on the words iPg
player can be used, not just Apple iPods — a cast is simply a collection of MP3

software, such as Apple’s iTunes, mana and, ‘alitomates the entire

&rocess — from the user’s perspective content simply gupcars on their MP3 player.
d

broadcast, however any MP3

60 files. Podcasters are the people who create ‘radio like” audio content, often on a
< regular basis or as a series of programs. g%ically each podcast is a sequence of MP3

.Q files created over time. Commercial ¥™and other organisations are also embracing 9
podcasting as an alternative to morg§aditional information delivery systems.

i

GROUP TASK R%se;rch A
Blogs, wikiga casts are often referred to as part of “Web 2.0”. O‘Q
Researcha cuss the meaning of the term “Web 2.0”. Q

Online Radie,\FV. @\/ideo on Demand (VOD) . OQ

Online fadio an programs are streamed over the Internet and dif&yed in real

time using

a aming media player. Many traditional radio and stations now

provide t Q{Q'rograms online. Some stations provide a live digj ed, however it is

the abil

0 watch past programs that distinguishes online dfyery from traditional

broadcasts — users can watch the programs they want, when they want.

Video on demand (VOD) systems are used to distribute video content directly to users
over a communication link — much like an online video/DVD store. The aim of all
VOB systems is to provide users with high quality video immediately in real time.
Unfortunately current (2007) transmissions speeds and compression technologies are

insufficient

for this aim to be achieved. As a consequénee VOD implementations

cosromise either quality, range of titles or the immedQecy of delivery. Streaming
sytems compromise quality whilst largely achieyin th‘p'range of titles and real time

title commences at regular intervals — not\guite rg@JMime. Online VOD stores deliver a

O&ims. Cable and satellite pay TV offer a limited r%@ high quality titles where each

6()’ large range
Q

of high quality movies. Howewgmovies must be downloaded prior to

viewing — typical downloads take.inote th hour.

Q 3G mobile networks Q Q
§ The term 3G refers to third generat®® mobile communication networks. Essentially §

3G networks provide\higher da nsfer rates than older GSM and CDMA mobile

phone networks\AS a c;?nce, access to much richer content is paessible. 3%
S, @t

networks  sypport video

web browsing and virtually all  other* Int

applicatighs. Although (3¢ mobile phones are the primary devie€. used @ G
networks, it is also ¢ on to use 3G networks to connect computers to thQnternet.
Currently high spe'ei@G coverage is limited to major cities and surround,’%@reas.

Vo N

LA

O\

UP TASK Research N
@esearch current 3G network speeds, the speed requir; r high quality
VOD and predictions of future mobile network spe@;. hen will high

quality VOD be possible over mobile networks? Discuss.
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—
CHAPT, @'REVI EW

1.  Which'list contains ONLY network
hardware?
(A) SMTP server, NOS, DBMS server.
(B) UTP cables, switch, NIC.
(C) Router, proxy server, codec
(D) Ethernet, TCP/IP, HTTP.

2. Inregard to error checking, which of the

ollowing is TRUE?
(b. A) Messages containing errors are

. discarded.

Messages without errors are

acknowledged.

Messages with errors are resent.

All answers — it depends on the

protocol.

©
(D)

.

3. A 16-bit checksum is being used. For aj

error to NOT be detected what must: r?

(A) The corruption must be the\r ofa
data collision. ﬂ

(B) The sender or recgiver idcorrectly
calculated th¢chg !

(C) The message,is cortpted such that the
checksumis sg\correct.

(D) The\serde eceiver are not

Synchro

protob\

4. The al difference between the Internet
and %PSTN is:

or are using different

(A)
®)
©

(D)
S. Q& switch is called a multipoint bridge

(b'because:

it separates a network into different
segments.

it converts between two or more
protocols.

It maintains a send and receiye\channel
for each node.

it uses a physical and\logical star
topology.

Internet is packet switched, PSTN is
circuit switched.

Internet is circuit switched, PSTN is
packet switched.

Internet is connection-based, PSTN is
connectionless.

Internet is digital, PSTN is analog.

(B
©
(D)

*

3o
6.  An email includes email addresses within its
To and Bcc fields. Which of the following is
TRUE?
(A) The To recipients are unaware of any
of the other recipients.
(B) The Bcc recipients are unaware of any
of the other recipients.
(C) Recipignts in the Bec field will be
unaié of thie_Fo recipients.
(D) Rechpients in'the To field will be
ware'of the Bee recipients.
7.

SO

Ql)ent-server architecture is best described
By which of the following?

(A) A central server performs all
processing on behalf of all clients or
workstations.

A network wired as a physical star
where the central node is a server and ¢
other nodes are clients.

Clients request a service, and then tlQ
server performs the operation a O
responds back to the client.

A system where particular mes
known as servers contr(§s ss to all

(B)
©

(D)

network resources for t

8.  Networks where all %@ages are broadcast

workstations.

to all attached n tilise which topology?
(A) Logical bus tdpology.

(B) Physical bus topology.

(C) Logical star topology.

(D) Physical star topology.

9. A self-clocking codeywhere high to low and
low to high transitions represent bits is

known as:

(A) CS CD

BYCS CA

(© mchester encoding.

(% hernet.

10 e ability to stream video of different
oquality to many participants is commonly
implemented over the Internet as:
(A) multipoint multicast.
(B) multipoint unicast.
(C) single-point, unicast.
(D) single-point, multicast. 4

S
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0()

12. Outline the operation of:

O c
$

362 Chapter 3 §

11. Co

(a)
(b)
(c)
(d)
(e)
®
(8)

(b,\)‘l)

(a)
(b)
(c)
(d)
(e)
®
(8)
(h)
(i)
13.

Explain how mes

AN
»

n@nd contrast:
AC addresses with IP addresses.

ADSL and cable modems.
Checksums with CRCs.
Odd parity with even parity.
Packet switched networks with circuit switched networks.
Analog data with digital data.
Wired media with wireless media.
CSMA/CD with token passing.

Blogs and wikis. (b’

Online radio and TV with traditional radio and TVO®

609
&

Video conferences over the Internet.
Electronic mail.

EFTPOS.

Self-healing dual ring topologie
Routers.
modems *
HTTP. OQ
RSS feeds O

VOD

node is a:

used\and the

(a) hub. \6
0 ;®
Expghow digital data is encoded using:
(a) Manchester encoding.

(b) 256 QAM.

14.

15.
Source to destination over the Internet.

6000&

.QQ

<

o

OOQ\\
(\

s are transferred over Ethernet networks where a physical sta@ology is

N

Outline the processes performed by SSL, HTTP, TCP and IP as a private message passes from

A
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