In thls®pter you will learn to:
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recognise and describe atransaction

identify, describe and use a batch transaction
processing system

distinguish between the storage of collected data

o
N

*
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and the storage of processed datain a batch system .

identify, describe and use areal time transact
rocessing system

ompare and contrast batch and real time
transaction processing

analyse an existing transaction processing system

ng <bo \

to determine its strengths and weaknesses

design and implement procedures for validati
entered data

assess the work routine of aclerk in amanual

transaction system to determine its suitabilj
automation

identify participants, data/informatie

information technology for the gi pes of

transaction processing system:

describe the relationships t@en participants, .

data/informationiand-in, ation technology
the given typesof tg ion processing systems

for agcenario di atically represent

transaction ng using data flow diagrams

distingui een the different types of TPS .
storeqgigal datain databases and other filesi

ion

4

N

for

n

such aWay that it can be retrieved, modified and .

further processed
implement systems to store paper transaction:

select and apply backup and recovery proced
to protect data

document, including diagrammatical
representations, the stepsin batch processing

(b\'bbcument including diagrammatical

representations, stepsin real time transaction
processing

identify systems for which batch is appropriate and

is not appropriate

distinguish between on-line real time and bat
systems

create and use a transaction priocessing syst

describe the operation of.relevant hardw
how each is used to gollect datafor tr
processing

design and jUstify paper forms @d data for

batch/proeessing q}
design User friendly scrgaQs Tor on-line data

collection . O

identify existing ures that may provide data

for transacti ing

create u faces for on-linereal time and
batch@ ng, and distinguish between them

S .

ures
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identify situations where data warehousing and data
mining would be an advantage

assess the impact on participants involved in transaction
processing

identify jobs that have changed and/or jobs that have
been created as aresult of transaction processing, and
report on the implications of these changes for

partici pan@ the system

disc natives for when the transaction processing
sy! ¥S+i6t available and explain why they need to be
ically tested

entify security, bias and accuracy problems that could
arise from the actions of participants

recognise the significance of data quality

Which will make you more able to:

function of information technologies to a sp

apply and explain an understanding of the natur
practical situation @

explain and justify the way in which inGr'mamion
systems relate to information proc&@ in‘a specific
context

analyse and describe a syst \erms of the
information processes i
develop solutions for tified need which address

al of theinform 0Cesses

evaluate and discuss the effect of information systems
on the individual, society and the environment

demonstrate and explain ethical practicein the use of
information systems, technologies and processes

propose and justify'ways in which information systems
will meet emerging needs

justify the'seléction and use of appropriate resources
and tools T@fectively develop and manage projects

tr{@hi cal implications of selecting and using
speg{ & resources and tools, recommends and justifies
t 0ices

alyse situations, identify needs, propose and then
develop solutions

select, justify and apply methodical approachesto
planning, designing or implementing solutions

implement effective management techniques

use methods to thoroughly document thexdevelop
of individual or team projects.
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In this cl@}er you will learn about:

Characteristics of transaction processing systems

» atransaction - a series of eventsimportant to an
organisation that involve arequest, an
acknowledgement, an action and an outcome

 the components of a transaction processing system,
including:

— purpose

— «ata
0’ ormation technology

7 processes

— participants

batch transaction processing - the collection and
storage of datafor processing at a scheduled time or
when thereis sufficient data

 real time transaction processing - the immediate
processing of data

 thesignificance of data validation in transactio
processing

« the historical significance of transactjon ing
asthe first type of information syist

Types of transaction processing

» web-based CVJ
e non web-based
* on-linerealtifme

* batch

» systemsthat apﬁr‘eal time, responding asthe
transactioj r, but where the actual updating is
batch pr@ed, such as credit card transactions

Storing and retrieving in transaction processing
systems

» dtorage of digital datain databases and files

* retrieval of stored datato conduct further transaction
processing such as printing invoices
 ,Systemsto store paper records of transactions

» data backup and recovery, including:
dfather, father, son
%'off-site storage
secure on-site storage
full and partial backups
— recovery testing
— suitable media
— specialised backup software
— transaction logs
— documenting backup and recovery precedures
— mirroring
— rollback
 updating in batch systems;
— historical significance
— limitations of kateh processing

— technology, fequired OO

— steps'ii abatch update
— suitable applications (\

\
O
&

»

Q)
N
<

\

¢
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e updating in on-linereal time systems:

— relevance and impact

— technology required

— hardware requirements - large secondary storage

— software requirements — on-line database and user
friendly interface

— stepsinon-linereal time processing

— suitable applications

Other inforrygbn proeessesin transaction processing
systems

. colla@‘in transaction processing:

are'including

(} Automatic Teller Machines (ATM)

> “barcode readers

Radio Frequency Identification (RFID) Tags

— collection from forms

— screen design for on-line data collection

— web forms for transaction processing (real time and
batch)

« analysing data, in which output from transaction
processing isinput to different types of informat

systems, such as:
G

— decision support
— management information systems

— datawarehousing systems (for d ming)
— enterprise systems ’\
Issuesrelated to transaction ing systems

 changing nature of work
including:
— the automation S once performed by clerks
— shifting of workload from clerks to members of the
public
« the need for alternate procedures to deal with
transactions when the TPS is not available

* biasin data collection:
— when establishing the system and deciding what
datato collect
— when collecting data
o the imporwof datain transaction processing,
including’
=~d urity
- Integrity
aquality

e effect on participants,

&)dontrol in transaction processing and the implications it
4

QQJ

has for participantsin the system

« current and emerging trends in transaction processing
— datawarehousing and data mining
— Online Analytical Processing (OLAP) and Onpline
Transaction Processing (OLTP)

Information Processes and Technology — The HSC Course
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OPTION 1

TRANSACTION PROCESSING SYSTEMS

T‘@}sacti on processing systems are crucia to the oper@g': of¢most finance, banking
d electronic commerce organisations. Transactio tessing is primarily concerned
with maintaining data integrity. Such systems cag)&erate at the single database level,

but they also operate at higher levels wher
different systems is involved. For exam

institution to another.

So what is atransaction? A transacti 8 Transaction Q
series of events that when padPrmed A unit of work composed of

together complete some upit rk that multiple events that mustall |

is important to an orgargSBon. Each succeed or must all fail. Event§~§
transaction has two(p outcomes, perform actions that creat&,JO

either it is a compl cess or it is a and/or modify data. A

complete failure:”. AN

If atransaction i
have perfor

(many databases and even many
% ransferring funds from one financial

\cceﬁful then all the events contained within the tr@mion must
eir actions successfully. However, if one or mor ts are unable

to compl {@&ir actions then the whole transaction must fail, h&é’requires the data
the same state it was in prior to the transaction ¢ encing. This means
any events that could successfully perform their actions must be stopped. For example
when transferring funds between accounts two events must occur; one account is
debited and another credited. If the debit event fails then the credit event must be
stopped, ssmilarly if the credit event fails then the debit event must be stopped.

Managing the success or failure of transactions is an essential process performed
during transaction processing. Transaction processing @ystems include mechanisms

to bel

suring events can be completed successfully,\Dut not yet permanently.
ially the transaction processing system

requ hat each event occur and
eceives a response indicating that the actions peff are guaranteed to succeed or

have failed. If a successful response is recetved | events then the transaction as a

whole can be “committed”, meaning.&ach

permanently within the appropriate datab.

failed then
al actions.

the transaction is¢yafled b

performed the request.
on, carvinclude evgiits that perform actions on a single databhaseom

A transacti

databases orpon” a variety,
systems@abe widely d(Sty
organisations. The d

throughout

Tk

Y]

the ch )
Q>

*

s requested to store its data changes

or systems. If one or more events have <

, meaning each event is requested to abort

In response each’ event s an acknowledgement to confirm they have §

uted and in some instances they are opefated by d{if
\| of how such transactions are processed will becorq&c earer

ifferent information systems. These databaiﬁis
t

;QO

,?E)UP TASK Discussion \\)
\Brainstorm a list of typical transactions and their co@%‘nt events and
" actions. Discuss problems that may cause these trandetions to fail.
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In this @'Ib(qwe commence by examining characteristics of@] tiQr-processing
systems. Whis includes a brief examination of the history of Saction processing,
how transaction processing automates manual tasks, the components of transaction
processing systems and how such systems maximise the accuracy of data. We then
examine real time and batch transaction processing systems. In real time systems each
transaction is immediately processed online, whilst batch processing collects input
data over time and then at some later time batches of many similar transactions are
processed. Backup and recovery strategies and technologies are examined. We then

ine collection hardware and forms used for tion: The data within

rensaction processing systems is used as input to ot stems; we briefly consider

amples of such systems. Finally we discussii ated to transaction processing
systems. Q

CHARACTERISTICS OF TRANS%&'&)N PROCESSING SYSTEMS

Transaction processing is one of the
this section we examine some earl
how such systems automate an
then examine features of man
suited to automation. i

11% commercia uses of computer systems. In
ples of transaction processing to illustrate
rove upon manual transaction processing. We
ansaction processing systems that make them wel
we examine modern transaction systems — @

components and howth tain the accuracy of data.

HISTORICAL SIGI\QFICANCE OF TRANSACTION PROCESSING Q

The operations p X ed by transaction processing systems were up-u N“the 1950s
performed’sg P#y’ clerks using manual processes. Early comput e originally
developed t. ve scientific and mathematical problems for gover, t and military.
It was the 1950s that the application of computers to®§ ness and financial

records elYierged.

Prior to the 1980s it was common for complete transaction processing applications to
be developed (often in Cobol) for each individual organisation. During the 1980s
database management systems emerged to manage and control .access to databases.
Today most transaction processing systems are based on gRe*or more relational
database management systems (RDBMS) with client applications being written to
mes{ an organisation’s specific needs.

of the significant developments

processing systems are outlined |
below.

UNIVAC | (Universa Automatic §
Computer), released in 1951, was
the first commercially sproduceghN\EE==
computer to gain wide acceptaye
by the public. The UNIVA
based on_ Vacuum tubeg
the first\Eomputer to-1Q

usedAfor batch essing of Fig4.

business tran - UNIVAC | UNIVAC | the first commercially-a@Mble
was design d built by John computer used for transaction grdeessing.
Presper and John William

Mauchl eir company Eckert-Mauchly Computer Corpor was bought by
R n Rand — both Eckert and Mauchly continued rk for Remington

Rand Vafter selling the company. The UNIVAC Il and” UNIVAC I1Il were
subsequently released.

Information Processes and Technology — The HSC Course
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@@mml ng language Cobol (Common Business @(g Ll-anguage) was
ed in 1959. At the time computers were largely for“scientific and
mathematlcal calculations. Cobol, as its name suggests, was targeted directly at
business applications and is still widely used on large mini and mainframe
computers. Cobol was the first language for large scale transaction processing.
In 1964 IBM released its highly successful System/360 range of computers and
peripherals (see Fig 4.2). These general-purpose systems supported approximately
0 different peripherals and included the ability to include redundant components
improve fault tolerance. Information systems b% on>System/360 supported

+" real time input and processing from hundreds of {Qee ed'terminals.

In 1969 IBM released the first version of Cléfﬁ
(Customer Information Control Syst <
terms of transaction processing, ClI IS a
transaction processing monitor or — it
manages the processing of trangctions from
multiple clients to muItL@as This
software product has continuously
upgraded and is widely.us@s\today .

n the early 1970s by
System R”. The design
were a direct result of Ted
Codd’ s-wor odd is considered the founder
of relati database theory. At the time
System ®*Wwas viewed as a product to alow
user: directly interrogate databases. The
origina designers never intended it to become a
language that would be used from within
applications.

kn the early 1980s commercial general-purpose relational database management
systems (RDBMS) emerged. Oracle just beating IBM’s‘release of DB2. These
systems used SQL both to create relational databases ysing DDL (Data Definition

Fig4.2
IBM Systerm/360 Model 65 operator
consol attached to the CPU.

,aaanguage) statements and to view and update reIaH@,aI data using DML (Data

anipulation Language) statements. o

SQL first became an ANSI (American Natto andards Institute) standard in
1986, however most current database\syst although compliant with most of
the standard SQL syntax also inckude thel@yn non-standard extensions.

Microsoft entered the RDM-S-market @ the 1990s with its SQL Server product.
Microsoft SQL Server evolved fro Sybase DBMS; Microsoft dissolved their
partnership with Sybase-and ren their product SQL Server.

Today Oracle, A\BM’s DB2 Microsoft's SQL Server dominate the market,
however someé’open :ifcsl products such as MySQL have significant mar&%

share withiyn small to Sized organisations.

Today~ large enter such as banks, large corporations and gov&:!nent
departments U saction processing monitor (TPM) software anage
transactions a variety of databases and applications of d t types,
operated erent organisations and in different locations. on TPMs in
use incl BM’s CICS and Encina products, BEA System@¥uxedo software
and? recently Microsoft Transaction Server (MTYS). T@

enterpfise systems as they manage critical data and proc

organisation.

are an example of
across an entire

Information Processes and\I'echnology — The HSC Course
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TGROUP TASK Discussion Q/ﬂv
Initially transaction processing software was written for each specific

GROUP TASK Research
m Research and identify examples of enterprise sygtems. Determine whether
‘0@ f\‘o
S

Each event must be acknowledged as com

Oxre )
OQ

*

N N

14 L}

application. Today it is common to use standard DBMS and TPM
software and only the client applications are custom solutions. Propose
likely reasons why this has occurred.

these systems process transactions. >

UTOMATION OF MANUAL TRANSACTI ROCESSING

< Processing of manual transactions almost al§@53 oflows a strict sequence of events. é(f

before the next commences and if any Q

event fails then the entire transaction {3¥aborted. In manua systems, events are Q
performed by clerks and other p;xg@c cording to strict predefined rules. Indeed in *

large organisation’s it is common

responsible for the next_ewv

h clerk to repetitively perform just one of the

My the sequence. The strict sequence and rules of

events within each transactiQqNThe transaction is handed onto the next cler;
él

transactions make them

arly well suited to automation using computers,~Q

As a simple example s consider a manual system used within a small s@re"and
then assess the'\b of automating this system. The store is operated usband
and wife-team have time during the day to perform all sﬁl% urchasing,
stocktaking ther transactions manually. The store uses a s cash register,
which is 1aly a calculator with an attached cash drawer. T. register does
keep a t@ of all sales processed during the day. The store h@n EFTPOS terminal,
which operates as a separate system.

Sales — this transaction occurs to process each customer’ s purchases.

1
2.
3
4.
5,

6
<
()O

2.
3.

£y

8.

Stocktake — this transaction collects-data tb@méble the storeowner to calculate the
quantity of each product to purchase.
1.

Locate price on item and enter into cash register.

Repeat 1 for each product.

Calculate total.

Receive payment from customer.

DEFTPOS payment then wait for approva and harid POS receipt to customer.
nter payment amount into cash register. A

If cash payment then calculate and hand change@stomer.

Hand register receipt to customer. @)

&

%, <

%Q hese sheets specify the required number of §Q

Make a photocopy of stecktake sh
each product when fulty” stock
recording currentstock in the
Count and record number
Count ancxecord numb

e product’s supplier and also columns for

h p.roduct on shelves.

h product in storeroom. Q%
OO

Purchasiag — this transa@n produces purchase orders for each suppliet.

NoogkrwdrE

Complete Stocktak@>
Calculate numig each item to purchase and record on stocktake sl@

Create purc order for supplier. %
Work thr stocktake sheets recording each product from Clipg};.upplier.

Cal% rder total.
Rep eps 3, 4 and 5 for each supplier.

Submit all purchase orders to suppliers viafax.
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<P EROUP TASK Discussion <
m Three transactions are described above, however there are other

transactions that need to occur. Propose other likely transactions and
outline a set of possible events occurring to perform these transactions.

Notice that much of the data used by all three of the above transactions is the same. It
is the information generated by the transaction that is different. Furthermore the
oufpyt from one transaction is used as data for another tragsaction. For example each
s& transaction reduces the amount of stock, and each @ptktaketransaction produces

e data required for purchasing. Such observatio ake'this system well suited to

automation. The flow of data and informationﬁ ing and leaving each of these Q
transactions is modelled on the data flow d'egB in Fig 4.3. Note that each of the O
transactions is represented as a process as are composed of events that process @6
data in some way. Each of these transag§®ns could be expanded into a lower level

Number of product on

DFD or a step-by-step description th ils their component events. §Q

Products ct shelves and in storeroom | Stocktake

in store=) ype Sheets
P
\ Product Type, Supplien

. o Product Fully stocked nu \
Customeys (§ Num?r(]erstc())r; 51 d
Qbayment Details

Suppliers

Reg{éet Receipt Details
Fig 4.3

Data flow diagram modeling the flow of data between a store’s manual transactions.

Thestocktake sheets perform many of the tasks performed by a database, hence on the
DED a data store is used. They store all the data requited” by the purchasing
transaction process. In addition the stock take sheets allow, processing to halt between
thaMocktake process and the purchasing process. The Pdglucts in Store entity could
a@J have been represented as a data store as each\pr d@[ stores its price in the form

a price tag and its product type. In redity<th e the actua products, hence

representing them as an external entity makes m Se. C
No doubt it is clear that this system eQuid b bmated using a relational database to 6()’
integrate sales, product, supplier;.orders ocktake data. Later in this chapter we <
shall examine a point of sale (FOS) sygeR, which is essentially an automated version Q

of the above manua system. At t
weaknesses of manual systems
relevant to most, manual syste%sSS
automation. We-shall then 8@
suitability fer automatiogr.

age we are interested in the strengths and
automation. Let us consider some general, areas
gether with common strengths and weaknesses c&

our local store example in an attempt AQ ass&g@

@)

Manual system strengts: Q

«  Minimal star:ﬁ@gts— little or no initial capital expenditure. ;\'\0

«  Minimal trai time and costs. o>

«  Quick r%&se to changing requirements. \\)

- Wdl to small organisations where participants have &rﬁk%d fulfil multiple
roles:

Responds well to human insight and intuition.
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Manual weaknesses: Q/
« Anayésof historical datais difficult and time consuming.

Transactions take considerably longer to process.
- Difficult to rigidly enforce transaction rules and sequences.
Redundant or duplicate datais a feature of most manual systems.
«  Some human errors are to be expected.
System becomes more and more difficult to manage as it grows.
- Making backups of datais difficult and israrely, if ever, performed for all data.

ated transaction processing strengths: >
(Q~ Much faster transaction processing. '6\
« Lessrepetitive work for participants. Q)
Enforces the sequence and rules for each transéction.

Calculation errors are virtually elimi nate@
Ability to integrate transaction proc with outside organisations,
Historical data available for statisti
Backups easily made and restor
System easily grows as tran

Weaknesses of automated tr tion processing: %
«  Significant start-up.¢ purchase information technology. OQ
- Extensivetraining required to operate the system. CJ

Changes t0 requ@tents often require specialised expertise to implem

Rigidly. en%& isting transaction rules and sequences for all dat%s}

L esstotal for humans resulting in lower employment.

Relianc Information technology — failure of one or compon@?can cripplethe
enti em. AY

In our local store example the storeowners are a husband and wife team who are
currently able to complete the manual transactions. In this case the time saved through
automation is unlikely to result in increased profits. Furthermore the cost required to
set-up and learn to operate a new automated system is unlikely to be justified. If the
storeowners had sufficient expertise to design and develophtheir own automated
system then this would be worthwhile. Without an automated ‘system it is difficult for
th ners to accurately monitor sales trends over tinie, @hey were able to perform
historical analysis then perhaps signifieant® €vings could be made by
faintaining more efficient stock levels of product ording to predicted demand at

Q" different times of the year. It is likely that\this rrently occurring in a somewhat

*

ad-hoc manner for obviously seasonah itggag+— such as ice creams, Christmas
decorations and gloves.
<
y

VAN . . Q
(¢ \ . *
&é;) Consider thé foltowin
Each of the followig busin urrentl

various transactions. %
« A hardware store t @gcks thousands of different items and has, & sta{f)@%
empleyees workin | times.
A small book at is able to supply any title but maintains mini m@ck. The
store purch les asthey are ordered by customers. N\
A carp ho substantially does subcontract work for 3 b S but does do

Somﬁ jobsfor residential customers.

A\
An store that started out selling approximately 5 ite%’per day, but is now
selling 50 items per day.

Information Processes and Technology — The HSC Course
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1
"PGROUP TASK Discussion <
Assess the suitability of an automated transaction processing system for

each of the above businesses. Discuss likely advantage and disadvantages
of automation compared to retaining their existing manual systems.

COMPONENTS OF TRANSACTION PROCESSING SYSTEMS

In this section we examine the various components of transaction processing systems.

Likgyall information systems (see Fig 4.4), transaction\drocessing systems operate

w@'lin an environment that includes inforn}&i‘ processes, participants,
ata/information and information

NN
()O technology. All these components work E”V'@‘e‘“ Users C
6()‘ together to meet the system’'s purpose. %(", ~ é()’
© process and is therefore composed \- thformation System " pur pose ©

Each transaction is an information R
§Q events that are aso inform OQ _ E— Q
processes. For example adding aw Information Processes

customer to a database vVolves
collecting and storing rmation Resour ces ’Q;\
processes. All informati Ccesses are @0 b
performed using, the tesdufces within the Participants | | DA || InformatisoA:

. Information | | TechsQNeQY | |
system. The-syst resources include Q) 3
participants; dat Xahd information, and XN

. : 0
information t@ ogy. \ Boun dah\§> J
We have @dy introduced the general S A\Y
natur.e ansa(?tions .and muc.h of the Components of apg?%rmation system.
remainder of this option continues to

examine different types of transactions in more detail. Therefore in this section we
shall concentrate on participants, data/information and information technology within
transaction processing systems. Recall that participants are pegple who carry out or
inftrate information processes. Information technology inclades the hardware and
software that carries out information processes.

Pax{ieipants O
@%body who interacts directly with a transactio cessing system becomes a
articipant in that system — they are integral fo system’s operation. Therefore
participants include people who work forithe org&aisation that operates the transaction C
60’ processing system and also people.(often mers of the organisation) who enter 60’
data that initiates transactions,For exa& a bank employee is a direct user (and <
§Q participant) as they initiate(the print{nd of monthly bank statements. Customers Q

become direct users (an€ particip hen they use Internet banking to initiate say
the transfer of money)between unts. On the other hand indirect users arg ‘not
participants, they'send and/or.%c ive data from the system but do not directly. cauﬁ
its entry or,display. For le when a monthly or quarterly bank, statem:
received by a customer i mail the customer is not a participant, rather th an
indirect user as they d'@,not initiate the generation of the statement directly.

People in the envi@nent only become participants in online real tim ’t@}sactions.

Real time tran ns are performed immediately in response to u participant

input. On t er hand for batch processes people from the envj ent may well

provide ut no transaction processing occurs or isiniti &e@& at person. Rather
o

the transdefion is performed along with other similar transactior®’at some later time or
when a sufficient quantity of data is present. Consider the difference between a
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transact] {Q?ormed using an ATM compared with writing a e. When using an

ATM the user initiates and therefore causes the transac to-be performed
immediately — essentially they are performing duties similar to a bank teller. However
when writing a cheque the customer has little control over when the transaction is
actually processed and furthermore they are not interacting directly with the bank’s
transaction processing system.

Data/Information

In fke majority of transaction processing systems data is siQred iR databases — usually
onal databases. This data is transformed into f%rmation by the system’'s
formation processes. We studied the organisation QN désign of relational databases
Q" in depth in chapter 2. All the information in r tostables, records, relationships,
O referential integrity, data validation, data i t@ y-and data verification applies to
6 transaction processing systems. However | saction processing systems a further
QQ’ issue exists — how to ensure the integri orrectness and accuracy) of data during Q
. transactions. What if another user or views or alters data during a transaction? .
S What if the data received from an system has problems? What if the system fails §
in some way during a transagti In regard to data and information such issues are

resolved by recording tf{? of all transactions in a transaction file or log. H

these transaction record to resolve these issues will become clearer in t i
section on data vatidationand data integrity.

Within transactien Q&: ng systems additional data is always createét} record
details of ‘each tion that occurs. In older systems the actua data was
commonly k as the master file and the details of each transa@ as recorded
in a transacifQX file. The application controlled and managed bot transaction file
and th er file. All changes being recorded in the tion file during
transaction processing, with changes to the master file only being made when
transactions are finally committed. Newer systems still create such transaction data
(often called a transaction log), however management of this transaction datais left up
to the DBMS and, if used, the transaction processing monitor rather than the
apphcation software. Most commercial operating systems also-provide transaction
capabilities as part of the file system. :

Suck, operating systems create transaction 2y, Fead Record
ds that allow actions on complete [f 2 |
ites to form part of transactions. These ((\ Modify Record
()O operating system capabilities are aso ()O |
O available to other applications, including O Store Modified
6 transaction processing monitors. 6 Record
Q To simplify our discussion |et us refer
* the transaction data or transaction fil
§ transaction log and.the\actual dat
master file. Recall-that transact{ons can b
committed or.xolled back. gﬁ an%ctlon YGS
log contains’ the data that Read Record

facilitates”this abilit hen an event
occurs as part .ob transaction two
possibilities ari

1. Fig 45 d@@lg% the first possibility N
for t that modifies a single Fi
recol e event occurs however the  Flowchart describi ifying arecord as part
Changed or added records are recorded of a transaction wher€ the master is not altered
\ . . il th i ]
[R'the transaction log and no change is until the raRgetion commits.

Information Processes and Technology — The HSC Course
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GROUP TASK Research
Q) Transaction log files continually, grOW ig\2e — sometimes their size can
)

(e o~
o )
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N,

A A

yet nﬁé{%the actual data in the master file. If the transagt (%committed then
the resérds in the transaction log replace or are added to ‘We master file. If the
transaction is rolled back then the records in the transaction log are not written to
the master file.

2. Copies of the origina unchanged data are recorded in the transaction log and then
the changes are made immediately to the actual data within the master file. If the
transaction is committed then nothing more needs to occur. If the transaction is
rolled back then the record in the transaction file is copied back over the actua

a in the master file. When new records are creat parpof a transaction the
~Aransaction log must contain an entry specifyin record to delete should the
transaction be rolled back. o)

GROUP TASK Activity 0&’
n Create a flowchart to model ggcesses occurring to modify an existing

record in the master file usin second strategy described above.

In either case the transaction log i to enable the committing or rolling back (or §

even rolling forward) of event in transactions. Most current DBMSs actually
record both before and afteralgrsions of the data within their transaction logs — j
essence they allow impl ion of both the above possibilities. This mean
transaction log is realy ﬂpg of al the activities performed on the data.

The most compelli n for maintaining before and after versiorwll data
changes-is.10’ pro@Xte a backup of all recent changes since the | up. The
database\(or file) can be restored from the most recent b and then the
transaction Jge can be used to commit (or roll forward) all trangyions performed
since th@ored backup was made. If at the time of failure transactions were
incomplete then those events that formed part of such transactions can be rolled back.
Such restore operations are essentially automated within most modern DBMS and
transaction processing monitor software products.

A complete transaction log is also useful during audits as it shows when, what and
who-performed each transaction. Utilities are available for mest\®BM S products that
allow the transaction log to be analysed in detail. Such utilities also alow transactions
in @ log to be rolled back and rolled forward individuallb
o

y_ N
¥

exceed the size of the actual database\lt€search techniques and strategies
for ensuring transaction. legs do @.g’row excessively.

(Z
Information Technology Q
The hardware and software for e information technology of the system:
Transaction processing ‘systems, enormously in both size and scope. A .small

database may, serve just a fem%local users, however a similarly small database ma;%
serve many,more users viq? web. Larger critical transaction processing sy
performithousands or illions of transactions daily. The hardware and sQftyvare
requirements vary enc(mously; hence in this section we shall introduce so eneral
areas for consid n. Later in this chapter we examine more sp "\@exampleﬁ
where the detail e hardware and software can be specified more {6 yeely.

. Hardwar%\,0
Possibl ware for transaction processing systems includes: 2\

Server machines that include redundant components to improve fault tolerance.
In medium to large systems multiple servers provide\access to the same

Information Processes and\I'echnology — The HSC Course
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A
daﬁ& If one server fails or is taken offline for ma@&(gce o upgrading
thewthe other servers automatically take up the extra lodd. Largér government
and multinational organisations commonly use mainframe computers that are
able to support thousands of users and access to enormous databases.

- Storage devices with sufficient capacity and data access speeds to support the
size of the database and the number of users. Commonly RAID storage is used.
For transaction logs even on relatively small systems a mirrored RAID solution
is common to ensure that a single failure of one driye does not result in loss of

0i ncompl ete and recent transactions.

(Q’ «  Communication devices and transmission m dble.to support the number of
%) required users and data access speeds t@ re’acceptable response times.

Many serversinclude multiple NICs to a@ ehigher data access speeds.

Backup devices such as tape driv ape libraries, CD burners and DVD Q

burners. In some systems com copies of the data are maintained on

mirrored hard disks located in ferent location to the operational data. Q
the client applications and interacting with the

Client workstations for ru
sers. These machines may include speciali%

system’s participants

collection devices-su barcode scanners, RFID readers, touch screens
magnetic ink chargér ognition (MICR) readers. The client machines be
dedicated devit ch as ATMs or EFTPOS terminals or they may b sonal
computers c@ed viathe Internet or the organisation’s network{\}o

N
Softwéare o‘b- 0’0'

Possible so b@refor transaction processing systems includes: (0-\

. D@ software to manage and control the transactio %rformed on linked

databases. We discussed the operation of DBM Ss in chapter 2. The DBMS runs

on one or more servers and provides services to client applications to enable

them to access the databases within the transaction processing system. Each

DBMS includes the ability to manage transactions performed on databases
under its control and includes a transaction log.

Client applications that are installed on client workstations and provide the

O interface for participants to initiate and perfarQdthe system’'s information

O processes. The client applications make_request&™often in the form of SQL

{Q statements, to the database servers using, @ cli€M-server architecture. For larger

O systems that perform transactions.&eross y servers or many systems the
client applications send their requiests W e transaction processing monitor.

Proprietary software applications th@,ere designed and developed to meet the

needs of a specific organisation. h software is common in large transaction Q
processing systems-runnin mainframe machines. These software
applications arg written fr e ground up — including providing, specifying

and controlfing access a directly without the use of a DBMS. Thé terg

proprietary’ means th tWvare is produced for a specific system or. organisw&@u

andis'generaly o by that organisation. O
Transaction prQBessi ng monitors (TPMs) are software applicat'@ns that
coordinate ansaction processing of large transaction procesgNg Systems.
Fig 4.6 bes the genera software architecture of tran processing
arge systems

syst at include transaction processing monitors. T
co %y include many database servers that may he same logical
dﬁase or may access different databases. In addition saction processing
monitoring applications can connect to systems operated by, other organisations.
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A
E er or system has its own resource manager (re@ 4.6)-that makes
le resources to the TPM. A resource manager is tialy a software
product that provides an interface between the resource and the transaction
processing monitor.

85
» 2 8| DBMS
Client g & -
é‘—’ Application =
5 Database
,0'0 g 8 asﬁa
o Client = > 3 &1 DBMS
> Application | £
Ge 2
g ey S
Client c Q% , 22| pBMS Database
g‘ ™ Application [ * .S Q g é
§§o = ]
- Client Ether
> Applicatiof « T "§E ssem N
QOQ i OQ

Fig 4.6
General. a@ tecture of a system that includes a transaction processing mo\@

The-mal of transaction processing monitors is to ensure
tran &s that include events which execute on differ
sg&b The TPM controls the commit and rollback o @\ tal transaction in
nse to requests sent to and acknowledgements réeéived from resource
managers. Each server or system performs its own lower level transaction and
reports the outcome (success or failure) back to its resource manager, who in
turn communicates with the TPM. In addition TPMs are able to balance the load
of transactions sent to each server. Transaction processiig monitors are also
known as transaction managers or transaction processag services. Examples
include IBM’s CICS and Encina products, BEA System's Tuxedo and
D> Microsoft Transaction Server. 7

GROUP TASK Discussion ’
A user initiates the transfer of funds g@
to a Westpac bank account-Discyss jhe
monitors during this transfer &

mtegrrty of
servers and/or

a Commonwealth Bank account
ole of transaction processing

DATA INTEGRITY

The integrity of data‘is criti &§
transaction processing systeqis® Recall

Data Integrity

A measure of how correct an
accurately data reflects its
source. The quality of tae a.

of how “correct an
compared to its sad®e. In Chapter 2 we
considered thr nigues for improving data integrity, namely data

-V -
vﬁaﬂon, data

verification so referential integrity. In this section we briefl%&uss examples
of each t ue within transaction processing systems. We the \&#roduce the ACID
properti transactions and the type of problems they solve. @
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Data validation checks ensure reasonable data enters the system. In transaction
processing systems data that is incorrect at the time of collection is likely to cause a
variety of different problems when it is later used as part of transactions. There are
two different types of data validation
commonly performed. The first ensures

the data entered is of the correct
an

data type

ormat. This is generaly performed

b@the client application. The second is

ore difficult as it aims to ensure the data
O entered is correct in terms of the business Q
rules of the enterprise. That is, it determines {)& data is correct in terms of its ability
to be processed. For example when orderj
unique identifier. Data validation withiQ e’ client application ensures the correct

number of digits are entered. The b

must exist within their database,
thisisindeed true.

many organisations,\Fo
invoice that is being

A single data entry erroi&@ undetected can affect numerous transactions

invoice mustdbe

Data Validation
A check, at the time of data

collegtion, to ensure the data is
{ able-and meets certain

\»erteria.

book the ISBN is often entered as a

‘Store’s business rules require that the ISBN

efore a query must be executed to validate that

ple consider a BPay reference number on a sugpl

jd by a customer using Internet banking. Let us asgume this
'®Qb2ffore the goods are shipped. If the BPay refer
entered WicorreQ@y the customer then the total transaction will ev

'S

umber is

lem, however the customer is not aware of any Retential problem and

hence they are unlikely to check their bank messages. The supplier does not receive
the funds and therefore will reissue the invoice or simply not supply the goods. The
customer is not happy as they are unaware of the error and hence wonder why their
goads do not arrive. Resolving the problem involves further time and cost for all
parties. These issues could be resolved by validating the BPay ¢eference number prior

to the transaction commencing.
Verification

task in most information systems and is rardly.
and also businesses move location, change
and even change their names. Ensuring th
the aim of data verification progesses.

In large government and
transaction
verification
undertaking. Currently in A
no single wnigie identificgb
be used to identify indiw

these systems. If ,
individuals and
changes repli

com S
processing * syst data
becomes an rmous

iathereis

can legally
uals across al

an identifier was available then it would be, le for
isations to change their details in one place ave these

N

over time. Thisis adifficult

o
averification is used to maintain the integrity,'o
successful. For example people

one numbers, credit card numbers

their
&h changes are reflected in the data is

Data Verification
A check to ensure the data
collected and stored matches

source of the data.

O

' mid 1980s the federal government attempted to

was to contain a unique number for each Australi

to other systems. Privacy concerns prevent c@ ractices. For
ri%e the “Australia

itizen and resident.

example in

Cardl’, v@

This number was to be used to link records between most goVernment departments
and.even between commercial organisations. As aresult of publicroutcry over privacy
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concernﬁ{q'egislation was never passed. Currently tax fiI%&‘gbers (TFNs) and
Australi usiness Numbers (ABNS) are shared between manymjoverniment agencies
albeit with strict controls in regard to how data can be linked and used. In Australia it
isillegal for private organisations to use TFNs and ABNSs to link data from multiple
sources.

GROUP TASK Discussion
Discuss advantages and disadvantages of widespread use of a unique

0 identifier for each Australian citizen and reside@‘
ON

*

eferential Integrity

In relational databases referentia integrity ensu.(&all foreign keys in linked tables
match a primary key in the related table. T means a record in the primary table
must exist before records can be added @ e table containing the linked data. If
referential integrity is not enforced th phaned records will exist. In general such

records cause significant problems wilR queries are executed on the database. § .

Within a single database refer integrity is enforceable and hence problems
simply cannot occur within %e atabase. When many databases are involved %
identifiers are being enter users then problems are inevitable. Data validat
and verification issues affect referential integrity. For instance, ent an
incorrect BPay . referepge number means that the primary records held in th@\arious
organisations’ad cannot be linked to the customer’s payment. T@ ustralia
Card aifed'to de a primary key for each Australian that coul @used as the
foreign key | y linked databases. Both systems are attempti @ use a unique
identifier,i attempt to enforce referential integrity across m}’}tﬁ databases.

K GROUP TASK Discussion v
mm Brainstorm real world examples of data validation and data verification

that aim to improve the referential integrity (and therefore the data
integrity) of databases.

ACID Properties

AC@ is an acronym for atomicity, consistency, isolation,@d durability. Theaimisto
ef@ire al transactions comply with these folr ‘fidperties. They ensure that

ansactions are never incomplete (atomigify), ‘ data is never inconsistent
(consistency), transactions do not intrude er aff h other (isolation) and that the
results of a completed transaction arerperqugent (durability). All these properties
combine to ensure the integrity of\all data@ai ntained before, during and after each
transaction.

To illustrate each of the ACID prop®®s et us use an example transaction — making ’
an airline reservatigm™\using a ¢ card. This transaction includes the following

general sequence of events:
1. Reserve a.seat’on a specifi ﬁght.

2. Processand approve g? ard payment. OOQ

3. Issue and record ti% etals. Q
Atomicity O ;\'\0

To be atomic al\@ents within a transaction must complete successfu{g%br none at all.

If any singl e,@ati on fails then the entire transaction is aborted. TR Mvolvesrolling

back all S completely so that the datais returned to its origigdlstate. If all events

are succeestul then the transaction is committed, which meanSAhe data changes are

made permanent or durable.

Information Processes and\I'echnology — The HSC Course
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In our aif; {Qr'ansmtion imagine what would occur if just one jon failed but the
others w&e€ committed. If no seat were reserved then the p er wedld arrive with
a paid ticket but with no available seat. If the payment is not processed and approved
then the passenger receives a seat and ticket for free — great for the passenger, but not
so good for the airline. If no ticket isissued or recorded then the passenger and airline
have no record of the transaction resulting in the passenger being refused a seat.

« Consistency

Thexgonsistency property ensures transactions take data frQqm one consistent state and
tf@"when the transaction completes the data is left in nsigtent state. For a single

vent on a single database this is enforced using r@ential integrity and validation
rules. When the transaction includes many and spans many databases or
systems then consistency must apply acros%@ databases and systems.

In our airline transaction a business rul [tkely to require the total number of
reserved seats to be equal to the number @ Cketsissued. If aseat isreserved but does
not result in a ticket being issued the data is inconsistent in regard to this
business rule. Many other rules ar likely, such as, a customer must be assigned

to each reserved seat, al ticket& be paid for and each ticket must be assigned to ;

specific flight and pa$engerQ
O

o

- Isolation

Transactions mustcpr data without interfering with or being influenc other
transactions thet rrently executing. In effect each transaction logi executes
in isolafioh to er transactions. During the processing of a tran the data is
often placed inconsistent state. For example when transferrj unds between
accounts, ey is debited from one account and then credit another account.

After t ebit but before the credit the data is in an i sistent state. This
inconsistent state should not be exposed to other transactions. Furthermore the records
involved should not be available for other transactions to change until the transaction
is completed. If the isolation property is not observed then queries will return
inconsistent results and other transactions will process with potentially erroneous data.

In-Small systems where only one transaction executes at a time the isolation property
Is simple to achieve as one transaction completes beforethie next commences. If many

tr tions can execute at the same time then the sel uti more involved. However

the largest transaction processing systeins ensure their method of
implementing the isolation property results,in e effect as executing each
transaction sequentially. @)

@Gﬁéﬁtly al datainvolved in atransaction
processes cannot alter it. We discussed
n chapter 2 — these strategies are also used
within transactions thatcspan multi atabases and systems. Note that locking does
not alter the actual data, rather i ents other operations from changing the data,\As
atransaction is commit::}t&tual datais atered. Significantly other processes

When multiple transactions can execute con
must be locked such that othertransact
record locking strategies used-by DB

aware that\‘@-record h locked by another transaction. Theréefore
transactiens must wait f e lock to be released before they proceed:

Record locking, tr: ion logs and the “two-phase commit” nature of tions
all influence eac er and combine to implement the isolation prop he term
“two-phase ¢ " refers to events being performed temporarily one) during

succ he first phase is recorded in the transaction lo;
record beMg locked. The second phase alters the actual data p
therecord lock.

a transacti; d then being committed (phase two) if the tr
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N

A
Consi de@\{%rline transaction example. Imagine the isol a;i;@%ﬂy Is-not present
and a siMle seat remains available on a flight. Many p ers aré now able to
simultaneously reserve this single seat successfully, as long as each transaction
commences prior to committing one of the other transactions. Furthermore they will
go on to pay and be issued with a ticket. When passengers board the flight the airline

will discover there are more passengers than available seats.

« Durability
Durgbility ensures that committed transactions ar@ absolutely permanent.
Toretically this means that even if the whole world cr the'changes made by the

ansaction will be OK. In real systems durability reS\that during a commit the
results are actually written to some physical -@prage’ device. Notification of a
successful commit can therefore be reasonab 5 red-upon.

At first it may seem that executing an u guery when committing will ensure
durability of the changes, however in maQy*systems data is held in RAM for a period
of time and is only written to seco orage as required. Such systems improve
performance, however if power is then the contents of RAM is permanently lost.
Therefore durability specifical uires all changes to be written to permanent o
secondary storage before th saction is truly committed. %

In our airline exampler ine an example transaction is apparently co
successfully. Now tMe durability property is not present within the “isgyiflg and
recording ticket™ e@ . Suppose the system fails and this operation is& orded.

When the p goes to board the flight their ticket will not exist he system.
However inc encies will be present as a reservation will exi he passenger
and areg payment also exists. Resolving this issue will @OStly in terms of
time an@so in terms of inconvenience for the passenger. Q/

y
r
* ’

:: HSC style question:
) ~~

‘
LN

Define the term transaction and explain how data integrity is maintained during

pr(@si ng of transactions. O
@'gested Solution (b'
A transaction is a unit of work composed.of uence of events. All actions

performed by al events must succeed” f rglhe transaction to be committed
permanently. If any single event within a ti tion fails then all events within the
transaction are aborted or rolled-back. monly each event within a transaction

alters data within a database. .
Whenever data is altereththe pot@ists for inaccuracies to be introduced and the

integrity of data to<SUffer. Trans&stions avoid such possibilities through their ACID
properties. Atomicity ensure§é,transaction succeeds completely or fails complet
Consistency, ensures each gwxsaction takes the data from one consistentor

state to ‘@hother consisteqi)or correct state. This means inaccuracies'or- data iéegrity

issues are only gﬁ?& during processing of a transaction. This possibiligNs dealt
ey

with by the isoladt’property. This ensures data changes are not avaik to other
transactions u have been committed. The durability pr ensures all
changes m y al events occurring within al committ ansactions are
perman written to storage. This increases data integri%*{sx It guarantees the
consist of the data after each transaction completes is maintefned permanently.
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1.  Which of the following best describes a 6. Examplesof TPMsinclude:
transaction? (A) SQL Server, Oracle, DB2
(A) An event that alters or creates arecord (B) SQL Server, CICS, MTS
within a database. (C) Oracle, Encina, Tuxedo
(B) Multiple events that must all succeed or (D) CICS, Tuxedo, MTS
all must fail. _ 7. The data needed during commit and rollback
(C) A system that controls the execution of processes is stored within the:
0 many transactions across many (A) transgd§on logh,
(b, databases or systems. (B) ma@ ile!
&0 (D) A processthat alters datain different (©) ational’ database.
) records, databases or systems. R wtdsbirce.
() 2.  Transaction proc ng using computersfirst g &Ahich of the following is the most
emerged during the: é()s‘ignificant task performed by TPMs?
(A) 1980s QJ (A) Manage accessto many remote DBMS
(B) 1970s servers within an enterprise system.
(C) 1960s y (B) Provide an interface between client
(D) 1950s applications and resource managers.
3. A transaction log contains: (C) Manage and control transactions whose
(A) detailsof the data adeled pdated events span multiple databases and/or*
during processingef tr. ions. systems. g
(B) detailsof the origiE @ prior to it (D) Forceal events within atransagt
being updated-by t tions. be permanently committed.
(C) sequenid ‘{0@0“ thedatawithinthe 9 Over time existing data becon) and
MaSLED Tl €\ less accurate. Which of the f ingis
(D) "Answer /or B undertaken to improve thiggiation?
4.  Manudl tr, ions performed by clerks are (A) Dataverification \
often ited to automation because they: (B) Datavalidatipg! (b'
(A) oring and repetitious for (C) Referential ?rity checks.
participants to perform. (D) Ensure transattions adhere to the ACID
(B) follow astrict predefined sequence of properties.
rules. 10. Transaction A reads data whilst transaction
(C) can be performed as batch processes. B is executing. Transaction B isrolled back,
(D) commonly include just one operation however transaction®A commits. It is later
that alters data. determined that fransaction A has introduced
5. Bank customers become participants when inconsistenciesinto the data. Which ACID
hey: property ISNOT present?
(b,%) write a chegue. (A) Ataﬁiy
« (B) receive astatement in the mail. (B) stency
& (C) withdraw cash from an ATM. (C lation
() ) (D) All of the above. @Durability
11. Define each of the following terms?, &
(@) Transaction () TRM &~ (e Daavalidation
(b) Data verification (d) Referential \ntdJrity (f) Dataintegrity
12. Recommend suitable data validation t iques when collecting each of the following?
(a) Exam marks that‘are out of 1 R
(b) A pair of dates, where the fir: e must be prior to the current data and the second mlst-be at
least 1 week after thefirs@. Q\\
(c) Addig-a product ang=r€ived quantity to a customer’s order. CJO
13. Outlingé the history of QomMputer based transaction processing systems.
14. Explain how tra@ N processing systems implement the ability to commit or rqb\‘@
transactions. (b'
15.

(& Why ‘e@s manual transactions well suited to automation? Discuss.
(b) Whaé‘a integrity issues are resolved when all ACID properties are Q@ted? Discuss.
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G{ saction property was simply not an o\
issue. Furthermore the processing ﬁb i
O~ resources were limited and also costly, Q
6()‘ therefore batch jobs were scheduled to 60‘
%) maximise the use and efficiency of &) f -
Q Precious processing resources. Nl ' s Q
S Today batch processes are gen = | . —
| performed in parale with EF .
processes. As a consequ ACID -
properties must be b during O
most batch jobs, inchidiQythe isolation Fig4.22 Cy
property. Considler thQCenar iowherea  Operators using key punch machines te
number _of \'diffeg@ organisations in  punch cards for batch processing.i 1960s.
various loeatio e processing transactions that access the same d or example
the same cr d number may form part of batch transactions i ations in many
differen tries. If these transactions happen to overlap t@k ithout the ACID
isolation'property data integrity problems will result.
GROUP TASK Discussion
mm In old systems each transaction in a batch is performed sequentially. Are
A any of the ACID properties required within such systems? Discuss.
The processing resources of al computer systems areslimited, therefore batch
pradgssing even today is scheduled to ensure that each & of batch transactions can
cWhplete in a timely fashion. This means many\b c@‘proca@es are scheduled to
&ccur during evenings or weekends when(real 1 processing requirements are
()O lowest. Such scheduling not only ensuresi\CPU essing resources are available, it

QQ
3

*
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Historicgfgtch processing was the first type of transaction g&ng. n the early
days of puters all input was via punch cards — this included thevactual program
code as well as the data to be processed. Each card was manualy punched by an
operator in preparation for input (see Fig 4.22). Completed stacks of punch cards were
physically loaded into the computer and processed sequentially. In these early days
online real time processing of multiple transactions was simply not possible. The
hardware performed a single task at a time and the output was stored sequentially on
magnetic tape. As a consequence problems associated with multiple transactions
a%ng the same data simultaneously did not exist ’S'bﬂ is,)the isolation ACID
h

also reduces the wait time for transactions gCij*Is less likely that other transactions
will be simultaneously requiring atcess to e data.

Batch transactions that are restricted to aLQngle organisation can be processed offline.
This was the normal. SitUation r to the widespread use of high-speed
communication links between or ions. Consider a company’s bill generationgall
data originates frgm-one singlg oryanisation’s database. In this case a static snapsh%
copy of the database can b<=Q to generate bills. Any sales that occur during th
generation process are n@ [uded until the next batch bill generatior jprocess S.

User interaction with Qslch processes is restricted to input prior to the comm@rcement
of processing 0 deal with problems after batch processin Q)mpletes.
Furthermore ees rather than customers commonly initiate batc ‘&: ng. As
a result the gn of user interfaces for batch processing is d&r\t — they are
designed, i} Yapid entry. Often such screens accept numeric(;(% ded input via the
keyboar numeric keypad or a barcode scanner. Scr elements designed
specifically for mouse input are avoided and keyboard shortcuts are available.

Information Processes and\I'echnology — The HSC Course
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In this '{qwe examine three examples of common batcwtion processing.
We exarWhe the processes occurring to clear presented ch , the"generation of

bills or invoices and credit card transactions where they appear to be real time but are
often processed in batches.

CHEQUE CLEARANCE

Cheques are a paper-based system that prior to the widespread use of computers were
the primary method for exchanging funds over long distances. Since the 1970s credit
car@ and EFTPOS have steadily and significantly cut thgyotal, value and number of
c@que transactions. In 1994 the daily value of ch ud@ransictions in Australia was

pproximately $25 billion, in 2004 the daily value Qs réduced by four fifths to just
$5 hbillion. Despite this reduction, cheques arecsil ‘expected to form a significant
proportion of total financial transactions f%@joreseeable future.

A chegue is essentially a promise by a p (the person or organisation writing the
chegue) to pay the payee (the receiver f%e chegue) some amount of money. Cheque

clearance processes commence wh payee deposits a cheque at their local bank §

branch. The purpose of cheque ce processes is to expedite the secure transfer
of funds from the payers nt to the payee's account via the banking an
clearance network.

However cheques :are/[frofriises and promises can and are broken. In the @ of
cheques this regular! curs when the payer has insufficient funds in their Qcount to

cover the value e cheque. Other problems can also occur, sugd&as forged,
unsigned;,illegild@s” altered, lost and stolen cheques. Cheque cle% processes
include saf sto identify and deal with such problems. A\

Prior to@ ate 1990s cheque clearance processes did not %&%e any electronic
communieétion between banks and cheques took 5 or more Wdrking days to clear.
Today cheque details are exchanged electronically between banks and most cheques
clear into payee's accounts in 3 working days. Compared to totally electronic
transfers, such as EFTPOS and direct deposit, 3 working days is an eternity. This
reality is a consequence of the manual processing inherent in.a paper-based system.
The value of the cheque must be determined, commonlyusing scanners and OCR
software or in some cases it is manualy entered. Signatures and dates require
vel ion and the actual paper cheques are physicalﬁxchanged between banks.
il the 1990s all cheques were physically-ketu to the payer’s branch for
clearance. Today banks operate their ownigen acilities that perform cheque
clearance processes for many branches. ()
Financial transaction clearance proeedures i&éhstralia are legislated by Government
and controlled by the Australiag~Paym Clearing Association Ltd. (APCA). All
major banking and financialinstituti
members. APCA operates a numb

Paper Clearance System (A used primarily for the G
clearance of cheguies. * /{:;@* %
Typica stepsFor cheque I@ncein Australiainclude: "PRY% QQ
1. Payee.Fred receiv cheque in the mail from payer k\/_é)

Freda (who h account with DEF bank). Fred — )

deposits the c@ue into his account at his local branch 3 (0\'\,

of ABChb Q)

2. In some\&ses the teller immediately passes the cheque Q(&
thro MICR (Magnetic Ink Character Recognition) Qm agTeE,'SQ'iZn?_MI CR
reader to determine the payer's BSB (Bank State cheque reader.
Branch) number and account number and the teller

Information Processes and Technology — The HSC Course
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4. At ABC bank’s outwards processing facility high
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representative from ABC bank may hand the DEF
ér@entative cheques totalling $2.2 million, whitst a BSB
+bank hands ABC bank bundles of cheques totali 5
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A

man (be'nters the value of the cheque. When this g?é the-funds are
immedvately credited to Fred's account as unavailable funds/Usually these funds
immediately begin to accumulate interest in Fred’'s account. More commonly the
cheques, together with the deposit dlip, are simply filed for later batch processing.
During the afternoon all cheques deposited at local branches of ABC bank are
physically transported to a central outwards processing facility operated by ABC
bank. Some smaller banks share such facilities with larger banks.

eed MICR (Magnetic Ink
ate\Branch) numbers and

aracter Recognition) readers read payer BSB (B
account details from each cheque. Scanners aut@atlcally determine the value of
the cheque and the details on deposit dips. cheque is encoded with its own
unique ID so it can be traced should it Iatera ishonoured or stopped. Most banks
also print the cheque value on the
cheque using MICR printers. PayeQ -
accounts are credited with funds if {ys :
has not already occurred at the h. e
Based on the BSB numbersafheques
are automatically sorted } bundles
destined for different together
with the total value@ each bundle.
Fig 4.24 shows ®M’s 3890 sorter
which.is'able tg MICR characters
(Fig 4.25) rt up to 2400 cheques
per min ote that completion of i
this ?& process provides electronic gﬁ
record¥’of al chegues deposited into  1BM 3890 high sp eque sorter includes
payee accounts operated by the bank. MICR reader and optional scanner.

Each bundle of cheques is transported

to a central check clearing house operated by APCS. Appointed representatives of
al} banks exchange bundles of cheques. In addition the jagt»difference between
exchanged bundles is calculated. For example the 123467890

Amount
million. In this case the net difference, Of NJO0 is C Domestic
transferred from ABC bank to DEFR Rank. f;this stage d pash

al cheques are now under the-gentrol he payer's
bank. In our example Freda s:Cheque iQ%W in the hands
of her bank — DEF bank: .

Bundles of cheques\are now, sically transported to the central inwardS
processing facility~of each — Freda' s cheque goes to DEF bank’s inwards
facility. Currently most Séw‘ties are within magjor cities such as Sydney
Melbourrie>The chegues\¢ommence being batch processed. Each_cheque
passes through a Mle%B reader and scanner. The scanner determixies the v@ue of
each chegque whil e MICR reader determines the account. For each ue, the
system ensures e are sufficient funds in the payer's account{\' ifies the
authenticit @e chegue and debits the value of each cheque @ the payer's
account. Jé lem cheques are diverted for manual exami %ﬁ heques where

Fig4.25
Sandard MICR characters.

there aps¥Nsufficient funds or other problems are dishonouregNIhe ID encoded by
thep bank is used to determine and inform the payee’ s Befik of such problems.
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In the @%equ& were sorted into individual branch and physically
transport®d to branches for final batch processing. Today accoMit details and images

of account holder signatures are available online, therefore verification can now take
place centrally via secure communication links. It is the removal of the need to
physically transport cheques back to their branch of origin that has reduced clearance
times from 5 days to the current 3 days.

GROUP TASK Discussion
ﬂ Each cheque passes through two distinct batc% ocesses. Identify and

describe the operations performed durlng th@e atehrtransactions.

\

GROUP TASK Discussion g,
Mﬂ Identify the information technolQgg,,&ataZinformation and participants
involved in the cheque clearanré&cess.

Vo
A W )

GROUP TASK Researgd* R
MR” Many countries, includ$p Australia, are analysing systems that digitise

“cheque truncatj

images of entire cgs s — in the banking industry this is known as
systems, Re&

advantages of such cheque truncation systems

BILL GENERAT@ \OQ
In many: syst%Si@e generation of bills or invoices is well suited to b

When order products or records of services provided are
system t extra data collection is required prior to genergi
interactis{yis needed and multiple invoices are usualy gen at the same time.
Often bills are generated during times when the resources of the system are not being
used — commonly during the night. Consider telephone, electricity, gas, rates and
other regular household bills. The data exists within the organisation’s database and
therefore batch processing can be used to generate bills.

Even small businesses that process small numbers of ordefs each day use batch
processing. The orders are entered as they are received threughout the day and then in

dt??ternoon al the day’s invoices are printed as a.bat b. The orders are packed

©

c) .
@6

§.Q

ogether with the invoice. The invoicing datab. ema we produced in chapter 2
when describing normalisation is typicahiof su€ya system (refer Fig 2.70 on page
185). This database would be queried\to ret | invoice details for the current day.
This query is then used as the reegrd sour@;Y¥or a report that generates and prints the
day’ sinvoices.

ually using details from the printed invoic&.§ order is then dispatched

s\ hd .
GROUP-TASK Disc n
m Analyse'‘the Invoiciniatabase created in chapter 2 to determine the data ‘

and‘\processes r@ed to generate invoices for the current day.

Ry

Apart fram the relativel )@&[IC product details and prices the data required to 9@Hate

each invoice IS;@ independent of the data on al other invoices, JNis data
h

independence mes at invoices can be generated in any desired or(’ d more
significantly $ e invoices can be generated simultaneously. Thi acterigtic is

particularly ficant for large systems that generate many tho '
generat&—“@\ onthly telephone bills requires reading each cu 's address details
and recordsS of all the calls made within the billing period. The détch process does not
need\to access, update or create data in any other system. Also,during processing no
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data is %&{% or created within the telephone company’s d%\f’g that ‘s accessed
during generation of any other customer’s phone BAl. This processing

independence means parallel processing can be used to drastically reduce the total
processing time required.

J
'@J Consider the following:
N

=\

S

For Jarge batch systems, where many thousands of bills age generated in a single job,

Ifa>Common to make a snapshot copy of the live d hisssaapshot is an offline

(Qcopy of the actual data as it was at the end of the b@ag périod — maybe the end of a
Q" year, quarter, month, week or even

U~ theend of aday. The online version ¢ C
60 of the database continues to operate g 2t Batch bill oo éc-’
without its performance being 2~CAY dora generation > g &
.Q degraded by the batch processes, g. Q
S and the batch processes are ng = §
interrupted by the online proc 5 Batch bill
Because of the independefice: the % C,\;lJ_StZOIjn;;S generation —* Cugicl’lr:ef %k
data and processing -the ot
copy can be split into di@ent parts Fig 4.26
that are physically St@@d and batch Parallel batch processing us_ing a split (ane
processed . ifh pw on different snapshot copy of the online datai&s»:
storage ‘devic using different Lox
CPUs (refer@ 4.26). This distributed processing strategy redu ocessing time
signific < if a batch job takes two hours to complete on g hine then it will
take appRekimately half this time if two machines are used. systems use high-

speed digital printersthat link with automatic folding and envel ope insertion devices.

The time taken to retrieve records from secondary storage is a significant limiting
factor in terms of improving the performance of large systems. Splitting and
physically storing parts of the database on different storage deviges is one technique
that improves performance. Another significant technique used by large batch systems

is sequentially accessing data. This involves accessing-data in the order in which it is
cally stored on the disk. In the past, data was phy%lly stored sequentially on

e and hence it was either impossible or_extr inefficient to read the data

Q" randomly — rewinding and fast-forwarding the ta@é time. Sequential access was

h a necessity rather than a choice if jobs.Were fosbmplete in a reasonable amount of (
60 time — even for small batch jobs, Today t /write heads within hard disks are 6(-’
) able to quickly jump directlyto requﬁl records, however this still takes time. <
.Q Furthermore hard disks read datain ¢ e sectors and commonly multiple adjacent Q
§ sectors are also read. Thisdata is g¥ed in the drive controller’s cache. If random

access is used thep\much of ata that is physically retrieved is not actualy
processed. |f, sequential ac&% is used then all data retrieved is subseguent
processed and\the movem@ read/write heads is minimised. Note that’signif}
perforntance gains are o@y 0ssi ble when the transactions processed@re ind ent
of each other and the@lata they access is physically stored sequentialy. Tl@saction
processes that u eved data as the criteria for searches and that writ arequire
design if the advantages of sequential access are tQQE"maximised.
For instance, order in which processes are performed can be g cant or it may

ent to remove an operation from a transaction a%d orm it separately
on al th¥data. For independent processes, such as those requi¥ed for bill generation,
the ACID properties can be relaxed somewhat in order to improve performance.
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“NGROUP TASK Discussion ?v
Many people now receive bills online via the web, in general these bills are

still the result of batch processing. Why not generate these bills online and
in real time? Discuss.

CREDIT CARD TRANSACTIONS (REAL TIME OR BATCH?)

From the customer’s perspective credit card transactions appear to be processed in
reg\jme. The customer presents their card to the sales ag§{stant who then swipes the
through an EFTPOS terminal and has the customer’@gn dreceipt. If the signature
n the card matches the signature on the receipt the@ﬁm the customer’ s perspective,
the transaction is complete. On the web, custom tey their credit card detailsinto a C
secure web page and then within seconds t @ngacti on is approved — it appears the <
entire transaction is complete. In redlity y credit card transactions are batch @é
processed during the evening followin sale, whilst some are actually completed

in real time. Note that a credit card tion is not complete until the funds have Q
moved into the merchant’ s accoun
at least four significant parties.

All credit card transactions-if Cust
d holders, merchants who are Y ome:\

Customers who are credi
generally retailers,, carty s who manage the customer side of EA O
d acquirers who manage the merchant @\
N
>
(@]
B
jun}
@)
®

credit card transactio

side of transagtiong (West acquirers and issuers are banks who share  _;

the expense of &rating the network and technology between < \

issuers and ers predominantly via the MasterCard and Vi

systems. L, consider the general sequence of events that occ

to proc&,c edit card transactions (refer to Fig 4.27):

@ Customer gives merchant permission to access credit in their
account to pay for goods or services. For “card present”
transactions handing over the card and signing verify that i i
permission has been given. For “card not present” transactions,
stch as telephone and mail order, the verbal or written ordérnand
credit card details are sufficient verification of permission.

Q@ Jderchant creates and transmits transaction detail$ ally or

ectronically to their acquirer. This can occur V!§ EFTPOS

-

A

@ Per

Merchant ‘

*

terminal, manually by written voucher or«Oyer Internet via a
payment gateway. For larger value manual ‘tr tions approval
(steps @, @ and ®) are performed.over t one.

® The acquirer receives the transaction metermi nes the card
issuer. The transaction defails are t @forwarded electronically
to the card issuer.

@ The card issuen\'checks th stomer has sufficient credit
remaining tQ cover tw ion and reserves these funds. An

@ Transaction Details
® Authorised
® Funds Transfer

<

! C

Acquirer ‘

A

authorisation code is to the acquirer.

® The acquirer receive(j,he authorisation code and electronically
forwards it back g@\the merchant. On EFTPOS terminals the
word “APPRG@D" is commonly displayed. For manual
transactions oval isgiven over the phone.

® Merch eives approval message generates a receipt amb,\ Fig4.27
hand?a/&o customer. If customer is present then they firgﬁn Communication
the merchant’s copy of the receipt and the merchant verifiethe  during a credit

signature against the signature on the card. The receipt includesa card transaction.

Cl@l;\Tramsfer

® \ransaction Details

<29 Authorised
@

%
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W
uniq sAMber that identifies the transaction within the @{%nt aequirer and
issuerg’systems.

©@ The card issuer transfers the funds out of their account and forwards the funds to

the acquirer. Often many transactions are batch processed together hence a single
large transfer takes place together with details of individual transactions.

The acquirer deposits the value of each of their merchant’s transactions into each

many different systems that perform these

merchant’s account. In most cases this occurs each evening to finalise the days

>

06\‘

S’at different times and perform some

The above sequence of steps occurs for all §r@$)card transactions however there are

or al of the steps as batch processes. |

e cases other organisations are involved

merchants.

that relay data between merchant:yq irers or to perform processing on behalf of

when batch processing is u

Let us consider some typigcal g ples and highlight when real time processing an

2

Retaill EFTPOS termi@supplied and connected directly to a particular ba:%gga a
combination, ef reaﬁijar e and batch processing for credit card transactiongs\When a
customerSy.credifQtard is swiped the terminal communicates WH&G bank
(acquiirer) via'a. ephone line to authorise the transaction in red nﬁe The bank

transmits ence retrieval number (RRN) back to the EFT minal and the
termi lays “APPROVED PLEASE SIGN”. The cust @'signs the receipt
and retailer verifies the signatures on the card an eipt match. If the

signatures do not match then the transaction is reversed — this reversal is another
transaction sent to the acquirer.

At the close of business each day the EFTPOS terminal “settles’ with the acquirer
bank. The settlement process transmits details of all transactions to the bank. The
bank then batch processes all transactions during the evening resulting in the funds
(less any bank charges) being deposited into the retailex\s merchant account.

st retailers now use EFTPOS terminals for-the edit card transactions as

the EFTPOS terminal or link to the bankfail. g a manual system the retailer
manually takes an impression of the custome@s card on a voucher. The voucher is
manually completed by the retailér and signed by the customer Each retailer
has afloor limit. If the total yvahye of t saction is above the floor limit then the
retailer telephones the bank)for m authorisation. If authorised the bank reads
out an authorisation~number, is manually written on the voucher. Each
voucher includesthe original ch is later submitted to the bank, a copy for'the

+described above, however manual systems are st'& ailable as a fall back should

customer and-acopy for th@erchant. %

At the clgseof bus n@&retailer completes a merchant voucher that‘inclu
total mumber and val f al vouchers. The merchant summary together With the
original of al v ers is then deposited at the retailer’s local b branch
(acquirer). Tho; chers are batch processed by the bank during the % g.

@kB'UP TASK Discussion NV
AWhy do you think the batch settlement process is p&f;)@’ed, why not
simply complete each transaction in real time as it o®drs? Discuss.
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+ Som ilers are authorised by their bank to accept mail, e orfax credit card

orders. These are known as MOTO (mail order telephone order) merchant
accounts. Banks scrutinise retailers more thoroughly to verify that they are
trustworthy and honest before MOTO merchant accounts are approved. Once
approved the retailer is able to initiate credit card transactions without the card
actualy being present — just the credit card number and expiry date is required.

The details of the transactions are manually entered into the EFTPOS terminal or

be manually written onto a voucher. As less inforRation is available to verify

h transaction the retailer must agree to accept igher-tevel of risk should

(Q’ transactions be disputed. The transactions ar ocessed similarly to above,

%) however banks often charge higher rates com {0*“card present” transactions.

<X + Internet credit card transactions for Iarge&bgl#me businesses are usually processed
6 in real time. Commonly the merchant’ Site collects details of the purchase,
Q such as products and prices. The vv@%te then directs customers to a payment
§’ gateway which completes the acti@ fihancial transaction such that the funds are
moved immediately from the ﬁeﬂ s account into the merchant’s account. This

| transfer involves both-th horisation and funds transfer steps occurrin
simultaneously and immA y. o)
\) DT

GRQUR-T Discussion
Banks vi@slnternet credit card transactions as high risk. Propose®dsons
) . . .
s why %g@s the case? Does real time processing reduce the rlsrl:;; Cuss.
« Other In credit card transactions, particularly for smal \husi nesses, are
actual cessed manually using the retailer's existing FRYPOS terminal and
MO erchant account. The credit card details and the ¥gtails of the purchase
are transmitted securely to the merchant without any interaction with banks. The
merchant then initiates the transaction manually via their EFTPOS terminal. Such
transactions are settled, along with any in-store purchases, during the evening
using batch processes.
+ “Businesses that charge customers on a regular basis use\batch processing. In this
case the business creates a file containing the details@f*multiple transactions. This
,&% is uploaded to the merchant’s acquirer bank whekd\t is batch processed during
(Q’ he evening. The business must hold an authorit each customer to perform
QO %‘tﬂé'

each transaction. Such batch systems are\u purchases that require regular
payments, for example topping up talicard aécounts, making loan repayments and
6()’ for payment of telephone, electricity, rate&d other regular bills.
>

<& <&

Q GROUP TASK BjisctissiqrQ
§‘ m The above system does

Se real time processing at all. The
transactions are entir tch processed. Discuss advantages for the
customers, merch& cquirers and issuers.

)

+ Private~companies @ovide EFTPOS services and dedicated termi@@\g)
retailers. Often th POS terminals connect via the Internet and are ated
by or connected nternet payment gateways. Transactions perforwé%n such
terminals are essed in real time in much the same way as weg}ransa:tions

performed@ ayment gateways. \\)
«  Compagke€such as PayPal offer credit card processing servi Q%’at do not require
merch@ats to have their own merchant account with quirer. Rather the

company uses their own merchant account and acquirer to process transactions on
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W
transaction and
it card transactions

<o,

e into work, they ‘clock on' by locating their

into a special clocking system, which prints t
in today’s position. At the end of the day
card again to alow it to print the time they h@ S

N
behal@(g'her merchants. These systems generally cost
hence¥efe used by individuals and businesses that process
infrequently.
GROUP TASK Discussion
m Analyse each of the above systems and identify where real time processing
is being used and where batch processing is being used. Discuss the
appropriateness of each type of processing for the given system.
o, {)
o 3
HSC style question: 6\
O
00
BigBizzCorp is amedium sized business Uses atraditional batch payroll system
to produce weekly payslips for each TQS 200 employees who work in one of 10
departments. :
Each day when the employees
employee time card and punghin
current time on their {thm
employee punches:thiel r@@
finished for the day:.
At the end ofJeac @ek the paymaster collects these 200 time cards, a’Q@enters the
start andend ti or each day for each of the employeesinto the system.
y payroll is run, a single paydlip is produced each employee
ir hours worked for this week together with L@Xpay, taxation and
ion details. An overall summary of the weekly payrofl is aso produced for
use by management in their budgetary processes.
(@) The data entry screen for entering each employee’'s start and end times into the
batch payroll system is reproduced below:

0 Weekly Payroll for the week endi\sg S A
Q?’ Depart ment : ‘ﬁ{b’
Enpl oyee number: ------ Exp! oyGQ B mmmmmme e e

St art\\Ti meQ Total Hours

Monday: ’
Tuesdays --
Vedhesday: Qﬁ -- <§
Thur sday: O - OO
Friday: -l-- Q

\O Total Hours for the week: --:-- \0

>
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() {ny fields on the above screen where data Woultﬁ‘gtered directly by
paymaster. Explain how the remaining fields woule’be pepulated during
data entry.

(if) Propose suitable validation processes that could be performed on the data
entered through this screen. Justify your responses.

(b) The systems flowchart originaly created during the development of the above
batch payroll system is reproduced below. The flowchart diagrammatically
\ée;presents the steps performed by BigBizzCorp’ %batch payroll processing

Error listing

Employee
Master File

Transactions
(by Employee

%
Weekly
summary report

(i) Explain the processing likely to be occurring within Process A. Refer to the
output produced, including the error listing, as part of yeur response.

(ii) Describe the method of data access being used eachtime afile is read from
or written to within the above system.

(@ Analyse the strengths and weaknesses of the curre&ﬁch system and assess the
° effects of atering this system to areal-timé syst@"

\6*> Employee Master

File

\

Employee
Paydlips

Suggested Solution @)

(@ (i) The paymaster enters the week end&’c]ate and then enters just the start and
end time for each day foreach oyee. The department, employee number

and employee name béng p ed sequentially from the Employee Master Q
File — the data@ntry proc rogressing to the next employee each time the
Next buttorNs’'sel ected.

The TetaHours ar erated in real time once each pair of start/endti @

has lbeen enter larly the Total Hours for the week would be'cal

by summing theFotal Hours fields — this field being updated-as eac

timesare ¢ : 0
(ii) Fieldst validated include: \\

Ending — the date must be a valid date, less th%ﬁay s date. If
is entered incorrectly, the management summar@ort will have the
Incorrect date on it.
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A
Q/\&'partment number — must be a valid department %Fﬁ(mhe company (eg
between 1 — 10). If data is entered incorrectly, the WManagerment summary
report will bill the payroll to an inappropriate or non-existent department.
Employee number - must be a vaid employee number within the
company (eg between 1 — 200). If data is entered incorrectly then during
the update process, the pay and hours will be accredited to the incorrect
employee, or there will be no such employee to match to the transaction,
and the update will fail.
(b,é - Each day’s dstart and end times — must b@.\?valid time, during valid
@’ working hours of business and with ime'\greater than start time. If
) datais entered incorrectly, the calcul ours worked on that day will be
incorrect and the pay will not be tly calculated. A common error is
to transpose the start and end t|& and the validation should check for
this. Q
Total hours for the w Qnust calculate to be within a reasonable .
expected range (say 0 hours). Users could be prompted to check or §
re-enter timesif the'te§A exceeds the expected maximum.

(b) (i) Process A occurs time a set of start and end times is entered for e@
employee reco egr? ed from the Employee Master File. First validzai€d

performed,o field. If the transaction is correct then it is writ the
transacti on(%? the data would likely include the employee num he day
and a p, start and end times. If an error is encounter. alineis
prin

epending on the operation of the Ul, errors could de unknown
ee numbers, departments or unreasonable daily t é\ours. Process A
rs for each transaction, hence all correct transa(@ are written to the
transaction file with an error listing being printed of al problem transactions.
(i) All data access within the system is sequential. Process A reads each
employee record from the Employee Master File one after the other. Process
A also writes transactions one after the other so that, the transaction file
contains a sequence of records where each recor@vis comprised of an
Employee Number, day, start time and end time,\T'he sort process arranges

O these into order based on Employee Number.\T)h@e sorted records being
"  written sequentialy to the Sorted Transactions Q¢

(Q The Update Employee Master File proc ould read an employee record
Qo (from the Employee Master File)land a ence of transaction records (from
the Sorted Transactions file).that mat€b the employee number. These records
are joined, a paydlip is printed an ew record for that employee is written %4)
to the New Employee\Master iQ This process repeats sequentially for each

employee in the Employee N{ter File, ’
(c) Possible strengths include:

Only a single’comput uired.
Onlyasingle direct eﬁs required. ?
Bata' required onfy gt the end of each week so system is well-stited t@g

processing.
Simple sy @%at reflects manual processes. O
« No real tiyequeries required which suits batch processing. fb.
Possibl e%ékness& include: (b'\)
%& ed data entry person required. Q/A
e delay to process payroll.

No real time queries are possible.
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A
. Di {gl't to alter to meet new requirements — i.e. D@@ for the specific
poyfoll task.

Effects of altering to areal-time system:

- The Employee master file would need to be rewritten as a direct access file.
This would allow queries at any time by management as to who has been
absent this week, or how many hours have been worked so far.

It would be possible to allow employees to enter their own times directly

O through an interactive system that creates a transac{ion each time an employee

logs on to start or end their day. This elimin he>peed for a data entry
person with associated costs, possible bias or g&xersinthe data entry.
Validation can be done instantly at the ti&&c data entry by the employee,
without the need for a clerk to look b kgtahrough the transactions and correct
them if they are identified as being irgbr.

Comments

&0
&

In part (a) there are various diff \7vays to interpret the operation of the screen.
As thisis a batch system, pex each employee is displayed one after the other

and the user has no control_Qver this order — meaning only start and end times ar%

entered directly as jn ove answer. Or possibly the employee numb

entered which cau person’s name to be displayed ready to enter th t

and end times. ossibly department could be entered so a e of

employee’ swithjQ¥hat department is presented. \O

In part’(@) (I\Q¥S likely that the total hours data, which is calculit@om the start

and end tj), would not be written to the transaction file. Thi ais calculated

on the.sgéen for use by the data entry user — it performs a dgta\&fification role.

In p§/(a) (if) the validation processes described couldWiclude checking the

employee or department exists within the Employee Master File.

On the systems flowchart a printed error listing is created during data entry of start

and end times. Although this is possible, today it is more likely that during data

entry such errors would be displayed on the screen.

As the master file is updated problems can occur. During batch processing these
oblems are generally directed to an error logA(usgaly a file). The systems
wchart included in the question does not detail h s are informed of errors

that may occur during the Update Employeevi Ile process.

In (b) (ii) it is possible to interpret the Rroc read from the Employee Master
File as random access as the data eqtry”’ scr an be interpreted to be looking up

employees one by one based on‘the gj@ ployee number inputs. If this is the

case then the system is not.enforcing employee order as would occur if access
were sequentia. Furthefmore the tr tions are sorted prior to further processing.
This implies that Precess A &%ﬁﬁ collect, create and then write the transaction
records in the order-required e Update Employee Master File process.

In part (c\there are m other possible strengths and weaknesses\of b
systems, \and effects ing to real time processing that could.be’di .
Noticethe three part3e the question — strengths of batch processing, we:ﬁésses
of batch procesg}gy and effects of altering to real time. In a Tyi r HSC
examination marks would likely be alocated to each of theset arts.

In a Tria SC examination Part (@) (i) and (ii) would lik ract 3 marks
each. P ) (i) and (ii) would attract 4 marks each and par would attract a
total marks. Therefore this question would form @ plete Transaction
ProcesSing Systems questions worth atotal of 20 marks.
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AV AV
or o
SET acg @
1. Inmost batch processing systemsthe 6. Recurring household bills are particularly
transaction file contains: well suited to batch generation because:
(A) the results or changes made to the (A) such systems include sequential
master file after transaction processing. secondary storage devices.
(B) the datarequired to process (B) the datarequired to generate the bills
transactions. already exists within the system.
(C) acopy of al datathat has been altered (C) large companies have staff dedicated to
or added to the master file. the bilkgeneration process.
,b\)o) details of al transactions that have (D) mo seholds pay such bills using
. been successfully committed. i deposit or credit cards.
User interaction with batch processes 7.  WhXroefithe following occurs at check
includes: anee houses operated by the APCS?

(A) preparing and/or collecting data prior to ()(A) Bundles of cheques are exchanged
batch processing commencing. 6 between banks.
(B) correcting errors after batch processi nQQ’ (B) Cheques are scanned to determine their

has compl eted. value.
(C) scheduling when batch jobs sho (C) Thevalue of each chequeiswithdrawn
performed. from the payer’ s account.
(D) All of the above (D) Funds are deposited into each payee
3. Theisolation ACID propeny@be relaxed account. 9
when transactions arexy \~ QO 8. Thefour significant partiesin all cre&@
(A) processed jn pard I€J transactions are:
(B) processedysequeally. (A) Customers, retailers, banks Qd Visaor
(C) perfarmed % time from multiple MasterCard. ’\
sources. (B) Customers, merchmtgéearance
(D) batc | houses and banks:
4. Which o§®¥Tollowing is the most (C) Customers, me@ls, acquirers and
s gn@ reason why cheque clearance el
takes onsiderably longer than EFTPOS or (D) Payment gaidways, merchants, banks
credit card clearance? and card companies such as Visaand
(A) MICR readers are slow compared to MasterCard.
magnetic swipe readers. 9. According to banks, which of the following
(B) Signatures must be manually verified at lists credit card transactionsin descending
the point of sale. order of risk?
(C) Ensuring sufficient funds are in the (A) Internet"MOTO, Card Present
payer’'s account is performed manually. (B) CardPresent, MOTO, Internet
\)D) Chegue details are collected from paper (C) MO QI nternet, Card Present
fb’ documents at different locations. (BYC ¢ esent, Internet, MOTO
During batch processing, errors detected are 10N\ “WhHKMNOf the following best describes batch
commonly written to afile rather than ing?
displayed on screen. Which of the followifig O Collecting occurs over some time and

is the best reason why this occurs? then many transactions are processed

(A) To permanently record detaidsaf all @ together at alater time.
errors encountered. (B) Transactions are processed soon after
(B) It alows batch processes to occur the required data has been collected.
nobody is present’ (C) Many similar transactions are
(C) Sousersarefreed to compl time processed in parallel.
processes: (D) Transactions are added to a quele an
(D) To alfew processing t@t' ue are processed in the orderiawvhic
Wwithout interruptigff. were received.

Recount the steps th@ccur once a cheque is deposited until the funds can be withdr

Construct a di describe the order of processing occurring to complete a tygpidal“ card
present” credit transaction. (b.

Sometim D properties can be relaxed during batch processing. Discu ifig examples
Com d contrast the general nature of real time and batch transactj cessing.

Expl hy systems that collect transaction data on paper forms are to batch processing.

N

N\
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N
BACK ND RECOVERY

Backup iSthe process of making a copy of datain case the original is|0st or damaged.
Recovery is the opposite of the backup process where the backup copy of the datais

restored and placed back into the system.
We introduced backup and recovery in O/ﬁ Backup
chapter 2 when discussing techniques for @) To copy files to a separate

securing data. In this section we shall | secondary storage device as a
coneentrate on various procedures used to precqution in case the first

rm backups together with advantages de& fail$.0r data is lost

d disadvantages. N
Backups provide a snapshot copy of data at p ap points in time. Each backup C
copy alows the system’s data to be recover @jx: to the state it was in at the precise <
time the backup copy was made. In the of total system failure, such as a hard @é
disk crash or a fire that destroys the d ompletely, it is important to be able to Q
recover to apoint as close as possiblgthe time the failure occurred. ¢
The most common reason for [O[gNSystem .y taiiure due §
failure is hard disk failure-< YA articular to manufacturing , Useful period |, Late failure dye
components that move * read/write faits | of operation Comp",“f'\ési"
heads. It is a fact tha @ QXd disks will g 10
eventually fail. Rese& (refer Fig 4.28) o Q
indicates thatretes @y¥ailure are high with 5 :©
new hard ﬁ largely due to = (b}
manufactlri Ilts. Failure rates are g N
significantlyOfower for disks that are a \_\%'/
approxi@ay 1 to 6 years of age. Failure Alpypé;@‘ Ao
rates then rise again as components begin Total Operating Time
to wear out. )
Fig 4.28

There are many other problems that occur Hard disk failure rates over time.

whexe backup copies made at different
times in the past are invaluable. For instance when a user makes changes to a file and
later wishes to revert to a previous version. Also viruses are often detected after a
perdd of time has elapsed. In each case having many Qistorical copies of the data
a@Ws the system (or a single file) to be restoredo fé’/ious state. To recover from
e broadest range of possible problems requires Up copies to be made regularly
and each backup to be kept for a reasonablelamo f time. C

GROUP TASK Discussion QY Y
" Brainstorm lists ofpessible T@’es where the most recent backup is most <
d

useful and angthgr list Wh$ er backups are more useful. Q
Just how often backups are mad for how long they are kept is dependent en'the
value and nature’of ‘the data J{he value of data includes the costs associated wiﬂ%
recreating theydata, togeth ith the cost of the system being inoperahle,Curr
recreating 10MB of datg(ispStimated to cost on average about $50,000- Furth it

is estimated that som(ASA) of businesses that experience a severe or total Iqes,of data

never reopen. Cl the importance of performing regular backups,@ ensuring
they can bereli estored iscritical. N
AN AN\

{@??'OUP TASK Discussion
We have mentioned RAID storage at various times@ghout our work.
Do mirrored RAID solutions remove the need to make backups? Discuss.

k.
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X >
FULL Aﬁ ARTIAL BACKUPS N
There aréMhree different types of backup that are commonly used within most backup

procedures — full backups, incremental backups and differential backups. Both
incremental and differential backups involve making partial backups.

Full Backup

As the name suggests, a full backup is a complete copy of all data within the system.
This can be a complete image of the entire hard disk(s), including the operating
S, program files, configuration settings and of cours@data, For most transaction

onfiguration settings rarely change and are far eryto restore. Therefore most
businesses perform full backups of al their data ffij or’aregular basis.

Full backups are the easiest to restore shoul ¢hkaifure occur. The full backup is simply
copied back into the operational system. rtunately copying all files takes a long

&0 essing systems it is the data that is of partigil@'value — the software and

full backups on adaily basis. Com ackup procedures specify that full backups be

time and requires large amounts of stor. therefore it is often impractical to perform §Q

made on a weekly basis, usual mmencing on Friday afternoons and for large
systems continuing over the'w, d. \\
Most operating systemsst archive bit along with each file. The archive bit |

to true when changés-afg jfiade to a file and when a file is first created. WKgTdll
backups are made'al] @<hive bits are set to false indicating that a backup cog@\of each

fiIehasjustbeenr@. &
Incremental up Lod
IncrementakDeackups include making partial backups that co ’&’ files that have
chang een created since the last backup — the last back have been afull,

or partial backup. An incremental backup therefore includes only those files where the
archive bit is true. As a consequence performing an incremental backup is
significantly faster and requires significantly less storage compared to a full backup.
After each file has been copied its archive bit is set to false. Therefore if incremental
backups are performed each afternoon then each incrementalbackup copies only
those files that have been altered or created since the previous‘afternoon’ s backup was
m

Bf@t)re incremental backups can be made it is neg @ first perform afull backup.
ommonly faster incremental backups are then on at least a daily basis. The
O significant saving in backup time is counteract he extra time required to recover

the data. During a recover the latest\fufl Is first restored, then each partial
backup is restored in the order.in Whic% were made. Hence files that have

changed since the full backup.progr y overwrite the older versions as each

partial backup is restored. * Q
Differential Backup

A differential \backup uses p. backups to makes copies of al files that,have b
altered or créated since th [I' backup. If such partial backups are made eac
then eaChywill contain c@es of al files within all previous partial backups siﬁ@ the

last full backup was e. To restore to the most recent backup requiresfir@&stori ng
the full backup restoring just the most recent partial backup. \\

In terms of (Oé bits, differential backups copy al files where T@rchive bit is
true, howevepMitferential backups do not ater any archive bits. Jperefore over time
one qusd(%xpect more and more archive bits to be true an ’ehce more and more
files are Mcluded within subsequent differential backups. The ¥ze of the differentia
backup continues to grow until the next full backup is completed,
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Recall th¥ transaction logs contain historical details of each ¥ansaction performed
including details of transactions that are currently being processed. These details can
be used to restore a transaction processing system back to a consistent state at some
precise point in time — completed transactions can be recommitted or rolled back and
incomplete transactions can be continued or rolled back. Let us consider some disaster
situations where transaction logs, mirroring and rollback assist system recovery.

- IRuagine the drive controller on a database server has @ed during a busy period —
|

ich is when such faults usually occur. At th@»time)of failure numerous
transactions were incomplete. To recover from Hisaster requires the server to
be shut down, a new drive controller instgj and the server restarted. The
transaction log is then used by the system Q tomatically rollback al incomplete
transactions, which returns the data to it% recent consistent state.

What about transactions that span mlsQ € servers and systems? In general, most
transaction systems automaticall ort (rollback) actions that have not been
committed after a specified perigPof time — this deals with most issues. However,
most systems include furth eguards to ensure this occurs. If the transacte%

was initiated by the serw crashed then it sends each system involved in
transaction a messag ing the transaction and the specific actions theyg)ﬁl
abort. What algout’ achens performed on the crashed server that formed of a
transactiop, \[Ait) by another system? In this case the server, i&rns the
initiating systgg.\who then rolls back the complete transaction. ,0\}

A databasasVer is attached to two RAID storage devices. Thei@ RAID device
stores t ain databases and uses RAID striping to impro @a access speeds.
The nd is amirrored RAID device and is used to stor ransaction logs for
all databases. Now suppose a disaster occurs which totally destroys the first RAID
device and all but one of the hard disks on the second RAID device. Because the
second RAID device was mirrored, the remaining hard drive will contain a
complete copy of the current transaction log — I’ d copy thisto afresh hard drive!

In this case recovery first requires installing new RAID devices, installing software
and then restoring the data from the most recent set of-backup media. We now have
Qnsistent data but it is missing al changes madesgwce the last backup. The

lution to this problem is to use the transactionQg €0 roll forward and recommit
all transactions performed since the last backup ‘@Q

Backup and recovery protectsagainst X f the following:

'\ B _ R Y
GROQ@TASK Discussion ,\\9
mm Wh of the above dot points, discuss suitable backup @HIQUGS that
\

Hardware errors and-faiture. ’
Software errors.

Physical theft, o destructigd\of hardware. %
Unautharised or unw. anges to data, due to viruses or hacking,\for ex ,

Intentional changefs\ ata that for various reasons need to be reversed.

protect the data. Consider the use of secure onsite Site storage,
[l and partial backups, mirroring and the use of tr@ak on logs.

"2
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BACKUPAYEDIA A\
M agnetic¥ape remains the dominant media for backing up %a on’large systems,

including most transaction processing systems. Other forms of backup media include
hard disks, CDs and DV Ds. Compared to magnetic tape, the limited capacity, lower
data transfer speed and higher cost of these alternatives makes them unviable
aternatives for backup of most large systems. Currently online businesses are
emerging where backups can be made over the Internet. Some large organisations
maiQtain their own dedicated high-speed communication @ks to remote backup sites.
N@ﬁetic Tape o

.agnetic tape is a sequential access media co ;
within cassettes or cartridges and is currently ost
convenient and cost effective media for back(p.©f targe
quantities of data. Magnetic storage, incl tape was
described in some detail back in chapteMd"therefore we
restrict our discussion to their wid use for backup

purposes. Fig4.29

A single inexpensive magnafiC tape can store the  Varioustypesof magnetic \\

complete contents of vift y hard disk; currently tape cartridges.
magnetic tapes (ancht ves) are available that can store in excess of 50 of
data at just afew cenﬁ\per gigabyte. Most backup systems compress data g OF to it
being writter1o ta€Xthis compression usually doubles the capacity of apes — a
ally be used to backup 1TB of system data. >

case a much larger surface area of storage materi an other forms
orage. The ability to backup such large amountg sl\Yata using just one
tape far Wdtweighs the disadvantages of sequential access. In“erly case both backup
and restore procedures are essentially sequential processes. Furthermore tape
cartridges are light, portable and do not contain complex electronics. This makes the
cartridges suitable for long term and offsite storage.

There are two different technologies currently used to store data on magnetic tape,
helical and linear. In the related Preliminary textbook awve.'discussed the detailed
opegation of helical and linear tape drives. S
Te libraries, such as the one shown in Fig 4:30,- @y

Niclude multiple tapes and multiple tape driv3§§\‘

robotic system moves tapes between the storage r, Tape
and the tape drives. Such systems allows tapes td’be  storage
automatically rotated according tq the detai{dof the racks
organisation’s backup procedures, The t ives are

just norma single drives (Whese opergjen has been  Tgpe
automated. The use of \many st@d tape drives drives

improves the faultxtolerance of tape library as

=
E
=

el 0] T

complete drives ‘can be repl without affecting or

even halting lsackup proc \ — ®
Various \different sizeNtape library devices are Fig.4:30 O
available to suit Ih@%ckup demands of different Qualstar's TLS58132 1elibrary
information sySENS. Small tape libraries are SOresuptos40 te"@bsc’f data.
available th just four tapes and use a single drive; th @Tc& provide
capacities to most small businesses. Larger devices hole§ndreds or even
thousan tapes and contain many drives. Large gover@l departments and
organisations link multiple tape library devices together; such systems hold hundreds

of theusands of tapes and many thousands of tape drives.
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Hard di
The use%(hard disks for backup has recently become popula¥for smaller systems.
Externa hard disk devices are available that connect to a computer via high-speed
USB or firewire ports, whilst others connect directly to Ethernet networks. In terms of
cost these alternatives are still significantly more expensive than tape if the equivalent
level of protection isto be achieved — currently tapes costs tens of dollars each whilst
similar capacity hard disks cost hundreds of dollars each. For backup processes many
hard disks are required. Nevertheless for small business gnd home backup purposes
a hard disks are now a viable aternative. For | systems the physical size,
ght and mechanical complexity of hard disks is ggnifiCant when the media must

Q" be transported to secure offsite storage. QO
9 Note that mirrored RAID systems use muli ec'ﬁard disks to store copies of data. (
S O
6 These systems protect data and provide f olerance should one of the mirrored 6
% drives fail. Such systems do not protect against total system failure and are of no <

.Q use when historical data is required ild the system to a prior state. Hard disks Q
used for backup are configured to rm full backups and partial backups such that

the system (or individua files) S e restored to previous states.

A\
GROUP TASKQesearch Q
MR” Researchit rent cost of external hard disks with a similar capaciqp

the hard @ks within current personal computers. Q
O &
Opticaldvizdia 73 and DVD >
For single nes and small businesses optical media is a po and low cost
backup n — most computers include CD/DVD read/wri'%f‘w es and rewritable
DVD m&Qrais relatively inexpensive. A single layer DVD stodeg'4.7 gigabytes and a

double layer DVD approximately 8.5 gigabytes of data, this is sufficient for backing
up most hard disks. Even when data compression is used multiple rewritable DVDs
will likely be needed for a full backup, however a single DVD is generaly sufficient
forpartial backups.

For backups of larger systems DVD media does not have sufficient capacity to make

it aviable alternative to tape. Currently a single magnetic tape cartridge can store

than 500GB of data, this amount of data requi r@%ycess of 50 DVDs. Large

(Qg ernment and commercial organisations usetape Jireries that backup to hundreds

or even thousands of tape cartridges. Clearly’ us VDs would require 50 times

G more DVD disks than tapes. This is unviabte in €efms of quantity of disks but also in C

*  termsof physically moving the disksiihand &-&‘ drives. 60’

Q Recordable “write once-read_many” ( M) CDs and in

.Q particular DV Ds are used for archivi ical data that must - Q
§ be archived in an unalterable fo&@ ong periods of time — ﬂl-"q:lip'
‘ often exceeding 10«years. In mogNnstances the data must be oo R a
archived pemafently b se of governmental or A\ \\
organisational requiremer@ most cases this data will Q’O t&
rarely be’read. Such apﬁ_ipations include medical, legal and
taxation records thagQere traditionally stored on paper. For Qe
larger systems opt'\' “jukebox” devices are available. These
devices inclugsb‘multiple optical drives together with , 4.31
automatic digkvchangers. The Pioneer DRM-3000 shown in &Cal diﬁ“ﬂgﬁg
Fig 4.3]@ des two DVD drives and 6 magazines that each Q/A
holds 50 WV D-R disks.

[kt \
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GROUP TASK Research &
m Research and then compare and contrast the current capacity and cost of

tape cartridges compared to optical disks.

Online Systems

Businesses are beginning to emerge on the Internet that specialise in providing online
backup and recovery for individuals and small businesses. These online systems
tot@ automate the backup process for users. All datais {ygnsferred via the Internet to
ure remote site. The remote site then manages thé®ecure’storage of the data on
ehalf of the individual or business. Clearly the r e-§ite must use some form of
secure and permanent storage. When first using Qhline backup system a full backup
must be made, which is a time consumig<process. After the initial backup,
incremental backups are made at regular i als — in some cases every time afileis
saved. Such systems enable recovery of @
aswell asrecovery of complete syst *

ent historical versions of individual files

Large organisations that manag e volumes of critical data maintain complete §

operational copies of theirentixg System at remote locations. Such copies include trg
hardware, software, commuyCation lines and data. Data from the original sit
continually backed,ug. Vi ’he communication lines to the remote site or Sit )

is the ultimate in fault ance as a complete system failure, such as a fire grterforist
attack, can be (ECONE instantly by simply activating the backup site. ’2\0

L @@U P TASK Research \B’b’
earch using the Internet current online backup servioa\y etermine the
Q/\capabilities and cost of such services. Q/A

g

/

BACKUP PROCEDURES

The same backup media should not be used continuously to perform backups. Rather
multiple sets of backup media should be purchased and used. The aim is to maintain
many complete backup copies produced at different times suchythat the system’s data
can be recovered back to a variety of different past states.*If only a single set of
b p media is used then failure of the media can spellqisaster. Furthermore many
ems, such as viruses, may go undetected for'some@¥ne. In these cases a backup

py produced prior to the problem occurringisinv le.

A definite backup procedure is required thatI's @mented and applied consistently.
Most backup procedures fail as a resutt %gyman error. Therefore it is vita that
backup procedures are thoroughly* und od and are simple to apply. It is
particularly important for the-people ng erform the backups to be aware of their
importance — backups can_easily b a chore that are easily overlooked. The
procedure should speeify*which mediais to be used for each backup and when

and where backup-Copies shoul stored offsite.

Backup procedures should ecify how backup copies are to be verified\to en %
they widl"actualy worl-i/the event of failure. Commonly the backup wﬁ
verifies al data on th ia as the backup is being made — essentially aft ting,
the data is read into RAM and compared to the original. Specialj backup
software is avaigse that can be configured to enforce the backu@ ocedure —
including veriyeriion. However human assistance is still needed to cally change
the back Q%jia and to ensure media is stored offsite as requi t is advisable to
manuall form a test recovery at regular intervals to en overy operates as

expected. Such recovery tests should be performed using a different mediadrive—itis
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possible {q'apeﬁ or other media will not operate correctly @& erent“drives. All
backup c®fies will be uselessif the backup drive itself fails or i3destroyed.

GROUP TASK Research
mn Research backup software included with your operating system and other

examples of specialised backup software. Outline the available features.

A simple, albeit costly, backup strategy would be to make a full backup to new media
at regular intervals such as every afternoon. Such a em is, certainly simple to
[ ent and for some critical or high value data su@ya strategy may well be an

backup media is generaly preferred. There are
schemes,; Grandfather, Father Son (GFS), R
shall discuss examples of each of these
assume a single tape is sufficient for co
may require multiple tapes, DV Ds or

Grandfather, Father, Son (GFS)
This is the most commonly~u otation scheme. GFS rotation requires daily or 90%
tapes, weekly or father tap monthly or grandfather tapes. Full or partial bac

are performed eachaworkThfyday to a son tape, except for the last workday. Ongﬁ
workday a full backug~qust be performed to one of the weekly or father t t the
end of the fourth a full backup is made to one of the monthly dfather

tapes. The set of tapes is reused each week, the set of father tapegppreused each
month and t&@ of grandfather tapes is reused each year. Uwgﬁ monthly or
es

commonly used media rotation
Robin and Towers of Hanoi. We
es. To simplify our discussion we
ing each backup. In reality each backup

&ppropriate solution. However for most system?tostly solution that reuses the

grandfat are stored offsite and the weekly tapes are onsite within a
safe, howgrer thisis varied to suit the needs of the individual isation.

To implement a GFS rotation within an | Mon | Tues | Wed | Thurs |  Fri
organisation that operates 5 days per week | Mon | Tues | Wed | Thurs | Weekl
requires four son tapes, three father tapes and mg E: wg mag wig
thirteen grandfather tapes. Note there are 13— \ion | Tues ~Wed | Thurs | Monthi
four-week periods in ayear, not 12. The SOn [ Mon | Tues /“Wed | Thurs | Week1l
tapes are labelled Mon, Tues, Wed and | Mon [(Tues | Wed | Thurs | Week2
m. The father tapes are labelled Week 1, | Mon', es | Wed | Thurs | Week3
2, Week 3 and the grandfather tapes . (Mon ‘CQtues | Wed | Thurs | Month2
onth 1, Month 2, ... Month 13. After )&g‘\ iﬂ: VWV$ mﬂ:z w;k;
making an initial full backup the scheduten * [Cyon | Tues | Wed | Thurs | Week3
Fig 4.32 is used to determine the tape medi&() *Mon | Tues | Wed | Thurs | Month3

used for each afternoon’s backup: (%) Fig 4.32

be full backups, howevex, the daily n backups can be full or partial backups. If.a
relatively small amount ‘of data j§¥resent then full backups can be used throughoui.
When full backups-are use;@ one tape is required to restore data from, the mo%

Weekly and monthly backups’should ﬁys Grandfather, Father, Son media rotation. §‘Q

recent backup).or indeed fr y backup. If differential daily backups argymade

two tapes are required o restore to the most recent backup — thedlast weeklyfull
backup is first restokgd followed by the most recent daily differential up. If
incremental dajly'{@ ups are used then the most recent weekly f Qackup is
restored follow \9 restoration of each of the subsequent increment ’&y backups.
Using fulﬁackups simplifies the restore process at the se of longer
backups g differential daily backups results in dightly complex restore
processg/but reduces the time taken for daily backups sig®ficantly — only files
changed since the last full backup are copied. Using incremental daily backups

Information Processes and Technology — The HSC Course
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ISSUEQ%ELATED TO TRANSACTION PROCE@NG SYSTEMS

There are numerous significant issues that should be considered when designing and
operating transaction processing systems. In this section we restrict our discussion to
issuesin regard to:
The changing nature of work.
The need for alternative non-computer procedures.
- Biasin datacollection.
. a security, data integrity and data quality issues. (0'0
+ Control and itsimplications for participants. y

()O THE CHANGING NATURE OF WORK ()O

oo
@6

§.Q

The nature of work has seen significant ckge'éi nce the 1960s. These changes have
been both in terms of the types of jo ailable and also in the way work is
undertaken. The widespread implem
particular transaction processing Sy
these changes. In the early & many thought that the consequence of new
technologies would be a redlégio in the total amount of work needing to be don

this has not occurred, rath industries and new types of employment have
created. Many people ? ow working longer hours, in more highly skill@ d
stressful jobs than ev@ ore. Q

Industries that-ong ployed significant numbers of clerks have @ greatest
changes(Fhe Ity of tasks traditionally performed by clerks are automated.
Consider b transaction processing systems have largely repl the numerous
clerks t ce worked within each branch. Furthermore Idespread use of
ATMs, POS and credit cards mean customers rarely n visit the bank. The
data entry tasks performed by bank staff are now performed by the customer, in the
case of ATMs and by retailers in the case of EFTPOS and credit card transactions. In
recent years the Internet has changed how transaction data is collected and processed.
It_iS\now common to complete totally automated online purchases. No human
employed by the retailer needs to have any direct interaction‘with customers during
the transaction’ s processing.

NEED FOR ALTERNATIVE NON-COMPU‘@% PROCEDURES

@\7hat happens when a transaction processing syst ails? Perhaps there is a power

failure, lightning strike, fire, theft or communicagroA lines are broken. Maybe the data
within the system has been lost ori~somg {grdware components are inoperable.
Recovery then involves purchasing“repl ent hardware, rebuilding systems and
restoring data. This takes time-and-‘durindis time an alternative mode of operation is
required. For large centralised syst Such problems are resolved by maintaining

backup power generators and r ant communication lines at complete mirrgred
sites. For smaller»gystems, a ive non-computer procedures are neededbif-'th
organisation is.t@ continue erate. Commonly the only alternative is.a return@

paper based non-compugf}o edures whilst the problems are correcteg: )
Alternative non-com procedures should be trailed and tested at regul '%rvals
to ensure they e as planned. In particular such tests shoul sure all
participants un d and are able to correctly implement the ures. For
example wh ks supply retailers with EFTPOS terminals they monly supply
stock of @& paper forms. These paper forms allow the retaj Q@'continue trading
despite re of the EFTPOS system. However sales assist must know how to
process sales using these paper forms — this requires training and regular testing.

Information Processes and\I'echnology — The HSC Course
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’%ﬁf‘) Consider the following examples of system fail ug’
&

[N

« A loca post office is broken into and all computers are stolen. Upon phoning
Australiapost it is determined that it will be one week before replacements arrive.

« A thunderstorm disrupts the communication lines into a large warehouse. The
warehouse is informed that the lines are unlikely to be restored for 3 days. The
tkansaction processing systems at the warehouse receiyes and processes hundreds

orders per day that are subsequently shipped out b eet\of 20 trucks.

O(Qo’ The ATMs outside a busy bank branch are r ided*and the cash boxes are

©

stolen. It will take at least two weeks for repla@ t,ATMsto beinstalled.

GROUP TASK Discussion
Propose possible non-comp rocedures that could be used to
minimise the effects of eac

Explain possible, niques that could be used to train participants and Q

test the pro? proposed above. Q
) &)

BIAS IN DATACQADECTION SO
Bias is@n inclirﬁwn or preference that - «33
influences msg}aspects of the collection OA@ Bias O
process; @ result of bias during \%;J An inclinati preference
collectiAs inaccurate data leading to towards gy gutcome. Bias
inaccurate outputs from the system. Those unfairly inffuences the
involved in collecting data must aim to outcome.

minimize the amount of bias present.

When deciding on the data to collect bias can be introduced. Often incomplete data is
caltected with the aim of simplifying the system. For exampleit is common for loan
applications to collect data on a person’s income based-entirely on their last few tax
refads. This data is used to assess each individual’ S.gjity to repay the loan; the

mption being that an individua’s income is %%X remain relatively constant

ver time. In fact many people, particularly these own or operate businesses, are
able to adjust their income to suit their €xpenseg, By simply collecting past income
data the success of each loan application sbtased in favour of salary and wage
earners at the expense of business.owners. Q

Locating or identifying a suitable sour &datafor collection is another potential area
where bias can occur. Often effici of data collection means that the cheapest or
most available source of data is rather than the best source of data. Consider
surveys; the data Source for aJ rveys should aim to be a representative sampleof t
entire population. Howev of collection many organisations catlect

data fromrusers over the@n net Internet users, in most cases, are not.arepresgntative
sample of the popul gn in general Internet users are younger, have hlghe?momes

no

and possess high logy skills than the general population. Con results
derived from rveys will not accurately reflect the entire popul

The collecti ocess itself should take into account the likely tions held by
those o m the data is collected. People answer questi d fill out forms

differenty’based on their perception of how the data will béMised. For example a
suryey conducted by the Australian Taxation Office is likely to.yield different results

Information Processes and Technology — The HSC Course
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A
toas m@vey conducted by the Australian Bureau of stati %ﬁ&@ﬁdivi duals would
likely pefefive the tax office as being interested in their indivi responses whereas
a survey conducted by the Australian Bureau of Statistics is more likely to be viewed
as truly anonymous.

DATA SECURITY ISSUES

A summary of strategies we have examined to combat data security issues include:

« Passwords- Passwords are used to confirm that a user is who they say they are.
Qpce verified the user name is then used by the systemdy assign access rights.

. f@ackup copies- A copy of filesis made on aregulg( J&Sis.
Physical barriers- Machines storing important andinformation, or performing

(,O critical tasks are physically locked away. @)

Anti-virus software- All files are scannesl@?%look for possible viruses. The anti-
virus software then either removes the v@ps.or quarantines thefile.

- Firewalls A firewall provides prot h from outside penetration by hackers. It
monitors the transfer of informafRe® to and from the network. Most firewalls are
used to provide a barrier betw. local area network and the Internet.

Data encryption- Datais ted in such away that it is unreadable by those Wh,%
do not possess the decry, code. ‘Q
Audit trails- The\tr ion log includes details of who and when tran@ ns
were performed. I(\s possible to work backwards and trace the ori@of any

problem that n\?\g‘@ccur. (b\>

DATA |NTF\@TY ISSUES NS

A summar, ®'strategieswe have examined to maximise data int FO\;/ include:
Dataf¢didation- checks, at the time of data collection, ensure the data is
reasonable and meets certain criteria.

- Data verification- regular checks to ensure the data collected and stored matches
and continues to match the source of the data.

- Referentia integrity- ensuring all foreign keysin linked tablesimatch a primary key
i the related table.

ACID properties- ensuring transactions are never incemplete (atomicity), the data
dnever inconsistent (consistency), transactions do ‘ngkfect each other (isolation)

and that the results of a completed transaction are-perfanent (durability).
5

Minimising data redundancy- Normalising'r or eliminates duplicate data
within individual relational databases, how en transactions span multiple
databases issues will arise. Thé“use Unique identifiers shared between
organisations allows individual entities {g,5e accurately identified.

DATA QUALITY ISSUES Q Q
Data integrity is about-the accu@e data— how well it matches and continuesto §

match its source. Dataquality t this one step further, it concerns how reliable'and
effective the data s to the organj sation. For example, responses on survey fenms
well be entéred accurat a system, however the quality of the data will he @y
if the respondents didn"&answer honestly or as intended. The resulting infonaétion
will be unreliable, effective. Other data quality issues occur whep@hbi ning
data from differ ems. Q)

Consider crea{fdya data warehouse from many databases. Some r will describe
the same eaky differently; both may be correct, so which rgedtd is best? The
organi of databases is likely to be different; differ s, data types or
schemas, Tfor example. The meaning attached to an attribute can change over time,
perhaps a client application was modified and now stores different data in some old

Information Processes and\I'echnology — The HSC Course
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field. C g{g’ng such data is difficult, unreliable and ineffigisdt’_Furthermore the
effectiv and reliability of the information from subseqiént data mining and

OLAP systems is reduced. Data Quality Assurance (DQA) standardises the definition
of data and includes processes that “scrub” or “cleanse” existing data so it meets these
data quality standards.

P
@ Consider the following data security, integrity and/or quality issues:
N
acker gains access to an organisation’s system. T?download customer credit

An RTA employee alters driving test results
who failed their driving test.

« A analyst using a data mining applicatio overs links between sets of attributes
that cannot possibly be true.

« A bank customer determines that &ds transfer has not been completed. The
funds have left their account bu@ not been deposited into the other account.

at\licences are issued to people

(Q card details and use them to make various purcshéﬁ erthe Internet.

GROUP TASK DigNssion
MR” For each of-the e issues, determine the source of the issue and Q %

re-oceurr the future.

suggest smt;Q ategies that would assist in preventing the issue CJ

P\

3

v 3
CONTROE A S IMPLICATIONS FOR PARTICIPANTS (0\}

Control i \&t of influencing or directing activities. In term \Qb‘managlng the
activiti Q@ployees some level of control is reasonable. M ent assigns tasks
and th ite legitimately expects employees to complete th asks in atimely and
accurate fashion. However whenever one has control over another the relationship is
open to abuse. Determining precisely when control over participants is excessive is
often a grey area. Most would agree it is reasonable for managers to monitor the
activities of those they manage, however what level of monitering is reasonable?
Should management control Internet access or be able to read all-email messages? Isit
reasonable to monitor phone calls or remotely view a users,desktop? Audit trails allow
ggement to track which records individuals have ac ; when is such tracking

able? Answers to such questions diffen derably according to the

anagement style used and the nature of the tasks N pants perform.

Current management theory suggests higher levé{sof productivity are achieved when
participants are motivated. Motivation i oves when participants are given
responsibility for tasks and how~they ar pleted. Motivated employees are less
likely to engage in undesitable activiti d are much more likely to focus on work.
When employees are assigned bori repetitive tasks they lose motivation and then
quite naturally seek 1@ engage inRer non-work related activities. When this océurs
management too,aften impo horitative controls such as excessive monitarg i
combinationwith negativ: sequences in an attempt to enforce control.
measureSA urther reduce vation resulting in even stricter controlsbeing imyoged —
a downward trend er@g%. A more sustainable management style encourgges trust
and motivates emp{@&e to take responsibility for work they complete. \\O

@UP TASK Discussion \)‘0'
mm \ an employee, what level of monitoring by mana%eésm\-do you feel
,comfortable with? Brainstorm scenarios where mo ing and control of
participants is necessary (or at least justified)

Information Processes and Technology — The HSC Course
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1. Oneoperation within atransaction fails,
what should occur?
(A) Other operations within the transaction
should be committed.
(B) The system should halt so that the
reason for the failure can be corrected.
(C) All operations within the transaction
should be rolled back.
\JP) No further transactions should be
tb' performed until the problem is
resolved.

2.  Participants are those people who:
(A) arethe source of data used by the
system.
(B) receive information output from the
system.
(C) interact directly with the system.
(D) analyse datawithin the system.

3. Transaction logs used by mest
include details of records:
(A) prior to being altex OQ
(B) after they haieb
(C) addedsand delet@
(D) All ofthe

tered.

4, e data collected prior to

is commonly called:

(D) atransaction file.

5. Checksto ensure data entered is reasonable
are known as:
(A) datavalidation checks.
(B) dataverification checks.
(C) dataintegrity checks.
(D) dataredundancy checks.

(a MICR

(b) Barcodes

(c) Magnetic stripes

(d) RFID readers and tags
(e) TPMs

(f) Tapelibraries

(g) Touch screens

7. Strict sequ

\

10.

Q

R

6. WhichACID pr(%ty ensures either al or

no operations within atransaction are
committed?

(A) Atomicity

(B) Consistency

(C) Isolation

(D) Durability

tial processing of transactions

ensures ACID/property is observed?
| Gity

(B
(B nsistency
| selation
o( Durability
What is the main task performed by TPMs?
(A) Providing an interface between many
transaction processing systems.
(B) Ensuring transactions performed on a
database observe the ACID properties.
(C) Monitoring and ensuring the security of
transactions.
(D) Managing transactions that sp OQ
multiple database, systems and(clignt
applications.

9. At most two sets of backups gaNebe required
to completely restore data: which of the

following backup typ Sed?
(A) Full and incr
(B) Full and di
(C) Incremental arfd differential.

(D) Full backupsonly.

High speed MICR readers use which
technique to read the MICR line on cheques?
(A) waveform

(B) matrix

(C) ccb

(D) LED

1@' Provide at least TWO examples of systems where eachi o%@[owi ng devicesis used:

&

90

Q
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14.

15.

A
R

Col and contrast each of the following: Q/

12.
(a) User interfaces for real time processing with user interfaces for batch processing.
(b) Random (or direct) access with sequential access.
(c) Data validation with data verification.
(d) OLAP (Online Analytical Processing) and OLTP (Online Transaction Processing).
(e) Data warehouses and data marts.
(f) Dataintegrity with data quality.
1%. a) Recount the sequence of processes occurring to complete calgredit card transaction.

Assume the transaction is initiated using an EFTPOS pal-sipplied by the retailer’ s bank.
(b) Describe different uses of transaction logs within tr ton)processing systems.

(c) Distinguish between the storage of collected data Si:u the storage of processed datain a batch
transaction processing system using an exan% \

A company’s mail server records each emai t'or received in a separate file. Incremental
backups using a round robin rotation o automatically every hour to an online tape library. All
employees have full accessto files wj the tape library. Full backups are not made, however all

archive bits were set to true when g stem was first installed. Tapes are changed every year as
there is sufficient capacity o a% essages for 12 months.

(&) Critically evaluate the lackup procedure. Q%
(b) Predict issuesthat ur as a consequence of the above backup procedure. OO

(c) Propose and justi Q@n improved procedure for backup and recovery. Q
Analyseanonlj eb-based purchasing system of your choice. \}O
(a) Determy dataitems collected, \ (b'
(b) Iden '%e operations performed during a purchasing transaction, and (0-
(© @e the design of the data collection web forms. ?/A

(d) Explain how the company could analyse the collected data to identify areas for improving its

operations.

6090&

Q
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